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% Copyright and Trademark Notice

Thecus and other names of Thecus products are registered trademarks of Thecus Technology Corp.
Microsoft, Windows, and the Windows logo are registered trademarks of Microsoft Corporation.
Apple, iTunes and Apple OS X are registered trademarks of Apple Computers, Inc. All other
trademarks and brand names are the property of their respective owners. Specifications are subject
to change without notice.

Copyright © 2014 Thecus Technology Corporation. All rights reserved.

s+ About This Manual

All information in this manual has been carefully verified to ensure its correctness. In case of an error,
please provide us with your feedback. Thecus Technology Corporation reserves the right to modify
the contents of this manual without notice.

Product name: Thecus N2520/N2560/N4520/N4560 Series
Manual Version: 6.4
Release Date: March 2014

% Limited Warranty

Thecus Technology Corporation guarantees all components of Thecus NAS products are thoroughly
tested before they leave the factory and should function normally under general usage. In case of
any system malfunctions, Thecus Technology Corporation and its local representatives and dealers
are responsible for repair without cost to the customer if the product fails within the warranty period
and under normal usage. Thecus Technology Corporation is not responsible for any damage or loss
of data deemed to be caused by its products. It is highly recommended that users conduct neces-
sary back-up practices.

K/

Check the functions that are available on your particular Thecus NAS model at:

http://www.thecus.com.



% Safety Warnings
For your safety, please read and follow the following safety warnings:

Read this manual thoroughly before attempting to set up your Thecus IP storage.

Your Thecus IP storage is a complicated electronic device. DO NOT attempt to re-
pair it under any circ umstances. In the case of malfunction, turn off the power im-
mediately and have it repaired at a qualified service center. Contact your vendor for
details.

» DO NOT allow anything to rest on the power cord and DO NOT place the power
cord in an area where it can be stepped on. Carefully place connecting cables to
avoid stepping or tripping on them.

» Your Thecus IP storage can operate normally under temperatures between 5°C and
40°C, with relative humidity of 20% - 85%. Using Thecus IP storage under extreme
environmental conditions could damage the unit.

» Ensure that the Thecus IP storage is provided with the correct supply voltage (AC
100V ~ 240V, 50/60 Hz, 3A). Plugging the Thecus IP storage to an incorrect power
source could damage the unit.

Do NOT expose Thecus IP storage to dampness, dust, or corrosive liquids.
Do NOT place Thecus IP storage on any uneven surfaces.

DO NOT place Thecus IP storage in direct sunlight or expose it to other heat sourc-
es.

» DO NOT use chemicals or aerosols to clean Thecus IP storage. Unplug the power
cord and all connected cables before cleaning.

» DO NOT place any objects on the Thecus IP storage or obstruct its ventilation slots
to avoid overheating the unit.

Keep packaging out of the reach of children.

If disposing of the device, please follow your local regulations for the safe disposal
of electronic products to protect the environment.

CAUTION
RISK OF EXPLOSION IF BATTERY IS REPLACED
BY AN INCORRECT TYPE.
DISPOSE OF USED BATTERIES ACCORDING
TO THE INSTRUCTIONS
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§Chapter 1: Introduction

1.1 Overview

Thank you for choosing the Thecus IP Storage Server. The Thecus IP storage is an easy-to-use storage
server that allows a dedicated approach to storing and distributing data on a network. Data reliabil-
ity is ensured with RAID features that provide data security and recovery—over multiple Terabyte of
storage are available using RAID 5 and RAID 6. Gigabit Ethernet ports enhance network efficiency, al-
lowing Thecus IP storage to take over file management functions, increase application and data shar-
ing and provide faster data response. The Thecus IP storage offers data mobility with a disk roaming
feature that lets you swap working hard drives for use in other Thecus IP storage, securing the con-
tinuity of data in the event of hardware failure. The Thecus IP storage allows data consolidation and
sharing between Windows (SMB/CIFS), UNIX/Linux, and Apple OS X environments. The Thecus IP
storage’s user-friendly GUI supports multiple Languages.

1.2 Package Contents
. N2520/N2560

The Thecus IP storage should contain the following common items:

System Unit x1

QIG (Quick Installation Guide) x1
CD-Title (Universal CD) x1

Ethernet Cable x1

Accessory bag x1

HDD Compatibility list Card x1
Multiple Language Warranty Card x1
Power adapter x1

Power cord x1

® 6 6 6 0 O 0 o o

« N4520/N4560
The Thecus IP storage should contain the following common items:

System Unit x1

QIG (Quick Installation Guide) x1
CD-Title (Universal CD) x1

Ethernet Cable x1

Accessory bag x1

HDD Compatibility list Card x1
Multiple Languages Warranty Card x1
Power cord x1

® 6 6 6 0 0+ o o

Please check to see if your package is complete. If you find that some items are missing, contact your
dealer.



1.3 Front Panel

« N2520/N2560:
The Thecus N2520/N2560's front panel shows the device's indicators and hard disk install slots:

o

! -J’/ ——
2

3

4

5

6 iEE

7

B

Front Panel

Item Description

Blinking white: Diagnostic mode kick-in
Solid white: Diagnostic completed
Blinking white: HDD activity

1. System status

2 HDDTLED Red: HDD failure

Blinking white: HDD activity
3 HPD2LED Red: HDD failure
4 LAN LED Solid white: LAN Cable link

Blinking : Network activity

Solid white: Installed

5.USBLED Blinking white: USB copy activity

Solid Red: USB copy failure

6. USB Copy Button Copies USB storage contents to N2520/N2560.

Power the N2520/N2560 on/off.

7. Power Button/LED Solid blue: System ready

Blinking blue: Power on process

8. USB Port USB 3.0 port for compatible USB devices, such as digital cameras, USB disks, and USB printers.

Solid white: System ready
9. Thecus Logo LED Blinking white: System booting

viii Chapter 1: Introduction




« N4520/N4560:

The Thecus N4520/N4560 front panel shows the device's indicators, system information and hard

disk trays:
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Front Panel

Item Description
1. Power LED Solid blue: Power on
Blinking orange: Diagnostic mode kick-in
2. System status Solid orange: Diagnostic completed
3.LAN LED Green : Network activity
4. System Failure Red on while diagnostic test failed.
5.USB Port USB 3.0 port for compatible USB devices, such as digital cameras, USB disks, and USB printers.
6. Power Button Powers the N4520/N4560 on/off.
7. Up Button Select the previous configuration settings option.

8. Down Button

USB copy confirmation display.

9. Enter

Enter the selected menu option, sub-menu, or parameter setting.

10. Escape Escape and return to the previous menu.
11. LCD Display Displays current system status and warning messages.
12.HDD Tray Four HDD trays support 4x 3.5" or 4 x 2.5"HDDs

Chapter 1: Introduction




1.4 Rear Panel

« N2520/N2560:
The N2520/N2560 rear panel features ports and connectors.
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Back Panel
Item Description
1. System Fan System fan that exhausts heat from the unit.
2. HDMI For Video/Audio out
3. SPDIF For Audio out
4. LAN Port LAN port for connecting to an Ethernet network through a switch or a router.
5. USB Port USB 2.0 port for compatible USB devices, such as digital cameras, USB disks, and USB printers.
6. Power Connector Connect the included power cords to this connector.
7. Reset Button Resets the N2520/N2560.
Pressing and holding the Reset button on the back for 5 seconds will reset your network
setting and password, and turn off Jumbo Frame Support.




« N4520/N4560:

The N4520/N4560 rea

r panel features ports and connectors.

&

-, 85 8 _8

© gesesetetes *
ssesssssenss ses,
'i'i'l'i'l=l=|=i
8.8

22
|’1 i.i.l.l.i.i o
:': HOH- = e °
Pe"2852a000000
o e-ea%e %%
eSetotelazess?
®elclotetalele®
] A5
= m ..\""’... * &

Back Panel

Item Description

1. System Fan System fan that exhausts heat from the unit.

2. USB Ports USB 2.0 port for compatible USB devices, such as digital cameras, USB disks, and USB printers.
3. LAN Port LAN port for connecting to an Ethernet network through a switch or router

4. Reset Button

Resets the N4520/N4560.
Pressing and holding the Reset button on the back for 5 seconds will reset your network
setting and password, and turn off Jumbo Frame Support.

5. HDMI

For Video/Audio out

6. SPDIF

For Audio out

7. Power Connector

Connect the included power cords to this connector.
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§Chapter 2: Hardware Installation

2.1 Overview

Your Thecus IP storage is designed for easy installation. To help you get started, the following chapter
will help you quickly get your Thecus IP storage up and running. Please read it carefully to prevent
damaging your unit during installation.

2.2 Before You Begin
Before you begin, be sure to take the following precautions:
1. Read and understand the Safety Warnings outlined in the beginning of the manual.

2. If possible, wear an anti-static wrist strap during installation to prevent static discharge from
damaging the sensitive electronic components on the Thecus IP storage.

3. Be careful not to use magnetized screwdrivers around the Thecus IP storage’s electronic com-
ponents.
2.3 Cable Connections
To connect the Thecus IP storage product to your network, follow the steps below:

1. Connect an Ethernet cable from your network to the LAN port on the back panel of the
Thecus IP storage.

LAN

A N2520/N2560 LAN port A N4520/N4560 LAN port

2. Connect the provided power cord into the universal power socket on the back panel. Plug
the other end of the cord into a surge protector socket.

DC IN 12V

{=+
&

A N2520/N2560 power socket
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3.

Press the power button on the Front Panel to boot up the Thecus IP storage.

£l

| . Shart natucrk Thecus®

s . —

L
i ) esc

-

A N2520/N2560 power button A N4520/N4560 power button
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§Chapter 3: System Administration

3.1 Overview

The Thecus IP storage provides an easily accessible Web Administration Interface. With it, you can

configure and monitor the Thecus IP storage anywhere on the network.

3.2 Web Administration Interface

Make sure your network is connected to the Internet. To access Thecus IP storage Web Administra-

tion Interface:

1.

2.

Type the Thecus IP storage IP address into your
browser. (Default IP address can be found through
IntelligentNAS utility or LCD panel (N4520/N4560
only))

Disclaimer

THECUS hias no liakility, consequential, incidental or special damages, These include,
wiithout limitation, loss of recorded data, the cost of recovery of lost data, lost
profits and the cost of the installation or removal of any THECUS products, the
installation of replacernent THECUS products, and any inspection, testing, or
redesign caused by any defect or by the repair or replacerment of Products arising
frorn a defect in any THECUS products,

IJsers camn nowy register their THECUS MAS onling, Simply go to the onling registration
page and enable the registration function, The registration page states what systemn
information wil be kept in the archive, Users will receive firmware upgrade and
module release notice regularky,

[]1 agree. Don® t show this message next time.

Chapter 3: System Administration
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Adrmin

Login to the system using the administrator user name and password. The factory defaults
are:

User Name: admin
Password: admin

Once you are logged in as an administrator, the disclaimer page will appear as below. Please
click the check box if you do not want to have this page displayed during the next login.

Following the disclaimer page, you will see the Web Administration Interface. From here, you
can configure and monitor virtually every aspect of the Thecus IP storage from anywhere on
the network.




3.2.1 My Favorite

The user interface with "My Favorite” shortcut allows the user to designate often used items and have

them display on the main screen area. The figure below displays system favorite functions.

A
| x s
Share Folders RAID Managerment

Administrators can add or remove favorite functions to My Favorites by right clicking the mouse on

the menu tree.

3.2.2 Control Panel

The Control Panel is where you will find all of the information screens and system settings of Thecus

IP storage.
n Control Panel
System Management
(i) b l“.'. 7 Rogister [¢ I AL b
. 9 =3 = 5 55 Wy
General Status System Online Syslog Date Notifications
Log Registration Management and
Time
= \ Y 8, ]
O © w
Gl e oY
Scheduled Administrator Factory Reboot File Wake-On-LAN
On/Off Password Defauft & System
Shutdown Check
g ! -
- ? i ‘
K0 = [
Networking U1 System Hardware User
Login Monitor Information Access
Functions Log
Storage
. =g

=l

]

Control Panel

Item Description

System Management | Current system status of the Thecus IP storage.

Storage Information and settings for storage devices installed into the Thecus IP storage.

File Sharing / Privilege | Allows configuration of users and groups.

Network Service To setup varies protocols which has supported by system

Application Server Application based program for system build-in, additional installed from official or 3rd party.
Backup Category of Backup Features setup of the Thecus IP storage.

External Devices Setting for devices where has installed through external interface such as USB

In the following sections, you will find detailed explanations of each function, and how to configure

your Thecus IP storage.
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3.2.3 Message Bar

You can get quick information about your system status by moving your mouse over these icons.

Message Bar
Item Status Description

Display the status of created RAID volume. Click to go to RAID information page as

RAID Information.
short cut.

Display the status of disks installed in the system. Click to go to Disk information

Disks Information.
page as short cut.

Green: Connection to the network is normal.

Network. .
Red: abnormal connection to the network

3.2.4 Logout
Click to logout Web Administration Interface.
! gou nl ! :"\ (D 9 l Admin

THECUS N

Logout ‘h

3.2.5 Online Update Notification

When there is a new update for system files or applications, the system will notify you through the
admin Ul and also send an email. Click on the flashing icon then the system will link you directly to
the associated page.

L

f- A D O L icin

Search Stang ' |

al
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3.2.6 Language Selection

The Thecus IP storage supports multiple Languages, including:

NO O 2 s -

English

Japanese

Traditional Chinese

Simplified Chinese

French

German

Italian

Korean

Spanish

Russian

Polish

Portuguese

On the menu bar, click Language and the selection list ap-
pears. This user interface will switch to the selected language for Thecus IP storage.

® ¢ 6 6 O 6 O O 0 o

3.3 System Management

Information provides viewing on current Product info, System Status, Service Status and Logs.

The menu bar allows you to see various aspects of the Thecus IP storage. From here, you can discov-
er the status of the Thecus IP storage, and also other details.

3.3.1 General

Once you login, you will first see the basic system Information screen providing Manufacturer,
Product No,, Firmware Version, and System Up Time information.

N2520

Manufacturer: Thecus

Product No.: M2520

Firrmware Version: 056.build_49

Up Time: 1 day 5 hours 12 minutes

General

Item Description

Manufacturer Displays the name of the system manufacturer.
Product No. Shows the model number of the system.
Firmware version | Shows the current firmware version.

Up time Displays the total run time of the system.
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3.3.2 System/Service Status

From the System Management category, choose the Status item, System Service Status and HW Sta-
tus screens appear. These screens provide basic system and service status information.

RX: 0.0, TX: 0.0 MB/s

Service Status MN2520 Service Status N2520
AFP Status: Stopped CPU Activity:
SMB/CIFS Status: Running Memory Activity:

FTP Status: Stopped VWAN/LAN1:

UPnP Status: Stopped

Rsync Status: Stopped

3.3.3 Hardware Information

From the System Management category, choose the Hardware Information item and the system will
display the related HW details for the associated model. Below is an example of the information for a

Thecus N2520.
General Metwork Interface Card Universal Serial Bus Disk Controller
CPU: Intel CPU CES315 @ 1.20GHz
Memaory: 801 MB
DOoM: Single DOM
3.3.4 Logs

From the System Management category, choose the System Logs item and the System Logs screen
appears. This screen shows a history of system usage and important events such as disk status, net-
work information, and system booting. See the following table for a detailed description of each

item:

s)l:lv Lanpply stph)v v Leval [ ExportRecord

Date Time

2013-02-27 18:47:52
2013-02-27 18:43:17
2013-02-27 15:33:54
2013-02-27 15:12:46
2013-02-27 11:57:04
2013-02-26 19:56:20
2013-02-26 18:33:21
2013-02-26 18:06:13
2013-02-26 18:02:35
2013-02-26 13:46:16
2013-02-26 12:46:16
2013-02-26 13:42:45
2013-02-26 13:37:46
2013-02-22 18:47:55

Event

[N2520] : User admin logged in from 172.16.65.149

[N2520] : User admin logged in from 172.16.64.121
[N2520PM700] : User admin logged in from 172.16.65.149
[N2520PM700] : User admin logged in from 172.16.64.121
[N2520PM700] : User admin logged in from 172.16.64.121
[M2520PM700] : Disk 2 on [N2520PM700] has been removed.
[M2520PM700] : Disk 2 on [N2520PM700] has failed.
[N2520PM700] : Disk 2 on [N2520PM700] has been added.
[N2520PM700] : Disk 2 on [N2520PM700] has been removed.
[N2520PM700] : User admin logged in from 172.16.64.145
[N2520PM700] : User admin logged in from 172.16.65.149
[N2520PM700] : User admin logged in from 172.16.65.149
[N2520PM700] : User admin logged in from 172.16.65.149
[N2520PM700] : User admin logged in from 172.16.64.116

1 |/1Page b W @Pa=Szds0 |v

See the following table for a detailed description of each item:

Item

Description

(@) Delete Record

Asto Refeast] None | v

~

[l

Display 1 - 27 Record(s) * Total 27 Record(s)

Al

Provides all log information including system messages, warning messages and er-

ror messages.

INFO

Records information about system messages.

I R
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WARN Shows only warning messages.

ERROR Shows only error messages.
Download All Log File Export all logs to an external file.
Truncate All Log File Clear all log files.

The number of lines per page Specify desired number of lines to display per page.

Sort Ascending Shows logs by date in ascending order.

Sort Descending Shows logs by date in descending order.

[<< < > >> Use the forward (> >>|) and backward (|<< <) buttons to browse the log pages.
e Re-loading logs.

3.3.5 Syslog Management

Generates system log to be stored locally or remotely, it also can be chose to act as syslog server for
all other devices.

These messages are stored on your NAS in: Nsync > log> messages.

Information can be obtained in two ways: locally and remotely.

« Configuration with syslog server: + Configuration with syslog client and
target to store locally:

Syslog Daemon: @ Enable () Disable Syslog Daemon: @ Enable () Disable
Syslog service: (@ server ) dlient Syslog service: () server @ client
Target: 9 Local Remate Target: @ Local () Remote
Syslog folder: NAS_Public | ¥ Syslog folder: NAS_Public [v
Log Level: - Log Level: v
N — e
Address: Address:

Apply Apply

« Configuration with syslog client and target to store remotely:

Syslog Daemon: @ Enable ) Disable
Syslog service: (D) server @ dlient
Target: ©) Local @ Remote

Syslog folder: v

Log Level: Al |

Remote IP 172.16.65.147

Address:

Apply

See the following table for a detailed description of each item:

Syslog Management

Item Description
Syslog Daemon Enable/Disable syslog daemon.
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If Server has been selected then associated syslog folder will be used to store all system logs from other
NAS devices which has assigned this system for syslog server as well as syslog of this server unit. It can be
seen from associated syslog folder with files “error”, “Information”and “warning’.

If client has been selected then “Local” or “Remotely” can be choose.

Choose Local, all system logs will be stored in an associated syslog folder filled in from next filed. And
Target the syslog folder will have file “messages” to store all system logs. If Remotely has been selected, a syslog
server is needed and an IP address is required.

Select from a drop down share list, all of the system logs will be stored on it. This syslog folder is applied to
“syslog server”or “syslog client” with “local” selected.

Log Level The user can choose from 3 different levels. “All’,“Warning/Error” or “Error”.

Remote IP Address | Input the syslog server IP address if choose to store syslog info remotely.

Syslog service

Syslog folder

3.3.6 System Monitor

The system monitor is capable to monitor system status including CPU/memory utilization, network
throughput and on-line user list in various protocols.

To monitor system status, simply click on “System Monitor” from the tree menu and the screen will
appear as below.

o0 System Monitor

| save Layout S5 Reset Lavout | [¥][7¢|History | g Lock Layout Up Time: 1 Day 23 Howrs 30 Mimates

| |petails | [=]Monitars v | |petails | [=]Monitars +
a0 % 3 0.15ME

— P} — Memory

40 % % 2 01MB III II I
20 % 1 0.05ME
D OJ(O \/_—M—/\ D D MB
15:49 15:50 15:51 15:48 15:50 15:52

— vy AN Il Sarmba B NFS I FTP

[ ImManitars » [ Manitars -
= CPU{l}
Swys 1%
= FIP (1}
172.16.65.143 adrmin _Mas_Media
= Samba (1}
172.16.65.143 root _Mas_Media

It is divided into 4 sections. Fach section can be modified to monitor specific items by using the drop
down list from the "Monitors” tab, simply click on the items you would like to monitor. From each
section, you can also choose to display the information graphically by selecting “Graphic” or by plain
text mode by selecting “Details”.

@ Only 2 sections can be set in graphic mode at the same time.

If graphic mode is chosen, 3 minutes of information is displayed on the x-axis. A resume of the infor-
mation is displayed by dragging the mouse over the graphic at a specific time. See example below:
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| |Details | [=]Manitors v X3 | |Details  [=]monitors+
60 % 015 ME

40 %, % 0.1 MB
20 % 0.03 MB
0% L — N e
15:49 1350 1%51 1552 1538 15:39 15:40
— Pl — Memory — WANLANL
| |petails | [~ ]Monitors+
3 015 ME
o III II I
1 0.05MB
u] 0 ME
15:48 15:50 15:52

— warLAN1 Il Samba B NS Il FTP

For the on-line users list, system monitor will display the on-line users and the share folder they have

visited.
[ IMaritars »

2 CPU)

Sys 0.25 %
= FIP (1)

172.16.65.143 admin _MNAS_Media
= Samhba (1}

172.16.65.143 root _MAS_Media

System Monitor

Item Description

Save Layout | Saving selected monitoring items. Layout will remain the same for future visits.

Reset Layout | Set back to default monitoring settings and layout.

History Click on this check box and system monitor will write the monitoring history to a designate path in
the RAID volume.

Lock Layout | All of the monitoring items are fixed and cannot be changed. Click again to unlock it.

If the History has been enabled, click on  [¥][**/History = and system monitor will display the history

with different period for selection.
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History [x]
Last 12 Months  Lask 30 Days  Last 48 Hours Resel History
50 % 0.125 MB/fs

\ I——

40 % 0.1 MBfs
30 % 0.075 MB/fs
20 % 0.05 MB/fs
10 % \ / 0.025 MB/fs

op \ “ _/ "
u IQJ.S:DD 15:30 16:00 16:30 1?’:DDD MBfs

-8 CPU == MER == WANSLANL rx k= WANLAMNL tx
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3.3.7 Time: Setting system time

From the System Management category, choose the Time item and the Time screen appears. Set the
desired Date, Time, and Time Zone. You can also elect to synchronize the system time on Thecus IP
storage with an NTP (Network Time Protocol) Server.

T
Time: v

Tirne Zone: E

NTP Service: ) Enable ®) Disable
Sync with an External NTP Server: @ Yes O Mo

Select an external MTP server:

ook v

See the following table for a detailed description of each item:

Item Description

Date Sets the system date.

Time Sets the system time.

Time Zone Sets the system time zone.

NTP Service Select Enable to synchronize with the NTP server.

Select Disable to close the NTP server synchronization.

Sync with external NTP
Server

Select YES to allow Thecus IP storage to synchronize with an NTP server of your choice. Press Apply
to change.

3.3.8 Notification configuration

Ernail Motification

Autharization Type:

SMTP Server:

SMTF Account ID:

Account Password:

Log Lewel;

Sender” s E-mail Address:

Recipient” s E-mail Address 1:
Recipient” = E-rmail Address 2:
Recipient” < E-mail Addrass 3:

Recipient” s E-mail Addrass 4

) Disable

Port: |:|

@) Enable

off |v
[ ]
[ ]
[ ]

all

w

[ E-Mail Test | [ Apply |

From the System Management category, choose the Notification item, and the Notification Configu-
ration screen appears. This screen lets you have Thecus IP storage notify you in case of any system
malfunction. Press Apply to confirm all settings. See following table for a detailed description of each

item.

Notification Configuratio

Item

Description

Beep Notification

Enable or disable the system buzzer that beeps when a problem occurs.

Email Notification

Enable or disable email notifications of system problems.

Authentication Type Select the SMTP Server account authentication type.
SMTP Server Specifies the hostname/IP address of the SMTP server.
Port Specifies the port to send outgoing notification emails.

SMTP Account ID

Set the SMTP Server Email account ID.

Account Password

Enter a new password.

Log Level

Select the log level to send the e-mail out.

Sender’s E-mail Address

Set senders email address to send email notifications.

Receiver’'s E-mail Address
(1,234

Add one or more recipient’s email addresses to receive email notifications.
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3.3.9 Schedule Power On/Off

Using the Thecus IP storage System Management, you can save energy and money by scheduling
the Thecus IP storage to turn itself on and off during certain times of the day.

From the System Management category, choose the Schedule Power On/Off item and the Schedule
Power On/Off screen appears.

Enable Scheduled Onjoff

Artion Time Action Time
Suriday: ore | v 00:00 | v Hore | v 0000 | v
Mordlay: [ore |~ 00:00 | v hore |~ 0000 |~

Tuesday; |P0wer on |v |09:4D |v |Power Off |V |21:DD |V

wednesday: |Power on |~ [10:50 |~ |Power off [~ [ov:00 |~
Thursday: : i i v

Apply

To designate a schedule for the Thecus IP storage to turn on and off, first enable the feature by
checking the Enable Schedule Power On/Off checkbox.

Then, simply choose an on and off time for each day of the week.

Finally, click Apply to save your changes.
Example - Monday: On: 8:00; Off: 16:00

System will turn on at 8:00 AM on Monday, and off at 16:00 on Monday. System will turn on for the
rest of the week.

If you choose an on time, but do not assign an off time, the system will turn on and remain on until a
scheduled off time is reached, or if the unit is shutdown manually.

Example - Monday: On: 8:00

System will turn on at 8:00 AM on Monday, and will not shut down unless powered down manually.
You may also choose two on times or two off times on a particular day, and the system will act ac-
cordingly.

Example - Monday: Off: 8:00; Off: 16:00

System will turn off at 8:00 AM on Monday. System will turn off at 16:00 PM on Monday, if it was on. If
the system was already off at 16:00 PM on Monday, system will stay off.



3.3.10 Administrator Password

From the System Management category, choose the Administrator Password item and the Change
Administrator Password screen appears. Enter a new password in the New Password box and con-
firm your new password in the Confirm Password box. Press Apply to confirm password changes.

Change Administrator Password

e Passwiord; ‘ |

Confirm Passwiard: ‘ |

See the following table for a detailed description of each item.

Change Administrator

Item Description

New Password Type in a new administrator password.
Confirm Password | Type the new password again to confirm.
Apply Press this to save your changes.

3.3.11 Config Mgmt

From the System Management category, choose the Config Mgmt item and the System Configura-
tion Download/Upload screen appears. From here, you can download or upload stored system con-
figurations.

Upload: |Please choose a file to upload, |

[ Upload || Download

See the following table for a detailed description of each item.

System Configuration Download/Upload

Item Description
Download | Save and export the current system configuration.
Upload Import a saved configuration file to overwrite the current system configuration.

Backing up your system configuration is a great way to ensure that you
can revert to a working configuration when you are experimenting with

new system settings.

The system configuration you have backed up can only be restored
in the same firmware version. The backup details exclude user/group
accounts.

3.3.12 Factory Default

From the System Management category, choose the Factory Default item and the Reset to Factory
Default screen appears. Press Apply to reset Thecus IP storage to factory default settings.

Reset To Factory Default
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Resetting to factory defaults will not erase the data stored in the hard

disks, but WILL revert all the settings to the factory default values

3.3.13 Reboot & Shutdown

From the System Management category, choose Reboot & Shutdown item, and the Shutdown/Re-
boot System screen appears. Press Reboot to restart the system or Shutdown to turn the system off.

Shutdown/Reboot System

[ Shutdowm ][ Fehont

3.3.14 File System Check

The File System Check allows you to perform a check on the integrity of your disks'file system. Under
the System Management category, click File system Check and the File System Check prompt ap-
pears.

File System Check

File: Systern has been flagged for a Filesystern Check, Reboot the system make to commit changes.

To perform a file system check, click Apply.

Once clicked, the following prompt will appear:

|- File System Check X |
\3/ The setting has been changed: carry on with press “Yes™ for confirmation.
Yes I [ Ho ]
Click Yes to reboot the system.
] File System Check | File System Check

Rehoot ‘:> Reboot
I- b4 | !_ Done. |

Once the system has rebooted, you will be returned to the File System Check prompt. There you will
see the available RAID volumes to run the file system check. Check the desired RAID volumes and
click Next to proceed with the file system check. Click Reboot to reboot without running the check.

Fila System Check

Encrepled RAID doas nok suppoet il spstem chacks!

RAID Leve Disks Stabus Flesystemn Status | Data Capacity Last Check Time
]| RAIl 1,2:34 Normal 2223.9

Fila System Check

Encryptad RAID dogs not suppodt fila system chadks!
|| RAID Lave Disks Sratus Fiesystemn Status Data Capacity Last Check Time
# Rald 1,2,3.4 Normal 22239
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Once you click Next, you will see the following screen:

[ mext || Reboot |

Status:

Latest 20 linss Information:

Ramit: _:J

Click Start to begin the file system check. Click Reboot to reboot the system.

When the file system check is running, the system will show 20 lines of information until it is com-

plete. Once complete, the results will be shown at the bottom.

Status:

Latest 20 linzs Information:

5
]
=y o
g
5

gyalwv: 337262144 files (3.0% non-
Rasult: BAID [ 1,2,3:;4,5 ] System Volume : Exit Code = 0 , No d
srrors.
BRID [ 1,2,3,4,5 ] Data Volume : Exit Code = 0 , No errors.

The system must be rebooted before Thecus IP storage can function
normally after file system check completes.
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3.3.15 Wake-Up On LAN (WOL)
The Thecus IP storage has the ability to be awoken from sleep mode via LAN port.

Wake-On-LAN

WOL Service: ) Enable @) Disable

Lpply

From the System Management category, choose the WOL item, and the Wake-up On LAN screen ap-
pears. From here, you can Enable or Disable.

3.3.16 SNMP Support (N4520/N4560 Only)

From the System Management category, choose the SNMP item and the SNMP Support screen ap-
pears. You could enable the SNMP function and filled in the related information in each fields. With
the SNMP management software, you can get other system’s basic information.

SHMP Support
SHMP Service: Enable @ Disable

Read Commumnity: (Adow 0~9, ang, And, - )

System Contact:
Systemn Location:
Trap Target IP:

Apply

From the System Management category, choose the SNMP item, and the SNMP Support screen ap-
pears. From here, you can Enable or Disable.

3.3.17 Ul Login Function

Adjusts Ul Login Configuration settings, you can enable/disable the Web Disk, Photo Server and
modules functions, according to your needs.

Weh Disk: ) Enahle @ Disable

Photo Server: ) Enahle @ Disable



3.3.18 Networking

From the System Management category, choose Networking, and the Networking Configuration
screen appears. This screen displays the network parameters of the global setting and available
network connection. You may change any of these items and press Apply to confirm your settings.
See a description of each item in the following table:

Host Settings

Host Mame: |N252D | Comain Mame: |thecus.c0m |

WINS Server 1. | | WINS Server 2 | |

DMNS Settings
Mode: () Manual
@ DHCP {Get From War/LaM1)

OMS 1 172, 15,565, 243
DNS 2 16595, 1,1
DOMS 3
WAN/LANL
Status: Mermal Speed: 1000Mbys
MAC Address: 00:14:FD:17:42:5E Link Status: Connected
Jurmbo Frame: 1900 | bytes
IPv4 IPv6
Enahle: Enable:

Network Configuration (Global parameter)

Item Description

Host name Host name that identifies the Thecus IP storage on the network.

Domain name Specifies the domain name of Thecus IP storage.

WINS Server To set a server name for NetBIOJ computer.

DNS Mode Select the DNS server is coming from DHCP server or manual input. A total of 3 DNS
servers can be input. If the DNS setting is chosen from DHCP server, then it will refer to
WAN/LAN1 port.

DNS Server 1,2,3 Domain Name Service (DNS) server IP address.

Network Configuration (NIC port)

Link speed Display associated NIC port link speed.

Link status Display associated NIC port link status.

MAC address MAC address of the network interface.

Jumbo Frame Support Enable or disable Jumbo Frame Support of associate interface on your Thecus IP storage.

IPv4/IPv6 Click to enable IPv4/IPv6 for TCP/IP. The default is IPv4 enabled.

Mode It can choose a static IP or Dynamic IP.

P IP address of associate NIC interface.

Netmask/Prefix Length Input netmask for IPv4 and Prefix length for IPv6.

Gateway Gateway for associate NIC.

Default gateway It can be chosen from a drop down list of default gateway that's been used for the Thecus IP
storage.

«  Only use Jumbo Frame settings when operating in a Gigabit
environment where all other clients have Jumbo Frame Setting

enabled.
»  Proper DNS setting is vital to networks services, such as SMTP and
NTP.
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Most faster Ethernet (10/100) Switches/Routers do not support Jumbo

Frame and will not be able to connect to your Thecus NAS after Jumbo
Frame is turned on.

3.4 Storage Management

The Storage menu displays the status of storage devices installed in the Thecus IP storage. It includes
storage configuration options such as RAID and disk settings, iSCSI (N4520/N4560) and 1SO Mount
(N4520/N4560).

3.4.1 Disks Information

From the Storage menu, choose the Disk Information item and the Disk Information screen appears.
From here, you can see various installed hard disks. The disk slot position will appear if the mouse is
moved over the installed disk.

0,

The screen shot below is just an example from a Thecus IP Storage.
The disk slots number can range from 1,2 to 4 slots depending on the
model of Thecus IP storage. Also it will list the disk info of JBOD devices if
applicable.

Disk Information

@

N G g

Disk Mo Model Capacity Firrnware Bad Elock
= N2520 (2Disks)

1 WDIC WD4000F ™ Z-0 3,726 GB 01.0
2 WDIC WD4000F ™ Z-0 3,726 GB 01.0

Total Capacity: 7452 (GE)

Disk Power Management

Disk: Pawer Management: i MiriLite L pply

WD WD4000FYYZ-0 3,7
2 WO WO4000FY | position |37

Disks Information

Item

Description

Disk No.

Indicates disk location.

Capacity

Shows the SATA hard disk capacity.

Model

Displays the SATA hard disk model name.

Firmware

Shows the SATA hard disk firmware version.

Bad Block scan | Yes to start scan Bad Block.
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« S.M.A.R.T. Information

On the Disk Information screen, select a disk then click on “Smart” to list the SM.ART. info of the

associated disk.

Disk Information

* Detect Bad Elack ‘® Stop Detect Bad Block

Disk Mo Model Capacity Firrmavare

(= N2520 (ID4sks)
1 WDC WD4000F™Z-0 3,726 GBE 01.0
2 WO WDE000F Y™ Z-0 3,726 GE oL.o

You may also perform a disk SMART test; simply click “Test” to start the SMART test. The result is only
for reference and the system will not take any action from its results.

SMART INFO #
Info
Disk: Mo, 1
Model: WO WD4000Fy -0
Power Cn Hours: 2114 Howrs
Temperature: 36°C 05,8 °F 3400003, 2°FiLast)
Realocated Sector Count: O OfLast)
Current Pending Sector: 0O OiLast)
Test
Test Type: @ short () lanig
Test Result: Click to start
Test Time: --

S.M.A.R.T. Information

Item Description
Tray Number Tray the hard disk is installed in.
Model Model name of the installed hard disk.

Power ON Hours

Count of hours in power-on state. The raw value of this attribute shows total count of hours (or min-
utes, or seconds, depending on manufacturer) in power-on state.

Temperature Celsius

The current temperature of the hard disk in degrees Celsius.

Reallocated Sector Count

Count of reallocated sectors. When the hard drive finds a read/write/verification error, it marks this sec-
tor as "reallocated" and transfers data to a special reserved area (spare area).

This process is also known as remapping and "reallocated" sectors are called remaps. This is why, on a
modern hard disks, you cannot see "bad blocks" while testing the surface - all bad blocks are hidden in
reallocated sectors. However, the more sectors that are reallocated, the more a decrease (up to 10% or
more) can be noticed in disk read/write speeds.
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Current Pending Sector Current count of unstable sectors (waiting for remapping). The raw value of this attribute indicates the
total number of sectors waiting for remapping. Later, when some of these sectors are read successfully,
the value is decreased. If errors still occur when reading sectors, the hard drive will try to restore the
data, transfer it to the reserved disk area (spare area), and mark this sector as remapped. If this attribute
value remains at zero, it indicates that the quality of the corresponding surface area is low.

Test Type Set short or long time to test.
Test Result Result of the test.
Test Time Total time of the test.

« BadBlock Scan

On the Disk Information screen, select a disk then click on “Detect Bad Block” to perform bad block
scan of the associated disk. The result is only for reference and the system will not take any action
from its results.

Disk Information

QF smart ¥ Detect Bad Block ® Stop Detect Bad Elock

Disk Mo Model Capacity Firrniware

3 M2520 (2Disks)
1 WOC WD4000F Y YZ-0 3,726 GB 01.0
2 WO WD4000F Y YZ-0 3,726 GB 01.0

The bad block scan can be terminated by clicking on “Stop Detect Bad Block’.

Disk Information

N smart ® Detect Bad Block || ‘% Stop Detect Bad Block ||

Stop bad block scal
Disk Mo Model Capacity Firrmweare

2 N2520 (2Disks)
1 WO Wh-000Fy™y'Z-0 3,720 GB 010
2 WOC Wh4000Fy™y Z-0 3,720 GB o010

3.4.2 RAID Information

From the Storage menu, choose the RAID Management item and the RAID Management screen ap-
pears.

This screen lists the RAID volumes currently residing in the Thecus IP storage. From this screen, you
can get information about the status of your RAID volumes, as well as the capacities allocated for
data.

RAID Management

*] et | g8
Mas... RAID Digks Total Data
RAID e Lewvel Sl Lised Capacity  Capacity
(O] * RAID ] Healthy 1,2 7407 GB 0.2 GBf 7290.8 GB

RAID Information

Item Description
Master RAID The RAID volume currently designated as the Master RAID volume.
D ID of the current RAID volume.

NOTE: All RAID IDs must be unique.
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RAID Level Shows the current RAID configuration.

Status Indicates status of the RAID. Can read either Healthy, Degraded, or Damaged.
Disks Used Hard disks used to form the current RAID volume.

Total Capacity Total capacity of the current RAID.

Data Capacity Indicates the used capacity and total capacity used by user data.

« CreateaRAID

On the RAID Information screen, press the Create button to go to the RAID Volume Creation screen.
In addition to RAID disk information and status, this screen lets you make RAID configuration set-

tings.

Using Create RAID, you can select stripe size, choose which disks are RAID disks or the Spare Disk. .

Item Description

Disk No. Number assigned to the installed hard disks.

Capacity (MB) Capacity of the installed hard disks.

Model Model number of the installed hard disks.

Status Status of the installed hard disks.

Used If this is checked, current hard disk is aalready part of a RAID volume.

Spare If this is checked, current hard disk is designated as a spare for a RAID volume.

Master RAID Check a box to designate this as the Master RAID volume. See the NOTE below for more information.

Stripe Size This sets the stripe size to maximize performance of sequential files in a storage volume. Keep the 64K setting
unless you require a special file storage layout in the storage volume. A larger stripe size is better for large files.

Data Percentage | The percentage of the RAID volume that will be used to store data.

Create Press this button to configure a file system and create the RAID storage volume.

To create a RAID volume, follow the steps below:

1. Onthe RAID Information screen, clicks create.

RAID Volume Creation x
Disks List
- Digk Mo, Capacity (MB)  Model States Used Spare
The sts of system hard disk - 1 1,907,720 WDC WD2003.., OK ] ]

WA HiA HiA

NiA LTES NiA

& W oM

HiA HiA His

Description:

———— | [cmen ]

2. Onthe RAID Configuration screen, set the RAID storage space as JBOD, RAID 0, RAID 1, RAID 5,
RAID 6 or RAID 10 (depends on model)— see Appendix B: RAID Basics for a detailed descrip-
tion of each.
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4.

®

5.

(1) Disks List

Destription:

) T The disks Ist hias Isted nstaled hand diek with i smius and wsage.
| . ) Acconding to the selacted disk{s); the avedshle raid levels) as the fofowng:
AT Wik & ity JHOD

If this RAID volume is meant to be the Master RAID volume, tick the Master RAID checkbox.

Selected whether the RAID volume will be encrypted or not.

The RAID volume can protect data by using RAID Volume Encryption function to prevent
the risk of data exposure. To activate this function, the Encryption option needs to be en-
abled while the RAID is created and followed by a password input for identification. Also,

an external writable USB disk plugged into any USB port on the system is required to save
the password you have entered while the RAID volume is being created. See the screenshot
below for details.

RAD B sdom 04, . -2 ard which & reored and, uniou'e

Mrtz 1 RAEx ontonal,

Encrypion pabarsd mid pesmond 8 ineed b 1-10 chamctan

Cuiih Feed ;- pertignal and erabi= Ha s=isng o mhance AAID ceston-tane Fthers & no partan
exsted nede of hord ek
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Once the Create button has been pressed with the Encryption checkbox enabled, the following
message pop-up will appear for confirmation.

RAID Configuration b

To encrypt BAID volums will cause performance down, and vou nead to kave weitabla USE disk insert to USB port
to store enerypted password,

Stronghy recommend to beckup your encrypted password to somewhare else safely, or the password lose will cause
data unreacheble.

After the RAID volume has been created, you may remove the USB disk until the next time the
system boots. The RAID volume cannot be mounted if the USB disk with the encryption key isn't
found in any system USB port when the volume is accessed. To activate the encrypted volume, plug
the USB disk containing the encryption key and into any system USB port.

We strongly recommended copying the RAID volume encryption key to a safe place. You can find
the encryption key file from the USB disk in the following format:

(RAID volume created date)_xxxxxx.key

A Please keep your USB disk in a safe place and also backup the encrypted
key.

There is no way to rescue data back if the key is lost.

@ With RAID volume encryption enabled, the system performance will go
down.

RAID volumes with encryption enabled will be displayed with a key lock symbol next to volume ID
name.

RAED Trilciriindain
i Create 3 Edk i3 Sotual Hok Spars
Mastel RAID s Disks TooE Data
T Lawel Fig 3yt Stahs Lised Capacity  Capadity
= - R & 1 e Healthy =} 453,260 463 0B

6. Quick RAID — Enabled the quick RAID setting is going to enhance RAID creation time.

RAID ID: RAIDO

Master RAID - Take effect after checked box
Encryption

Password: | sess |
Confirm Password: |uu |
o]

We recommend using the “Quick RAID” setting only if the hard disks are
brand new or if no existing partitions are contained.

7. Specify a stripe size — 64K is the default setting.
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8. Selected the file system you would like to have for this RAID volume. .

Description:

Stripe Sza(KB): which is used across disk drves n RAID storage which & useful when 3 processing
device requests access to data more quickiy.

ripe sze (f apphcable) and
for RATD volume created

9. Press Submit to build the RAID storage volume.
RAID Volume Creation x
@ | RAID Volume Creation Confirmation
Feld Value
0 Digks List 1,2
RAID Level RATD O
e RAID ID RaID
Quick Raid Ho
@ Strpe Sze(KB) 54 KB
File System EXT4
Master RAID Yes
@ Listad RAID craztng configuration
for submit confrmation
oz [ swee [ comen |
RAID Configuration x|

2) Allcurrent actve services willbestopped when RAID i being created. Are you sureto creste RAID gow?

10. Press “Yes"for RAID volume creation preparation. Then click “Finish” to start up with RAID
volume building.
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« RAID Level

RAID Volume Creation *

The RAID volume creation will start after [Finish] bulten pressed.
During the RAID volume creation period all of active services will
be stopped.

_Einah__

Building a RAID volume may be time consuming, depending on the size
of hard drives and RAID mode. In general, if the RAID volume building
process is up to “RAID Building’, then the data volume is accessible.

Creating RAID destroys all data in the current RAID volume. The data will

be unrecoverable.

You can set the storage volume as JBOD, RAID 0, RAID 1, RAID 5, RAID 6, or RAID 10 (depending on

model).

Level

Model

JBOD

RAID O

RAID 1

RAID 5

RAID 6

RAID 10

N2520/N2560

N4520/N4560

RAID configuration is usually required only when you first set up the device. A brief description of

each RAID setting follows:

RAID Levels

Level Description

JBOD The storage volume is a single HDD with no RAID support. JBOD requires a minimum of 1 disk.

RAID O Provides data striping but no redundancy. Improves performance but not data safety. RAID 0 requires a minimum of
2 disks.

RAID 1 Offers disk mirroring. Provides twice the read rate of a single disk, but same write rate. RAID 1 requires a minimum of
2 disks.

RAID 5 Data striping and stripe error correction information provided. RAID 5 requires a minimum of 3 disks. RAID 5 can sus-
tain one failed disk.

RAID 6 Two independent parity computations must be used in order to provide protection against double disk failure. Two
different algorithms are employed to achieve this purpose. RAID 6 requires a minimum of 4 disks. RAID 6 can sustain
two failed disks.

RAID 10 RAID 10 has high reliability and high performance. RAID 10 is implemented as a striped array whose segments are
RAID 1 arrays. It has the fault tolerance of RAID 1 and the performance of RAID 0. RAID 10 requires 4 disks. RAID 10
can sustain two failed disks.
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Creating RAID destroys all data in the current RAID volume. The data will

be unrecoverable.

« EditRAID

On the RAID Information screen, press the Edit button to go to the RAID Information screen.
Using Edit RAID, you can select RAID ID and the Spare Disk.

RAID Management

& Create | riedit § - Gobal Hot Spane

Mas,.. RAID Disks Tatal Data
D ray Sratus
RAID Level Used Capaciy | Capaciy
& T RAIDD ] Hezalthy 1 18460.5... 1839.6 GB
RAID Configuration I
RAID Management | Expand

Edit
Disk Mo, Capacity (ME) Model Status Used Spara
1 1,007,729 WO WD2003FYYS-0 oK
2 e NP A
3 iR iR A
4 HTES HTE) &
o m 1
RAID Levet JBOD
RAID 1D: [ame | low 08, 2~z A~Z) 3 Master RAID - Tska effact sfter chacked box
Encryption: ] Password: { Allow 1~15 characters | Confirm Password:
Stripe See{KB): v
File System w
M

RAID Configuration
t’/ Al cwrrent active senvices will be stopped when operaiion 1s in progress. Are vou sure to update setting now?
b

- [ Fes o
RAID Configuration x

3 RAID Infomarion update Successfully!

| &

oK
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e Remove RAID

Click to remove the RAID volume. All user data and iSCSI created in the selected RAID volume will be
deleted.

To remove a RAID volume, follow the steps below:

1. Onthe RAID List screen, select the RAID volume by clicking on its radio button, and click RAID
Information to open the RAID Configuration screen.

2. Onthe RAID Configuration screen, click Remove RAID.

3. A confirmation screen will appear, you will have to click "Yes”to complete the "Remove RAID"

operation.
RAID Configuration *®
RAID Managenenl Expand
Edit
Disk Mo, Capacity (ME) Model Status Used Soara
1 1,907,725 WDL WD2003FYY5-0 DK
2 HiA NfA NfA
3 HiA NiA HfA
4 NiA HiA NiA
- m ¥
RAID Levet JeaD
RAlD 10 AT | Abow 0-0, 3z, And ) ¥ Master RAID - Take effact after checked box
Encryption: | Password: { Alow 1~16 charcters ) Confirm Password:
Stripe See{KB}: b
Fie System:

Remove RAID destroys all data in the selected RAID volume. The data
will be unrecoverable.

« Expanding a RAID(Dose not apply to the N2520/N2560)

To expand a RAID 1, RAID 5, or RAID 6 volume, follow the steps below:
1. Replace one of the hard drives in the RAID volume and allow it to automatically rebuild.
2. Once rebuilt, you can continue to replace any remaining disks in the RAID array.

3. When you are done replacing hard drives, log on to Web Management. Navigate to Storage>
RAID to open the RAID Configuration screen.

4. On the RAID Information screen, click Edit to open the RAID Configuration screen.

5. On the RAID Configuration screen, click Expand.



RAID Configuration
FAID Infocrmaizon _i_l'_qumi Mlizrate ZATD

Unmnsed: 5638 GR (60% )

[2m]

« Migrating a RAID(Dose not apply to the N2520/N2560)

Once a RAID volume has been created, you may want to move it to other physical drives or change
the RAID array all together. To migrate a RAID 1, RAID 5 or RAID 6 volume, follow the steps below:

1. From the RAID Configuration screen, click Migrate RAID.

2. Alist of possible RAID migration configurations will be listed. Select the desired migration
scheme and click Apply.

3. The system will begin migrating the RAID volume.

RAID Configuration

RAID Management Expand Migrate RAID

Migrate RAID MODE

Disk No. Capacity (ME) Madel Status Used Available Disk
1 476,040 WDC WD5003ABYX-0 OK

2 476,940 WDC WD5003ABYX-D 0K

3 953,870 Hitachi HDS72101 QK Il

4 953,870 Hitachi HDS572101 OK H

(T RAID 1 -> RAID 5 (Onlne)

Fob Lavet [0} FAD 1 > RAID 6 (0N}
RAID 5 [Onlng)

RAID 5 -> RAID &

Apply.
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RAID Confignration % |

9P Warning! RATD migration may take several hours to complete depending on the BATD capacity.
\‘:J’) Are vou sure?

@ »  Migrating a RAID volume could take several hours to complete.

Here i

1.
2.

@ The migration scheme below is based on Thecus IP Storage product’s

RAID Configuration ¥

To avoid disaster data lost cansed by power failure, a full data backup is strongly recommanded. Please typein [ Yes |
below to procesd.

¥+ |

RAID Configuration P

i y  BAID Seiting Successfully!
You arz i on_line Migration NOW!!

The RAID migration feature is available only when it is configurable.

s a list of limitation with RAID level migration function:
During RAID level migration, it is not permitted to reboot or shutdown system.

For RAID migration from R1 to R5 or R1 to R6, all services will restart and “iSCSI" volume will be
in read only mode but read/write of the “user data” will be possible during the operation.

maximum possible combination. For other model which supports less
HDD, please refer to the web Ul while RAID migration operates.

Below is a table listing of possible RAID migration schemes:

To
From RAID 0 RAID 5 RAID 6
RAID 1 [RAID 1] HDDx2 to [RAID 5] HDDx3|[RAID 1] HDDx2 to [RAID 6] HDDx4
[RAID 1] HDDx2 to [RAID 5] HDDx4
[RAID 1] HDDx3 to [RAID 5] HDDx4|[RAID 1] HDDx3 to [RAID 6] HDDx4
RAID 5

X [RAID 5] HDDx3 to [RAID 5] HDDx4| [RAID 5] HDDx3 to [RAID 6] HDDx4
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3.4.3 NAS Stacking (N4520/N4560 Only)

The Thecus IP storage's capacity can be expanded even further using the stackable function. With it,
users can expand the capacity of their network storage systems up to 5 other stack target volumes
which are located in different systems. These can be stacked through single network access like SMB
or AFP acting as a share folder type.

'Stackable

Config to act as Stack Master

— W=, - 1 Target device volume available

Capacity

[msmaE  Expansion
HUB/Switch

Can connect total 5 Thecus target device.

From the main menu, the stackable feature is located under “Storage”. Please refer the figure below
for reference.

Stacking Target List

Local Intator IQN: kgn.2007-08.comthecus:stackable-senver.0014fd153912

Dadd | Z3st | @nc = b1 @ Recomect

Stacked Targst Name P Capacity (UsedTotal) Status Description iqn

A. Add a Stack Target Volume
From the figure above, click Add to access the stackable target device configuration page. Please
refer to the figure below:

With the added stack target you can “Enable” or “Disable” the stack target now or later depending on
usage required.
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Add isCsSI Target (Add Stack Target) ¥

5_2?55;5[251 () Disable

Stackable Target| [172.16.65.143 | D |

IP:

ign: |ign 2011-11 com thecus RAID isesi0.ve pmdata | ¥

Username: | |

Password: | |

Stacked Target | | { Limit : { 0~8, 3~z ) )

Name:

Description: | |

Browseable: i@ yes i) no

Public: ) yes @ no

Stackable will mount the first LUN of the iSCSI target if it has more than one LUN.
Apply

Next, input the target IP address of the stackable device and click the Discovery button. The system
will list available target volumes from the inputted IP address.

Once the volume IP has been set, you may need to input a valid user name and password to validate
your access rights. If there is no user name and password needed to access target volume, then leave
it blank.

Add iSCSI Target (Add Stack Target) ¥
Enable iSCSI @ Enable ) Disable
Target:
Stackable Target |172.16.65.143 Il i)
IP:
ign: |ign.2011-11.com thecus R AID iscsi0 v0.pmdata |
Username: | ‘
Password: | ‘

Stacked Target | { Limit = { 0~0, a~z ) )

Mame:

Description: | |
Browseable: @ yas @ no

Public: @ yes @ no

Stackable wil mount the first LUN of the iSCSI target if it has more than one LUN.
Apply

The Stacked Target name will become the network share name and will be displayed through
network access such as SMB. You may refer to the figure below to see the result. Please note the
naming limitation.
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Add iSCSI Target (Add Stack Target) »

Enable iSCSI @ Enable D Disable

Target:

ISEclwble Target |172.16.63.143 | —

iqn: lign2011-11 com thecus RAID iscsi0.vgD pmdata [+

Usarnarme: |

Password: |

Stacked Target | pmmesting | { Limit 2 { 0~9, 3~2 ] )
Hame:

Description: | |
Browseahle: @ yes ) no

Public: () yes @ no

Stackable wil mount the first LUN of the ISCSI target If it has more than one LUN.

From the figure above, the Stacked Target name is “pmmeeting”. The figures below show the result
before and after via Microsoft Network Access when settings have been completed.

WEE BNE BRT ROARL TAD NWD
3 o (¥ me owex [m-
®eD | § T aees v EluE

XD WND wE ROARQ IO BRI

@ O ¥ Pwe w0
BT | aTasss s

o = D -
of FN-EEaR = e
o Wi )
2 ITRME LT Ly g e
3 BEEeiamameEn — —
i , )
J BAINTERE by o
[ Tdselea f sealEn
; =4

The Browseable setting is the same method used for setting a system share folder. It designates
whether or not this folder will be visible through web disk. You may refer to the figure below for
reference when Yes and No are selected.
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Add Target (Add Stack Target) »

Enable iSCSI @ Enable D Disable

Target:

Ispi?clwble Target |172.16.63.143 | —

iqn: lign2011-11 com thecus RAID iscsi0.vgD pmdata [+

Usarnarme: |

Password: |

Stacked Target | pmmesting | { Limit 2 { 0~9, 3~2 ] )
Hame:

Description: | |
Browseable: i@ yes i) no I

Public: () yes @ no

Stackable wil mount the first LUN of the ISCSI target If it has more than one LUN.

The Public setting will be set the same way as the setting for the system share folder associated with
the ACL permission is. If Public is set to Yes, all users will be able to access it, and ACL button will be
grayed out. If Public is set to No, the ACL button will be available in the Stack Target List window.

Add Target {(Add Stack Target) ®
Enable BSCST i@ Enable 2 Disable
Target:
ISFl‘mclable Target |172.16.65.143 | —
iqn: [igm.2011-11 com thecus RAID dscsi0.vgD pmdata [+
Username: |
Password: |
Stacked Target |pmmee:':ng | { Limit: { 0~8,3~2 ] )
Hame:
Description: | |
Browseable: @ yes 2 no
Public: () yes @ ng
Stackable will mount tha first LUN of the ISCSI target i i has more than ona LUN.

Click Apply to save your changes.

B. Activate a Stack Target

After your settings have been applied, the system will bring you back to the Stack Target List window
as shown below. There is one stack target device that has been attached into this stack master.

Stacking Target List
Local Initimtor LGNz ign.2007-08.cometheoes:stackable-server. 0014fd14728
Add | iEdt | @Remove | [k Format | g@freconnod = AL
Slacked Target Name P Capaciy [UsedTolal) status Description ign
[_Jstackl 172166624 MNiA Unknown fiie 5 gn.2011-11. o0
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Stack Target Li=t

o Add | LFEdit | g Remove | i Format. | [
Export share name P Capacity (Used/Total) Status Description ign

] incsi 1721685157 NA Unknown fils 21 ign.2009-05.coy

| Success *® |

‘i\}) You have successfully formatted stack folder - [izesi]

With this newly attached stack target device, you will see the information displayed and also have
access to several options to choose from.

In general, if the attached stack target device has been used by another Thecus NAS as stack target
volume, then the Format item will be display and system will recognize it straight away and display
its capacity. Otherwise, the Format item will be available and the Capacity and Status items will show
as “N/A"and "Unknown file system”respectively.

Next, click Format to proceed with formatting.

After the format is completed, the stack target volume will be created successfully. You will see the
volume’s capacity and status in the Stack Target List screen.

C. Edit a Stack Target

To make any changes to a stack target, click Edit for the corresponding stack target, and the system
will bring up the following dialogue window:

Edit iSCSI Target *

Enable 5CSI @ Enable ) Disable
Target:

Stadable Target r—

(EH

gn; -

Usernarma: |

Password: |

Stacked Target |pmmee::r|_g { Limit : { O~9, 3~2 ) )
Hame:

Diescription: |

Browseable: @ yag D) no
Public: 9 yes ) no
Stackable will mount the fisst LUN of the ISCSI target if i has more than one LUN.

After your changes have been made, click Apply to confirm any modifications. Once changes are ap-
plied, the associated information will be updated on the Stack Target List window.
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D. Stack Target ACL

If the stack target Public setting set to Yes, then the ACL button will be grayed out. However, if Public
setting is set to No, then the ACL button will be available for you to setup user access permissions for

the stack target.

The ACL settings will be exactly the same as the system folder that you may have setup previously.

x

ACL setting

[¥] Recursive Deny Read Only Writable
| |[ocat Groups | | diasearch

MName Name Name Name

users

andy

Local Groups | Local Users | AD Groups | AD Usars

Synchronize ] [ Apply

E. Reconnect a Stack Target

This is used to enable stack target devices that may have been disconnected due to a power outage
or a disconnected network. When this happens, the Reconnect button will become available. To at-
tempt to reconnect the stack target, click Reconnect.

Stacking Target List
Local Initmtor IGN: qn.EDU?-I.‘.&B.tﬂrr:.':heru_;;_m;lgt;l_gm-er.ﬂ 014fd14Mm28

5 5 2 o
e Aod | Eot | g Remove | G E L‘ifﬁ?‘m_n"-ectu;
Slacked Target Hame P Capacily (UsedTolal)
[Jstackl ITZ 166624 MNA
Stack Target Li=t
DAk | LiEs | S Remove ¥ Reconnace
Export share name P Capacity (Used/Total)
_Jiscsi 172.16:65.157 0GB/0.1GB
rSue:ess X

i ) TYou have successfully reconnect to the stack folder. - [isesi]

ign
gn.2011-11 oo

Stalus Description

Dizable

Status
Dizable

Description ign
ign 2005-05.cot
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3.4.4 1SO Mount (N4520/N4560 Only)

The ISO Mount feature is a very useful tool from the Thecus products. With it, users can mount an ISO
file and have the export name display all the details from the mounted ISO file.

From the main menu, the ISO Mount feature is located under “Storage”. Please refer the figure below

for reference.

Select the ISO Image Mounting function and the ISO Image Mounting window will appear as shown

here.
IS0 Image Mounting
=
1| Mounted Path = IS0 Path
Pags of 1 = o 30 image inform
A. Add an ISO file

From the figure above, select an ISO file from the drop down share list.

IS0 Mount

nsync
usbhdd
ushcopv IS0 Path
naswebsite

iTunes_music

150 Sge

mation to dsplay

IS0 Size

After selection, the system will bring up the Mount table screen for further settings.

[7]150 filter @ Lnmount
4 (] naswehsite || Mounted Path ~ ISO Path
] BT Seed
] Andy Weekty Repart
1 AMD
] Besttech GT
JACS 6mxx
] AMCC
=] Thecus 02.is0
5] Thecus 01 iso
] Adobe Acrobat 7.0 Pro
_JATOM

) Andy Private

K 4 [Pagefl Jort | D M | &
File Selected:
Mount as; Description
Only ISO 9660 file system can be mounted.
Top 30 Folders

Add Top 30 Files
Please type in the full path of the ISO if not listed.

180 Size

No iso mount information to display



71150 Hlter =

# (3 naswebsie Mosnted Pith - 150 Path 150 Sz
JBT Sexd
] Andv Weeldhy Report
| AMD

| Besttech GT

| ACS B
JAMEC

| Adabe Acrobat 7.0 Pro

] ATOM
] Andy Private
M4 Pagef o1 M D Na a1 moung miformate to drplay
File Seiscrad naswebsiteThecus 01 iso
Mount a5 Description
Only 180 9660 fils system can be mounted
T Hers
Add 5

the full path of the TS0 if not listed

150 AMount ®

Are vou sure 1o ot the

:-'T/ 1S

IS0 Mount ®

2 ‘naswebsite Thecus 01 iso is mounted!

2%

o

To mount the new ISO file, select one file from the list of files and input the desired mounting name
into the "Mount as:" field. Click "ADD" to confirm the completion of the mounting. If nothing is input
in the "Mount as”1SO file export name field, the system will automatically give an export name to the
ISO file. The mounting name will then be defined by the ISO file name.

After completion, the page will display all mounted ISO files.

[7] 18O fiter & Unmount
4 (] naswehsite [T Mounted Pata ~ IS0 Path IS0 Size
JBT Seed i
1 Andy Weekly Report
_JAMD
1 Thecus 01
_} Besttech GT
“JACS 6mx
S AMCC
=] Thecus 02.is0
1 Adobe Acrobat 7.0 Pro
“J ATOM
_} Andy Private

‘naswebsite Thecus 01 naswebsite' Thecus 01 iso 102 8MB

K 4 Page,‘— ofl | B P | & Displaving iso mount information 1 - 1 of 1
File Selected:
Mount as: Description

Only ISO 2660 file svstem can be mounted.
Top 50 Folders

case type in the full path of the ISO if not fisted.

You can click “Unmount”to eliminate a mounted I1SO file.

B. Using ISO

The mounted ISO file will be located in the share folder of the same name as the file. Please refer the
screen shot below. Here, the 1SO file “Thecus 01" wasn't assigned a mounting name, so the system
automatically created a folder “Thecus 01"



te

HREE) R

TEMD #E@ |

QEa-O- % ¥ ¢ Jem = |E

345

D) [ 1172.16.66 40waswebsite B> kEE
BERENICIE 2 ‘// ACS e './’ Adobe Actobat 7.0 Pro f /} AMCC
O e - -
Q ISEHEH KRR ‘ /I AMD '(/J Andy Private . /} Andy Weekly Report
Hfatz % (7] Bestioch &7 7] BTSeed
@ N5200 NEWUI (172 16.66.40) l/’ '/;
w BATTHE ) ThecusOL ) Thecus02
: | LR EESE A rIFRSER
D HHE &) 10 kE =] 105200 KB
- EATER

G R LAY

s

iSCSI (N4520/N4560 Only)

You may specify the space allocated for iSCSI. See the table below to the allowed iSCSI target num-
ber per system:

Model N4520/N4560
Allowed iSCSI volume | 15

iSCSI
RAID Management

Master RAID o Disks Total Data
RAID Level Fallls Used Capaciy Capacity He Syctery

- RAID 1] Healthy 1,234 2225 12.8 GB f 2223.9 GB xfs
ISCSI Support

iSCSI: () Enable @ Disable
iSCSI Target

ISCSI Target

iSCsI
D Add | [iModfy [ Advanced (@) Delete
Hame Status

testl Disabled

LUN
D Add | Modfy  LiEpand | Ghlzlem
Name Capadty(GB) LUN Allocation

test101 2 Instant Alocation

« iSCSI Target

To add iSCSI target volume, click iSCSI with associated RAID volume from its drop down list and
select the desired RAID volume.

iSCSI Target

Item

Description

Add

Click to allocate space to iSCSI target from associated RAID volume.

Modify

Click this to modify the iSCSI Target.

Advanced

There are 3 options (iSCSI CRC/Checksum, Max Connections, Error Recovery Level) These currently
allow the Admin to Enable/Disable the Thecus IP storage associated with the iSCSI setting.

Delete

Click this to delete the iSCSI Target.

Allocating Space for iSCSI Volume
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RAID Information

Master RAID .5 DEks Tazal DOaka
RAID o Laves Slahis Ligad Capacity Cagacky [fe Sratain
¥ HA Bli] Healthy 1,24 4604 1.26G8f453.368  emid
ISCSI Support
ECSE & Enable (1 Disable
Apply
ISCSI Target
I ISCSI Targel |
_iSCS1
|- b Add | iModfy | i Advanced | i Deletn
N Status
1234 Enzbled

Lum

To allocate space for an iSCSI target on the current RAID volume, follow the steps below:

1.

Under the iSCSI Target List, select iSCSI Target then click Add.

The Create iSCSI Volume screen appears.

— Create iSCSI Volume
iSCST Target Volume: © Enable © Disable
Target Name: Limit:(0~9, a~z)
ign_Year: 2010 (¥
ign_Month: 12 |v
Authentication: @ None O CHAP
Limit:(0~9, 3z, AnZ)
Limit:(0~9, a~z, A~Z length between 12~16)
[0 Mutual cHAP
Limit:(0~9, 3z, AnZ)
Limit:(0~9, a~z, A~Z length between 12~16)
— Create LUN
RAID ID: RAID
LUN Allocation: © Thin-Provision @ Instant Allocation
LUN Narne: Limnit:(0~9, a~z)
Unused: 363 GB
Allocation: | 1 GB
LUN ID: 0 R

iSCSI Block size:

| 312 Bytes(For older version) |V

— Description

The iSCSI block
Please use [ 4K

Please use [ 512 Bytes ] block size for application like VMware etc.

size can be set under systermn advance option, default is 512 Bytes.
] block size while more than 2TB capacity wil be configured in Windows XP.

Create iSCSI Volume

Item

Description

iSCSI Target Volume

Enable or Disable the iSCSI Target Volume.

Target Name

Name of the iSCSI Target. This name will be used by the Stackable NAS function to identify this ex-
port share.

iqn_Year Select the current year from the dropdown.

Ign_Month Select the current month from the dropdown.

Authentication You may choose CHAP authentication or choose None.

Username Enter a username.

Password Enter a password.

Password Confirm Reenter the chosen password

Mutual CHAP With this level of security, the target and the initiator authenticate each other.
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Username Enter a username.

Password Enter a password.
Password Confirm Reenter the chosen password
RAID ID ID of current RAID volume.

LUN Allocation Two modes can be choose from:

Thin-provision: iSCSI thin-provisioning shares the available physical capacity to multiple
iSCSI target volumes. It allows virtual capacity to be assigned to targets prior to adding
physical space when it has run out.

Instant Allocation: Allocate available physical capacity to iSCSI target volumes.

LUN Name Name of the LUN.

Unused Unused space on current RAID volume.

Allocation Percentage and amount of space allocated to iSCSI volume.
LUNID Specific Logic unit ID number.

iSCSI Block size The iSCSI block size can be set under system advance option, default is 512 Bytes.

[ 4K ] block size while more than 2TB capacity will be configured in Windows XP.
[ 512 Bytes ] block size for application like VMware etc.

O
0,

w

Ny s

oo

13.

Be sure the iSCSI target volume has been enabled or it will not list out
while using Initiator to get associated iSCSI target volumes.

The iSCSI target volume creation will associate at least one LUN together.
It can be assigned either “Thin-Provisioning” or “Instant Allocation’”.

Enable the iSCSI Target Volume by selecting Enable.

Enter a Target Name. This will be used by the Stackable NAS function to identify this export
share.

Choose the current year from the Year dropdown.
Choose the current month from the Month dropdown.
Choose to enable CHAP authentication or choose None.

If you've enabled CHAP authentication, enter a username and a password. Confirm your cho-
sen password be reentering it in the Password Confirm box.

Choose Thin-Provision or Instant Allocation
Enter a LUN Name.

Designate the percentage to be allocated from the Allocation drag bar.

. When iSCSI target volume has been created, the LUN ID is configurable from 0 to 254 with a

default of the next available number in ascending numerical order. The LUN ID is unique and
cannot be duplicated.

. Choose [ 4K block size to have iSCSI target volume over 2TB barrier or [ 512 Bytes ] block size

in some application needed.
Click OK to create the iSCSI volume.

« Modify iSCSI Volume

To modify iSCSI target on the current RAID volume, follow the steps below:

1.

Under the iSCSI Target List, click Modify.

The Modify iSCSI Volume screen appears.



— ISCSI Target

| iSCSI Target

| iSCST

| LeModify  fiAdvanced (@ Delete

[ Name Status
testl Disabled

LUN

@ Add | LiModfy | {iExpand | @Deletn

Hame Capacity(GB) LUN Allocation
test1nl 2 Instant Alocation

2. Modify your settings. Press ok to change.

ISCSI
Modify 1SCSI Volume
ISCSI Target Violume: 0 Enable @ Disable
Target Name: testl ij;{umgr anz)
iqn_Year: 2011 |
jgn_Month: 11 |
Authenticaton: @ None i) CHAP
Limit:{0~9, a~z, A~Z)

!
Limit:(0~9, 3~2, A~Z length between 12~16)

:H.'B'rﬁtlfﬂwg, a2, A~Z)
:Lmt:wa-'i. a~z, A~Z length between 12~16)

iqn: iqn. 201111, com.thecus.n12000:scei.test 1.raid0

7] mutual cHAR

Initiator Information;

+ Expand Volume

The iSCSI volume is now able to expand its capacity from unused space (Instant Allocation mode
only). From the volume list, simply select the iSCSI volume you like to expand and click the Expand

button:

Chapter 3: System Administration

s [




,-EGITarget [

D Aadd | LEModify | o PAdvanced | @ Delete

Name Status

1234 Disabled
5678 Disabled

LUN

@ Add | 3Modify | 3Expand | @ Delets

MName Capacity(GB)
1234 1

You will then see the dialog box displayed below. Drag the Expand Capacity bar to the size you want.
Then press Expand to confirm the operation.

iSCSI *

Expand iSCSI LUN

Mame: 1234
Unused: 462 GB

Expand Capacity: |1 GB

+ Delete Volume
To delete volume on the current RAID volume, follow the steps below:
1. Under the Volume Allocation List, click Delete.

The Space Allocation screen appears.

| 15CST Target |
(Dadd | FModify | 5 Advanced
MName Status
1224 Disabled
5678 Disabled
LUN
@D add | FModify | LFExpand | @ Delets
Name Capacity(GB)
1234 45
iISCSI *®

2?) All data in the volume will be removed as well. Are you sure ?
-
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2. Press YES. All data in the volume will be removed.

« iSCSI Thin-Provisioning

If iSCSI Thin-Provisioning is selected when creating an iSCSI target volume, virtual memory is as-
signed to the target, allowing the physical memory to reach maximum capacity and adding new
disks only when needed.

To setup iSCSI thin-provisioning, simply select “Thin-Provision” mode from the “Create LUN" setting
screen.

[

Create LN -
RAID I RaID
LUM Alocaton: @ Thin-Frovision Irstant Allocation
LM Marme: Limit: (03, gz}
Lirused 16324 GB
Alocaton: i ]
LM 1D [¥
iSCS] Block sie; 512 Btes(For okler version) [~

— Description
Thee 12051 block size can be sst under ©ystern advance cption, defadlt B 512 Bytes.
Mezsa use [ 4 ] biock size whis more than 2TE capacity wil be configured in Windows XP
Please Lee [ 512 Bytes | block sine for applcation ke Videans etc.

QR

Next, allocate capacity for the iSCSI thin-provision volume by dragging the Allocation bar to the de-
sired size.

After the size has been determined, click OK to confirm. Now you will see the iSCSI thin-provisioning
volume is available from the list. Please refer to the screenshot below.

iSCSI Target
iSCSI
\1_{} Add | o #Modify | o #Advanced @ Delete
Mame Status
L1234 Disabled |
5678 Disabled
LUN
(@ Add | 4L3Modify | L3Expand | @ Delet
MName Capacity(GB)
1234 1

If creating an iSCSI target volume under “Instant Allocation’, physical memory is assign to the target,
being limited by the available memory. For the iSCSI target volume created under “thin-provisioning’,
virtual memory is assigned to the volume, which can go up to 16384GB (16TB).

« Advance Option

There are 3 available options for the user to operate Thecus IP storage associated with iSCSI setting.
The details are listed in the following screenshot. If the options are modified, the system will need to

reboot for the changes to take place.



ISCSI Target

iSCS1 Target

iISCSI
Dadd | IModfy |oiAdvanced | @ Delete

Name Capacty(GB LUN Allocation

iSCSI CRC/Checksum

To enable this option, the initiator can connect with “Data digest”and “Header digest”.
ISCSI ®
Advance Options
5CS1 CRG/ Checksum: Diata Digest
| Header Digest
Max Connections: iR

Emor Recovery Levek 1 |

Max Connections

The maximum number of iSCSI connections.

Error Recovery Level

The Error Recovery Level (ERL) is negotiated during a leading iSCSI connection login in traditional
ISCS| (RFC 3720) and JSER (RFC 5046).

ERL=0: Session Recovery

ERL=0 (Session Recovery) is triggered when failures within a command, within a connec-
tion, and/or within TCP occur. This causes all of the previous connections from the failed
session to be restarted on a new session by sending a iSCSI Login Request with a zero
TSIHRestart all iSCSI connections on any failure.

ERL=1: Digest Failure Recovery

ERL=1, only applies to traditional iSCSI. For iSCSI/SCTP (which has its own CRC32C)
and both types of iSER (so far), handling header and data checksum recovery can be
disabled.

ERL=2: Connection Recovery

ERL=2, allows for both single and multiple communication path sessions within a iSCSI
Nexus (and hence the SCSI Nexus) to actively perform realligence/retry on iSCSI ITTs
from failed iSCSI connections. ERL=2 allows iSCSI fabrics to take advantage of recovery
in all regards of transport level fabric failures, and in a completely OS independent
fashion (i.e. below the host OS storage stack).


http://www.linux-iscsi.org/index.php/ISCSI
http://tools.ietf.org/html/rfc3720
http://www.linux-iscsi.org/index.php/ISER
http://tools.ietf.org/html/rfc5046

3.5 File Sharing/Privilege

The Thecus IP storage has built-in user database that allows administrators to manage user access
using different group policies. From the File Sharing/Privilege menu, you can create, modify, and de-
lete users, and assign them to groups that you designate.

3.5.1 ADS Support (N4520/N4560 Only)

If you have a Windows Active Directory Server (ADS) to handle the domain security in your network,
you can simply enable the ADS support feature; the Thecus IP storage will connect with the ADS
server and get all the information of the domain users and groups automatically. From the Accounts
menu, choose Authentication item and the ADS Support screen appears. You can change any of
these items and press Apply to confirm your settings.

ADS Support

Work Group/Domain Name : |“'|:‘rli§ro15p
) Enable

ADS Support & @ Disable

ADS Sarver Name
ADS Realm :

Administrator ID :

Administrator Password :

Aply

A description of each item follows:

ADS/NT Support

Item Description

Work Group / Domain Name | Specifies the SMB/CIFS Work Group / ADS Domain Name (e.g. MYGROUP).

ADS Support Select Disable to disable authentication through Windows Active Directory Server.
ADS Server Name Specifies the ADS server name (e.g. adservername).

ADS Realm Specifies the ADS realm (e.q. example.com).

Administrator 1D
join domain.

Enter the administrators ID of Windows Active Directory, which is required for Thecus IP storage to

Administrator Password

Enter the ADS Administrator password.

Apply To save your settings.

To join an AD domain, you can refer to the figure here and use the example below to configure the

Thecus IP storage for associated filed input:

System Properties

General NBtWleHBntificatiUn|Hardware |zer Frofiles .ﬁdvancedl

Full computer name:

D omair:

Il . ADS Realm BT
[ o renane s computer of joit a domaity. click

Properties

Mate: The identification of the computer cannot be changed because:

] “windows uses the fallowing infarmation ta identify yoLr computer
= or the nebwork.

comp
ADS Server Name — "
domair.|ocal

B ‘Work Group/Domain Name

mputer]. domain. local

- The computer iz a domain controller.

2

Froperties |

[T ]

Cancel | Appl |
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Item Information
Work Group / Domain | domain
Name

ADS Support Enable

ADS Server Name Computerl
ADS Realm Domain.local
Administrator ID Administrator
Administrator Password FHREARKFKAR KK

«  The DNS server specified in the WAN/LAN1 configuration page
should be able to correctly resolve the ADS server name.

The time zone setting between Thecus IP storage and ADS should
be identical.

«  The system time difference between Thecus IP storage and ADS
should be less than five minutes.
The Administrator Password field is for the password of ADS (Active
Directory Server) not Thecus IP storage.

3.5.2 Local User Configuration

From the File Sharing/Privilege menu, choose the User item, and the Local User Configuration screen
appears. This screen allows you to Add, Edit, and Remove local users.

@add | pEdt @ Remave Q
User ID User Name
1000 aaa

Local User Configuration

Item Description
Add Press the Add button to add a user to the list of local users.
Edit Press the Edit button to modify a local user.
Remove Press the Remove button to delete a selected user from the system.
« Add Users
1. Click on the Add button on Local User Configuration screen, and Local User Setting screen
appears.
2. On the Local User Setting screen, enter a name in the User Name box.
3. Enter a User ID number or leave blank to use the system default value.
4. Enter a password in the Password box and re-enter the password in the Confirm box.
5. Select which group the user will belong to. Group Members is a list of groups this user be-

longs to. Group List is a list of groups this user does not belong to. Use the << or >> buttons
to have this user join or leave a group.

6. Press the Apply button and the user is created.
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@ «  All users are automatically assigned to the ‘users’ group.

| add x|
Local User Setting Group List
User Mame: Andly Search: |
User 10: 1001 Group ID Group Mame
993 saslauth
Confirmn Password:
999 ssh_keys
Group Members
Group 1D Group Marme:
100 Lizers
{

« Edit Users

1. Select an existing user from the Local User Configuration screen.

2. (Click on the Edit button, and the Local User Setting screen appears.

3. From here, you can enter a new password and re-enter to confirm, or use the << or >> but-
tons to have this user join or leave a group. Click the Apply button to save your changes.

Edit x|
Local User Setting Group List
Liser Mame: Andy Search: |
User ID: 1001 Group 10 Group Marme
998 saslauth
Confirm Passwiord:
999 ssh_keys
Group Members
Group ID Group Mame
100 users

e Remove Users

1. Select an existing user from the Local User Configuration screen.

2. Click on Remove button and the user is deleted from the system.

| Local User Setting

2

Do you want to delete this user?




3.5.3 Local Group Configuration

From the File Sharing/Privilege menu, choose the Group item, and the Local Group Configuration
screen appears. This screen allows you to Add, Edit, and Remove local groups.

@Add | LiEdit (@) Remove
Group ID Group Name
100 users

Local Group Configuration

Item Description

Add Press the Add button to add a user to the list of local groups.

Edit Press the Edit button to modify a selected group from the system.
Remove Press the Remove button to delete a selected group from the system.

« Add Groups

Lok W

On the Local Group Configuration screen, click on the Add button.

The Local Group Setting screen appears.

Enter a Group Name.

Enter a Group ID number. If left blank, the system will automatically assign one.

Select users to be in this group from the Users List by adding them to the Members List using
the << button.

Click the Apply button to save your changes.

Add %
Local Group Setting Users List
Graup Mame: prn_tear| Search:
Group 10 101 Lzer ID Uzer Mame
Members List 999 saslauth
==t} opernvpn
User 1D LUser Mame 1000 o
1001 Ay
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« Edit Groups
1. On the Local Group Configuration screen, select a group name from the list.
2. Press the Edit button to modify the members in a group.

3. Toadd a user into a group, select the user from the Users List, and press the << button to
move the user into the Members List.

4. Toremove a user from a group, select the user from Members List, and press the >> button.

Click the Apply button to save your changes.

Edit X
Local Group Setting Users List
Group Marme: orm_team Search:
Group I0: 101 Lzer ID Lzer Mame
Members List 299 saslauth
995 [lal=lgWulg]
User ID User Mame 1000 oo
1001 Arcly

« Remove Groups

1. On the Local Group Configuration screen, select a group name from the list.
2. Press Remove to delete the group from the system.
Local Gruup- Setting *

‘? %
2

Do you want delete this group?

3.5.4 Batch Users and Groups Creation

The Thecus IP storage can also add users and groups in batch mode. This enables you to convenient-
ly add numerous users and groups automatically by importing a simple comma-separated plain text
(* txt) file.

From the File Sharing/Privilege menu, click Batch Input and the Batch User and Group Creation dia-
logue will appear. To import your list of users and groups, follow these steps:

1. Click the Browse icon to locate your comma-separated text file.
The information in the text file should follow this format:
[USERNAME], [PASSWORD], [GROUP]

2. (Click Open.
3. (Click Import to begin the user list import.



Batch User and Group Creation

Plzase choose a file to upload, | Impart
N
=
Description

Submit files containing user names, passwords,

and group names separated by commas without any spaces,
each line represents one user.

(%, Student1,password 1, student_groupn)

3.5.5 Share Folder

From the File Sharing/Privilege menu, choose Share Folders, and the Shared Folder screen appears.
This screen allows you to create and configure folders on the Thecus IP storage volume.

« Adding Folders

On the Folder screen, press the Add button and the Add Folder screen appears. This screen allows
you to add a folder. After entering the information, press Apply to create new folder.

D Add EPEdit @ remove *A samba \f ACL
Folder name » RAID D File System Public Description
> [ZIMAS_Public RAID extd yes
> (Z1USBCopy RAID extd ves
> [CJUSBHDD RAD extd ves Used for extern...
> (CJ_NAS_Picture_ RAID extd yes
> (L] _NAS_Piczza_ RAD extd no _NAS_Piczza_
> (2] _P2P_DownLoad_ RAD extd yes _P2P_Download_
> [ZJeSATAHDD R&D extd yes Used for eSATA ..
> [ Tunes_music RAD extd ves
> [CJsnapshot RAD extd ne Used for snapsh...
add folder x
RAID 1D: [Ram |~
Folder name:
Public: O Yes @ Mo
Add Folder
Item Description
RAID ID RAID volume where the new folder will reside.
Folder Name Enter the name of the folder.
Public Admit or deny public access to this folder.
Apply Press Apply to create the folder.

« Modify Folders

On the Folder screen, press the Edit button and the Modify Folder screen appears. This screen allows
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you to change folder information. After entering the information, press Apply to save your changes.

_Modify Folder

kS

RAID 10 v

Folder name: |backup

Public: @ Yes © Mo
Modify Folder
Item Description
Folder Name Enter the name of the folder.
Public Admit or deny public access to this folder.
Apply Press Apply to create the folder.

« Remove Folders

To remove a folder, press the Remove button from the specified folder row. The system will confirm

folder deletion. Press Yes to delete the folder permanently or No to go back to the folder list.

Shared Folders

@add | BEdt *A Samba

Folder name »

> (CIMAS_Public

» [CJUSECopy

> [CJUSBHDD

> (L] _MAS_Picture_

» L] _MAS_Piczza_

> (L0 _MAS_twanky_upload_
> (£ _P2P_DownLoad
> (Jbackup

> (CJiTunes_music

Info

\l:) The setting has been changed; carry on with press [ Yes ] for confirrnation,
-

= acL

RAID
RAID
RAID
RAID
RAID
RAID
RAID
RAID
RAID
RAID

I File System
extd

extd
extd
extd
extd
extd
extd
extd
extd

All the data stored in the folder will be deleted once the folder is deleted.

The data will not be recoverable.
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« NFS Share

To allow NFS access to the share folder, enable the NFS Service, and then set up hosts with access
rights by clicking Add.

Config NFS share £
nFs | add

NF53 Mount pont: /raid0/dataf_NAS_NFS_Exports_fpm2
HNF54 Mount pomnt: /pm2

+#Edit | @ Remave
Host Mamsa Briviege Q5 Support I Mapping Sync / Async

Config NFS share ®

s [ add |

Host Name: O DI ORI

All host please set "=, other host 0003000000000, host rEANOE 300000 00X

Priviage: ) Read Only
@ Writable
05 Support: @ Unix / Linux
.'_l ATX
1D Mapping: @ Guest systemn root account wil have full access to this share (rootzroot).

() Guest systemn root account wil be mapped to anonymous user (nobody:nogroup) on NAS,

Sync | Async: @ Sync
) Asyne

AFRY

NFS Share

Item Description

Hostname Enter the name or IP address of the host

Privilege Host has either read only or writeable access to the folder.
OS Support There are two selections available:

« Unix/ Linux System
« AIX(Allow source port > 1024)

Choose the one which best fits your needs.
ID Mapping There are three selections available:

« Guest system root account will have full access to this share (root:root).
«  Guest system root account will be mapped to anonymous user (nobody:nogroup) on NAS.
«All user on guest system will be mapped to anonymous user (nobody:nogroup) on NAS.

Choose the one which best fits your needs.
Sync / Async Choose to determine the data“Sync”at once or "Async”in arranged batch.
Apply Click to save your changes.
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« Samba Configuration

On the Folder screen, press the Samba button and the Samba Configuration screen appears. This
screen allows you to setup samba configuration for associated folder. After entering the information,
press Apply to activate input settings.

Shared Folders
@ add | fiEdit | @ Remove NFS Samba snapshot | (27 ACL
Folder name »» Quota Limit =~ RAID 1D File System
> (L nsync — RAID xfs
» (ZJushhdd — RAID xfs
> (ZJusbcopy — RAID xfs
> (L] naswebsite — RAID xfs
> (L iTunes_music — RAID xfs
> (O] _Module_Folder_ — RAID xfs
> (21 _MAS_Module_Source_ — RAID xfs
> [CJandy — RAID xfs
> [CJandyl — RAID xfs
Samba Configuration #
Folder name: andyl
Description: |
Browseable: @ Yes &) No
Apply

Public

no
no
no
yES
YES
yes
yes
no

no

Samba Configuration

Item Description

RAID ID RAID volume where the new folder will reside.
Folder Name Enter the name of the folder.

Public Admit or deny public access to this folder.
Apply Press Apply to create the folder.

« Folder and sub-folders Access Control List (ACL)

On the Folder screen, press the ACL button, and the ACL setting screen appears. This screen allows
you to configure access to the specific folder and sub-folders for users and groups. Select a user or
a group from the left hand column and then choose Deny, Read Only, or Writable to configure their
access level. Press the Apply button to confirm your settings.
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ACL setting x

9 This process maybe need somatimas to sync.
2/ Ars youwant syne assosar?

ACL setting 3
[¥] Recursive Deny Read Only Writable

—
Name Name Name Name

users
andy

Local Groups | Local Users | AD Groups | AD Uszrs

Appls
Item Description
Deny Denies access to users or groups who are displayed in this column.
Read Only Provides Read Only access to users or groups who are displayed in this column.
Writable Provides Write access to users or groups who are displayed in this column.
Recursive Enable to inherit the access right for all its sub-folders.

To configure folder access, follow the steps below:

1. Onthe ACL screen, all network groups and users are listed in the left hand column. Select a
group or user from this list.

2. With the group or user selected, press one of the buttons from the three access level col-

umns at the top. The group or user then appears in that column and has that level of access
to the folder.

3. Continue selecting groups and users and assigning them access levels using the column but-
tons.

4. Toremove a group or user from an access level column, press the Remove button in that
column.

5. When you are finished, press Apply to confirm your ACL settings

If one user has belonged to more than one group with different
privilege, then the priority of the privilege will be as followed:

Deny > Read Only > Writable

To setup sub-folders ACL, click on” " symbol to extract sub folders list as screen shot shows below.
You may carry on with same steps as share level ACL setting.
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Falder

D ade | 2R | B Remev: | W [F #acL
Froidar name ** RaD D File Systam = Publc Description
[l asyme EELT et no naync
[ uskhdd EEEE extd Ve usbhdd
[ usbcapy aana extd no ushcopy
| maswsbaite EEETE] Eid no naswebsis
aana extd yes Tunss_music
EELT entd PEE]
EEE g=ld ng

@ The ACL can only be set for share and sub-folders level, not for files.

The ACL screen also allows you to search for a particular user. To do this, follow the steps below:
1. In the blank, enter the name of the user you would like to find.
2. From the drop down select the group you would like to search for the user in.
3. Click Search.

Local Grovps | v | 8 S=arch

|a Local Users |»

Local Groups
- .

3333 AD Groups

ahed AD Users

3.5.6 User Quota

The Thecus IP storage support local or AD users with storage quota limitations in each RAID volume
of the system. To enable this function, simply click“Enable’, then apply.

User Quota: () Enable @ Disable

Next, each user can be setup a global storage quota size for each RAID volume. Simply click on“Quota
Size"for each user and input the desired capacity. After the setup is complete, please click on “"Apply”
to activate the user quota size.
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User Quota; @ Enahle () Disable

Manual Update Local Users

MMarne Quota(GB) Yolume  File Sys... Quota (GE) Used (GE)
"y " 1000

"o "S000

Description

To enable user quota function, we are strongly recormmended to use either extd or ¥FS file systemn.

User quota is not support EXT3.

Please click the figld of Quota Size to chanage the User Quota,

EXT4 and stacked MNAS have a user quota size limit of 4096GE, If the user guota is set to larger than 4096GE,
the EXT4 and stacked MAS user quota will automatically revert to 4096GE,

3.5.7 User and Group Backup

The user and group backup feature allow system users and groups to be backed up to another
location and be restored if needed.

Please note, when restoring previous backup users and groups, the current users and groups list will
be replaced from this restore file's contents.

User and group settings download;/upload

Upload: |Please choose a file to upload |

Upload | [ Downoad |

3.5.8 LDAP Support (N4520/N4560 Only)

The LDAP is the other way to authenticate login users who has joined LDAP server, fill in the LDAP
server information and get LDAP authentication started. Please make sure that the LDAP server has a
Samba sam and a POSIX ObjectClass account.



LDAP Support

LDAP Support © " Enzhle @) Disable
LDAP Sarver P &
Base Dormain § Lexcdc=axarple,dc=com)
Manaper :
Pasaword :
[pprm—— | ey
Description
1. Your LDAP server must have both Samba SAM 2ccount and POSI account objectCass.
2. LDAP server must contzin at least 20,000 user and growp ds.
3, Startng or stopping LDAP service requires Samba sapice o restart.
4. chack abjectCass must be tum on LDAP chent.
5. If the LDAP sarver containg lass that 20,000 user and group s, it wil ba basad on local,

A description of each item follows:

LDAP Support

Item Description

LDAP Service Enable or Disable LDAP service.

LDAP Server IP Input LDAP server IP address.

Base Domain Input base domain information ex. dc=tuned, dc=com, dc=tw

Manager Input manager’s name.

Password Input manager’s password

Apply Click Apply to save your changes.

Check ObjectClass Click this checkbox to ensure LDAP server has a Samba sam and a POSIX account or it may not work properly
for LDAP client authentication.
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3.6 Network Service

Use the Network Service menu to make network service support settings.

3.6.1 Samba/CIFS

There are options allow Admin to Enable/Disable to operate Thecus IP storage associated with
Samba / CIFS protocol. With the option changed, it will need to reboot system to activate.

Samba,/CIFS
Samba Service: @) Enable () Disable
Samba &nonymous Login &uthentication: () Enable (@) Disable
Samba Mative Mode: @ vas (Mative Mode) () Mo (Compatible Mode)
Allawy Trusted Domains: (1 as @ Mo

Samba,/CIFS Options for Mac 0S X

UMI¥ Extensions: () Enable (@) Disable

Samba/CIFS Options for Recycle Bin

Samba Recycle Bin: () Enable (@) Disable

Recycle bin contents are deleted after: days (Set as 0 for manual deletion only)
Recycle Bin Folder Display: () Enable @) Disahle

Recycle Bin Max File Size: GB (Set as O for unrestricted)

« Samba Service

Used for letting the operating system of UNIX series and SMB/CIFS of Microsoft Windows operating
system (Server Message Block / Common Internet File System).Do the link in network protocol.
Enable or Disable SMB/CIFS protocol for Windows, Apple, Unix drive mapping

) @ In some environments, due to security concerns, you may wish to disable
SMB/CIFS as a precaution against computer viruses.

« Samba Anonymous Login Authentication

To enable this option, no matter there is share folder has been created in public access. The user
account and password is needed from system to access under SMB/CIFS protocol. On the other
hand, no more anonymous login is allowed.

« Samba is Native mode

U

The Thecus IP storage is supported Samba mode options. In the ADS environment with “Native"
mode selected then Thecus IP storage is capable to become local master position.

e UNIX Extension

The default is enable for Samba usage, with situation using Mac OSX with smb connection may have
permission issue. When it happened, please setup “UNIX Extension” disable to get issue solved.

« Samba Recycle Bin
The Thecus IP storage is supported recycle bin via SMB/CIFS protocol.



Simply enable the “Recycle Bin” function and "Recycle Folder Display” then all of deleted files/folders
will reside in the"_NAS_Recycle_(Associated RDID Volume)”share folder.

— Samba/CIFS Options for Recycle Bin

Samba Recydle Bin: @ Enable i0) Disable

Recycle bin contents are deleted after: D days (Set as 0 for manual deletion only)

Recycle Bin Folder Display: @ Enable () Disable

Recycle Bin Max File Size: D GB (Set as 0 for unrestricted)

For example, the system has created 2 RAID volumes with ID “RAIDpm”and ‘RAID" Then it will have 2
recycle bin folder appear as“_NAS_Recycle_RAID"and“_NAS_Recycle_RAIDpm".

0,

— -

Mas... RAID )

RAID ID Level File Systern = Status
@ RAIDpM ] EXT4 Healthy

* RAID ] XFS Healthy

J _NAI_IVIDUUIE_3UUrLe_

4 _MAS_Recycle_RAID

' _MNAS_Recycle_RAIDpm
E-R .l l""l 4

There are 2 more setting could help to manage the recycle bin for deleted folders/files.
1.

The deleted files/folders which have resided in recycle bin will keep
its permission. On the other hand, only the admin and owner can
view/read/write these folders/files.
If deleted single file size is large than 2GB then it won't reside in the
recycle bin but erase permanently.
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Setup the “Day”to remove deleted folders/files which has resided in recycle bin permanently.
Left default value "0"if desired to clean up recycle bin manually.

Setup the “Size"for recycle bin to allow deleted folders/files can store. Left default value 0"
with no limitation.




3.6.2 AFP (Apple Network Setup)

From the System Network menu, choose the AFP item, and the AFP Support screen appears. This
screen displays the configuration items for the Apple Filing Protocol. You can change any of these
items and press Apply to confirm your settings.

AFP Support

AFP Service: () Enable @) Disable
MAC CHARSET: [uTFa [~

Time Machine: ) Enabile @) Lisable
Tirme Machine backup folder |_|v

A description of each item follows:

Apple Network Configuration

Item Description

AFP Server Enable or disable Apple File Service to use the Thecus IP storage with MAC OS-
based systems.

MAC CHARSET Specifies the code page from the drop down list.

Zone Specifies Zone for Applet Talk service.
If your AppleTalk network uses extended networks and is assigned with multiple
zones, assign a zone name to the Thecus IP storage. If you do not want to assign a
network zone, enter an asterisk (*) to use the default setting.

Time Machine Click the enable checked box if you would like your MAC system to use the Thecus
IP storage as MAC time machine backup.

Time Machine backup folder | Select from the drop down list to designate the folder for time machine backup
destination.
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3.6.3 NFS Setup

From the System Network menu, choose the NFS item, and the NFS Support screen appears. The
Thecus IP storage can act as an NFS server, enabling users to download and upload files with their
favorite NFS clients. Press Apply to confirm your settings.

HFS Support
NFS: ) Enable @ Disable

Apply

Description

The _NAS_NFS_Exports_ is a system folder which cannot be accessad.
Please refer to the following examples of how to mount a network device,

HNFS53: mount =t nfs 192.168.2.254:/raid0/data/_MAS_NFS_Exports_SAMPLE /mntfsample
NF54: mount -t nfed 192.168.2.254:/SAMPLE  /mnt/sample

A description of each item follows:

NFS Server Setting

Item Description

NFS Enable or Disable NFS support.

Apply Click Apply to save your changes.
3.6.4 FTP

The Thecus IP storag

e can act as an FTP server, enabling users to download and upload files with

their favorite FTP programs. From the System Network menu, choose the FTP item, and the FTP
screen appears. You can change any of these items and press Apply to confirm your settings.

A description of each

FTP Support

FTP Sarvice: () Disatile

Secure FTP (Explicit): () Enable @) Disable

External IP: { for FTP on MAT environment )
Passive Port Range (30000--32000): 20000 ~ 32000

FTP Character Set: UTF-2 | ¥

Allowy Anonymous FTP Access: V

Auto Rename: o

Upload Bandwidth: | Unlimited
Download Banchwidth: | Unlimited

item follows:

Item Description

FTP Enables FTP Service on the Thecus IP storage.

Security FTP Enable or disable Security FTP, be sure the client FTP software has also security FTP setting
enabled.

Port Specifies the port number of an incoming connection on a non-standard port.

External IP Input the public IP address of the router when the Thecus secure FTP server has been enabled.

This can help to respond to the ftp client with proper communication information.

Passive Port Range
(30000-32000)

Limited port range for the FTP server to use.

FTP ENCODE

If your FTP client or operating system does not support Unicode (e.g. Windows® 95/98/ME or
MAC 0S9/8), select the same encoding as your OS here in order to properly view the files and
directories on the server. Available options are BIG5, HZ, GB2312, GB18030, ISO, EUC-JR, SHIFT-JIS
and UTF-8.
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Allow Anonymous FTP Access Upload/Download: Allow anonymous FTP users to upload or download files to/from public
folders.

Download: Allow anonymous FTP users to download files from public folders.

No access: Block anonymous FTP user access.

Auto Rename If checked, the system will automatically rename files that are uploaded with a duplicate file
name. The renaming scheme is [filename].#, where # represents an integer.

Upload Bandwidth You may set the maximum bandwidth allocated for file uploads. Selections include Unlimited, 1
~ 32 MB/s.

Download Bandwidth You may set the maximum bandwidth allocated for file downloads. Selections include Unlim-

ited, 1 ~ 32 MB/s.

To access the share folder on the Thecus IP storage, use the appropriate user login and password
set up on the Users page. Access control to each share folder is set up on the ACL page (Storage
Management > Share Folder > ACL).

3.6.5 TFTP (N4520/N4560 Only)

Thecus IP storage can act as a TFTP server, enabling users to download and upload files with their
favorite TFTP programs. From the System Network menu, choose the TFTP item, and the TFTP screen
appears. You can change any of these items and press Apply to confirm your settings.

TFTP
TFTP: (2 Enzble @ Disable
IP: [F] wan/LaML [172.16.66.24)
Tl LANZ (192.168.2.254
Port:
Share Folder: ¥

The folder [ & not found among the kst
Folder Permissions: [ ] Read

[ write Ovarwrie

A description of each item follows:

TFTP

Item Description

TFTP Enables TFTP Service on the Thecus IP storage.

IP Checked WAN/LANT or LAN2 to enable port use

Port Specifies the port number of an incoming connection on a non-standard port.
Share Folder Select the file stored folder, it cannot be empty.

Folder Permission Select the folder permission

3.6.6 WebService

From the Network Service menu, choose the WebService item, and the WebService Support screen
appears. This screen displays the service support parameters of the system. You can change any of
these items and press Apply to confirm your settings.
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webService (HTTP) Support

Sharing: @) Enzble () Disable

Secure WehService (Secure HTTP) Support

Sharing: @) Enzble () Disable

Port: 443

Certificaterie: | |

Certificate Key File: | |

CA Certificate File: | |

Apply ] [ Restore AllS3L Centificate Files

Description

1. If a file error ocours with an uploaded SSL certificate file, default settings wil be used automatically,

2. The S5L certificate file needs to reload after the master RAID partition has been changed.

A description of each item follows:
Web Service
Item Description
HTTP (WebDisk) Support Enable or disable WebDisk support. Enter the port number if this option is enabled. The port
number is default 80.
HTTPs (Secure WebDisk) Support | Enable or disable secure WebDisk support. Enter the port if this option is enabled.
Certificate Type Select “User”if there is available Certification ID ex. Apply from VeriSign. Or using system default
by select "System”,

Certificate File Upload Certificate File if choose Certificate type "User”
Certificate Key File Upload Certificate Key File if choose Certificate type "User”.
CA Certificate File Upload CA Certificate File if choose Certificate type “User”.
Restore All SSL Certificate Files Click to set back to default certification details.
Apply Click “Apply” to confirm the changes.

@ Disable HTTP support and Enable Secure HTTP support to guarantee
secure access.

3.6.7 UPnP

This device supports UPnP Media server, which allows users to play media files with UPnP client (ex.
DMA devices). Enable or disable Universal Plug and Play protocol. UPnP helps to find the IP address
of Thecus IP storage.

UPhP Support

UPAP Service: () Enable @ Disable

Description: —

3.6.8 Bonjour Setting

Bonjour, is Apple Inc’s trade name for its implementation of Zeroconf, a service discovery protocol.
Bonjour locates devices such as printers, as well as other computers, and the services that those de-
vices offer on a local network using multicast Domain Name System service records. This definitive
guide walks you through Bonjour zero-configuration networking with a complete description of the
protocols and technologies used to create Bonjour enabled applications and devices.
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Bonjour Support

Bonjour Service: @) Enahble (") Disable

3.6.9 SSH

The device is now SSH protocol supported. It allows user to use SSH and have console to manipulate
as needed. The SSH default login user name is “root” with full privilege and password is admin’s pass-
word. The default admin password is “admin” so once the admin password has changed then SSH
login need to change the password too.

A description for each item as following:

Item Description
SSH Service Enable or disable SSH service.
Port The port number is default 22.
SFTP Enable or disable SFTP protocol under SSH service.
Apply Click "Apply”to confirm the changes.
55H Support
55H Service: () Enahle @ Disable
Port:
SFTP: Enable @) [Disable
Description

S5H account is root', and password is adrmin passwiord,

Port number must be = 1024 and < 65536, or Port=22

when enter MAS SSH service, does not delete or modify any file/folder, it mayvbe cause MAS to generate ermor
If there is garbage file name appear during winscp transfer, please enable UTF-2 encoding option, [Winscp
Advance options f Environrment [ UTF-8 encoding for filenarmes: on]

3.6.10 DDNS

To set up a server on the Internet and enable the users to connect to it easily, a fixed and easy-to
remember host name is often required. However, if the ISP provides only dynamic IP address, the IP
address of the server will change from time to time and is difficult to recall. You can enable the DDNS
service to solve the problem.

After enabling the DDNS service of the NAS, whenever the NAS restarts or the IP address is changed,
the NAS will notify the DDNS provider immediately to record the new IP address. When the user tries
to connect to the NAS by the host name, the DDNS will transfer the recorded IP address to the user.

The NAS supports the DDNS providers:
DyDNS.org(Dynamic DNS),DyDNS.org(Custom DNS),DyDNS.org(Static DNY),

Wwww.zoneedit.com,www.no-ip.com|
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DDMNS Support

DOMNS: () Enable @) Disable
Register: |Dﬁ,rnDN5.|:|rg (Dryrarnic DHS) |‘*'r
Llser Marme: | |
Pazsyward: | |

Dormain Marme: | |

A description for each item as following:

Item Description

DDNS Service Enable or disable DDNS service.

Register Choose the service provider from the drop down list.
User name Input user name with DDNS registry.

Password Input password with DDNS registry.

Domain name Input domain name with DDNS registry.

Apply Click "Apply”to confirm the changes.

3.6.11 UPnP Port Management

One of the most convent way to allow users to access required services such as FTP, SSH, web disk
and http etc. from Internet environment is setting UPnP port management.

To set up this UPnP port forwarding feature, please be sure that the router has “UPnP Service”
Enabled. The following is an example from one of the router manufacture with UPnP Configuration

page.

UPnP Configuration

UPnP Service Enable ) Disable

Clear port forwards at startup ) Enable @ Disable

Save Apply Settings Cancel Changes

After the router has enabled “UPnP Service” then you will have information come from associated
router to UPnP port management as shown in the screen shot below.
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Information

Friendly Name: UPnP router

Manufacturer URL: http://tomatoush.org/

Model number: b

Model URL: http://tomatoush.org/

Model description: UPRP router

UDN: uuid:8dafa3d2-e626-42eb-ab56-7d96463beBcb

Connection rules

i, Refresh -\-@Add Rule g aModit B @

Port = Protocol Description

| E None Local Setting

11707 upp
11707 TCP
26423 ubpP
26423 TCP
435631 TCP
6208 UuDP
6208 TCP

And click "Add Rule” to add more port mapping from Internet to access desired services or press
"Refresh”to get most updated list.

Connection rules

Protocol: TCPRRS

Dascription: Tce
upp
(L Tepyuoe

A description for each item as following:

UPnP Port Management

Item Description

Start port Specific port number starts with.

End port Specific port number ended

Protocol Choose the protocol for port forwarding needed.
Description Specific the port services if applicable.

Apply Click "Apply”to confirm the changes.

Cancel Click "Cancel”to abort the changes

A Some of the routers do not allow the input of port number below 1024.

So it may have resulted “setting fails"
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3.7 Application Server

The Thecus IP storage supports built-in application such as iTunes server as well as add-on official or
third -party applications.

3.7.1 iTunes® Server (Built in)

With the built-in iTunes server capability, Thecus IP storage enables digital music to be shared and
played anywhere on the network!

From the Network menu, choose the iTunes item, and then the iTunes Configuration screen appears.
You may enable or disable the iTunes Service from here. Once enabled, enter the proper information
for each field and press Apply to save your changes.

iTunes Configuration

iTunes Service: @) Enable () Disable
iTunes Server Mame: |myiTunes |
Passwiord: | |

Rescan Interval: b
MP3 Tag Character Set: V

See the following table for a detailed description of each field:

iTunes Configuration

Item Description

iTunes Service Enable or disable the iTunes Service.

iTunes Server Name Name used to identify Thecus IP storage to iTunes clients.

Password Enter a password to control access to your iTunes music.

Rescan Interval Rescan interval in seconds.

MP3 Tag Encode Specify tag encoding for MP3 files stored in Thecus IP storage. All ID3 tags will be sent out in UTF-8 for-
mat.

Once the iTunes service is enabled, Thecus IP storage will make all music located in the Music folder
available for iTunes-equipped computers on the network.

3.7.2 Add-on Official Applications

There are several default pre-loaded official applications such as WebDisk, Piczza (Photo server) and
Transmission-Kit (BT download manager) that can be found from the Application Server category.

3.7.3 Module Installation

From the Application Server Category, choose the Module Installation item and the Module
Management screen appears. Here is the entry for all of third party user module could install from.
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L T
Module File: !.’ \fakepath\Access Guard.tar.gz |[EJ|_M|

Module Management

Enable Type llarms Versian Description Last Status Action

Mo System  Access_Guard 1.00.02 Access_Guard i boow

3.7.4 NAS Application

Click on NAS Application from the Application Server category, it will list the current system software
and official application status.

Filker =  Update All Refresh

MMandatory Mandatory Service Update

MAS Dasmon MAS Dasmon Service Installed

Ficzza Ficzza Service Update Remowve

Transmission Transmission Service Update Remowve

Twronky media Tworky Media server Femaowve

YisoiGLard WYisoGuard MNYR Service Instal

WebDisk WebDisk Service Update Remove
3.8 Backup

There are a number of ways to back up data with the Thecus IP storage.

3.8.1 RsyncTarget Server

When it comes to backing up your data, it's very important to have flexibility. Data guard provides
you with many options, including full backup for all shares, custom backup for selected shares and
iSCSI volume backup. Being based on the Linux operating system, it is also much more stable and
experiences much less frequent data loss during transfer than other remote backup systems.

-For this tutorial you will need to use Rsync Target Server (Step 1) and Data Guard (Step 2+3) under
Backup for this client/server backup feature. It also can be named for function “Remote Replication”.

Step 1 - Enabling Rsync on your target (backup) NAS

-Log in to your target (backup) NAS through the Ul in your web browser

-Go to Rsync Target Server under Backup in the menu of the Ul



Rsync Target Settings

Rsync Target Server 1@ Enatle () Disable
Username: |andy |
Passwiord: | ssss |
Encryption Suppart: @ Enable (") Disable
Alowed TP 1: 1721665143 |
Allowred IP 2: | |
Allowed IP 2 | |
Public Key(Optional): |Please choose a file to upload. |
Frivate Key(Optional): |Please choose a file to upload. |
’ Apply l ’ Restore Defalt Fey ] [ Dieemload Eey

1. Enable Rsync Target Server

2. Add a username and password (they can be different than your NAS's username and
password)

3. Select Apply

@ You will need this user name and password while the data is going to
remotely backup to this Rsync target server.

Now Rsync is turned on your NAS, which means it can be used as a target for Rsync backup, in other
words, only the backup NAS needs to be activated in this way.

3.8.2 Data Guard (Remote Backup)

Step 2 - Setting up your backup task and schedule on your source NAS

-Log in to your other NAS (your source NAS) through the Ul in your web browser
-Go to Data Guard under Backup in the System Management category of the Ul
-From the Data Guard function list, choose Add
e Add HEdIE i) Remove Start Stop . Restore Log @, Restore NAS Configuration

Task Name Source Path Source Folder | Target Path Last Run Time | Backup Type Status

& Catepory: remote (1)

Remote Data backup

Item Description

Add Add new task.

Edit Edit select task.

Remove Remove select task

Start If associated task has been setup in schedule and like to start at once, click on to start task right
away.

Stop Stop the associated running task. The other scenario is if a task has been setup in real-time then
clicking “Stop” can terminate the running process. Simple click ‘Start” to re-start the real-time
operation.

Restore Restore the associated task

Log Click to view the associated task in process details.

Restore NAS Configuration | Click to restore system configuration from selected destination to source unit. More details will
describe in sections.

The data backup setup wizard appears as below, click on’Remote Backup”:
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Data Backup Yizard

¥

Remote Backup

Backup to a remote MAS

Local Backup

Backup to folders [ devices [ iSCSI targets on local
MHAS

Amazon 53

amazon

web services EBackup to Amazon 53 Service

Then 3 different selections appear and can be chosen from:

Remote Backup

-~ Full Backup
o uw| | N

Autornatically sync all data (MOT including iISCSI folders) in RAID
J to remote target, folders not found on remote will be created
to Master RAID Folders already exist on remote will be replaced.

:z I‘ Custom Backup
D Marually select folders (MOT including iISCSI folders) to backup,

iSCSI Backup

Backup iSCSI folders to remote target, (SCST target will be stop
during backup task running. )

[ Prendous ] [ Cancel ]
Remote Data backup
Item Description
Full Backup The “Full backup” will have all shares from source backup to destination. It could also create shares

automatically from destination if it is not existent. This only applies if the target server is the same
model as the source.

Custom Backup The “Custom backup”allows user to choose desired shares backup to destination.

iSCSI Backup The "iSCSI backup” can backup iSCSI volume as single file to destination.
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« Full Backup

Click on full backup and the setup screen appear as below. Fill in the remote target IP (Destination)
and port (need to be changed only if this port is already in use).

If encryption is required then enable it. Please make sure the associated target server also has
encryption enabled.

Carry on with inputting valid remote target server account name and password.

Remote Backup > Full Backup

¥ - Remate Targat: [172.16.64.131 | Port: [s73 ]
P mas  Encryptwith SSH: @ Off © on
Account :

[ Previows |[ Camcel |

After the settings are complete, please click on “Connection Test”. The source unit will try to connect
with the associated target system. If a connection can be built up successfully then “Connection
passed” will be prompted, otherwise “Failed” will appear.

Remote Backup > Full Backup

¥ Remots Target: [172.16.64.131 | Port: [s73 |
P ma  EnoyptwithSsH @ Off ) on

Account ;
Cormection Test

Connection test passed! Click Mext to continute,

Hext ] [ Cancel

Click "Next”and more setting will appear.



Remote Backup > Full Backup

‘S " Task Marne: fullbackupol

J.. pa | Backup Type: @ Realtime © schedule
Sync Type: @ Sync () Incremental
Cornpress: @ Off 010n
Backup MAS Configs: @) Off 00N
Resurne Partial Files: @ off “ron
Handle Sparse Files: @ Off 1 0n
Keep ACL Settings: @ off 010N
Log Location: »
Speed Limit: o EfSeci set O to unlimit)
Tirmeout: Limit: 00 5ec

|_|Enable Schedule

[ Previows |[  Fimsh ][ Cancel

-Fill out all the necessary details and choose your parameters

Add Rsync Backup Task

Item Description

Task Name This is how this task will appear in the task list.

Backup Type Real time:

It will backup folders/files from source to target on the fly. On the other hand, any
changes from the source will back up to the target right away.
Schedule:

The task will start only according to the schedule.

Sync Type Sync mode:

Makes your source match your target completely; deleting and adding files on your
target as they are deleted and added on your source.

Incremental Mode :

Makes your source match your target and keep all old files; adding files on your target
as they are added on your source, but NOT deleting files on your target as they are de-
leted on your source.

Compress With this option, compress the file data as it is sent to the destination machine, which
reduces the amount of data being transmitted — something that is useful over a slow
connection.

Backup NAS Config Enabling this will back up the source unit system configurations to the designed path

on the target system.

Resume Partial File

Handle Sparse File

Try to handle sparse file efficiently so they take up less space on the destination.

Keep ACL Setting

It will backup not just data itself but also ACL configuration with associated folders/
files.

Log Location

Choose the folder to save the log details while the task is executed.

Speed Limit

Input the bandwidth control for data backup operation.

Timeout Limit

Setup the timeout when trying to build up a connection in between the source and
the target system.

Enable Schedule

If backup is set as “Schedule” please input the related period and time.

After the required fields are filled and the parameters are setup, click ‘Finish” to complete. The data
guard task will appear in the list as shown below.
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@ add -JiEdit @Remove * Start ® Stop % Restare [§Log L Restore MAS Configuration
Task Marme Source Path Source Folder Target Path Last Run Time Backup Type Status

= Category: remote (1)
fullbackupdl * 172.16.64.131:f Realtime Processing

From the task list, you can now see the newly added task “fullback01” The backup is setup as “real
time”. From the status field, “Processing” can be read as the back-up is performed on the fly.

« Custom Backup
The custom backup setting is similar to the full backup. The only differences are explained below:

1. Inputs the share folder name of target sever where the source is going to backup. The sub-
folder can be left as blank.

Remote Backup > Custom Backup |

X Remote Target: Port:
F

|94 | Encrypt with SSH; @ Off © Cn

Account :
Passward * sases
Target Folder |Elau:kup | { | |_‘._U

Connection test passed! Click Mext to continute,

’ Hext ” Caneel ]

2. Select the source share folder(s) which are desired to be backed up to the target server. You
can also click on “Select All"from top right corner check box.



Remote Backup > Custom Backup

‘S . Maotice: Click highlight rowe to enter the folder
F

L ry Select Folders to Backup [] Select £11

< Retumn to Parent Folder
I [ nas_Pubic
I [ usecopy
k. [ _Module_Falder_
N [ _mas_module_..
I [ _Mas_picture_
I

| [CliTunes_rnusic

'I snapshiot

(B ] (e (__Caal ]

3. Click"Next"and more setting appears. These are the as the settings for “Full backup”

Remote Backup > Custom Backup |

‘S . Task Marne: custombackup
r

14 | Backup Tupe: @ Realtime ) Schedule

Sync Type: @) Sync ) Incremental
Carmpress: @ Off D on

Backup MAS Configs: @ off 10N

Resurne Partial Files: @) off 01 0n

Handle Sparse Files: @ off 1 0n

Keep ACL Settings: @) Off C10n

Log Location: v

Speed Limit: o EfSec( set O to unlimit)
Timeout Limit: E00 Sec

| |Enable Schedule

[ Prviows ][ Fiish || Cancel |

4. Click"Finish"and the data guard task will appear in the list as shown below.

Task Mame Source Path Source Folder Target Path Last Run Time Backup Type Status

= Category: remote (1)
custormbackup RAID USECopy, snapshiot 172.16.64.131:/Bac Realtime Processing

From the task list, you can now see the newly added “customback01”. This backup is setup as
“schedule”
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« iSCSI Backup

If the source unit contains iSCSI volume, it can be backed up to the target unit as a single file. The
procedure is the same as for the previous “Full backup” and “Custom backup’, select “iSCSI backup”
from data guard wizard.

1. Inputs the share folder name of the target sever where the source is going to backup. The
sub-folder can be left as blank.

Remote Backup > iSCSI Backup

% - Remote Targat: 172.16.64.131 Fort:
’

14 | Encrypt with S5H; @ off 1 0n

pcourt chei ]
Passward *
Target Faolder * |Elackup | ! | |_‘._’,-

Connection test passed! Click Mext to continute,

() (Cawa ]

2. Select the iSCSI target volume which you wish to back up to the target server.

Remote Backup = iSCSI Backup

-";_ - Motice: Click highlight row to enter the folder

o~

Select Foldets to Backup

@ @ iscer e

(s ] [ (_Ce ]

3. Click"Next"and more settings will appear. It is slightly differing from “Full backup”and “Custom
backup” Only “Schedule”backup is supported with less options.



Remote Backup > iSCSI Backup

g REAEE
F.. ma | Loglocation: v
Speed Limit: o E/Secl set O to unlimit)
Tirneout Limit: fO00 BEC
|¥|Enable Schedule
Time: 00 ]+ oo ]+
Schedule: () Manthly 1 weekly @) Diaily
w W
[ Previous |[  Finsh ][ Cancel
4. Click“Finish"and the data guard task will appear in the list as shown below.
L e S o [P B 1 e g S
Task Marne Source Path Source Folder Target Path Last Run Time Backup Type Status
= Category: remote (1)
iscsibackup ISCSI_jscsiol 172.16.64.131:/Bac Schedule(Daiy )

From the task list, you can now see the newly added “iscsiback”. This backup is setup as “schedule”.

@ The source folder name will use iSCSI_+target volume name. So here it
is displayed as “iSCSI_pmtest”. pmtest is the iSCSI target name when the
iSCSI target was created.

The iSCSI backup can see the result as below. The task “iSCSI_pmtest” has backup to target
172.16.66.131 and share folder NAS_Public with file “iSCSI_pmtest”.

o g 2o B =
=5 EczEEE 11

| i-'S-(i:S-iI_pmtes-t

o Restore

To restore a backup from the backup task, simply select a task from the task list then click “Restore”
from the function bar. The restore task will start to have the associated files/folders from the target
server restored to the source.

ap Add o JEdit & Remove Start Stop @ Restore Log . Restore MAS Configuration
Task Name Source Path Source Folder | Target Path Last Run Time | Backup Type | Status

H Category: remote (3}

fulbackup(1 ! B 172.16.66.11... 2012/06/29 ... Realtime Processing
iscsbackol ! iGCSI_pmkest  172.16.66.11... 2012/06/29 ... Schedule Finish
custombackd  fraid0/data testl, test? 172.16.66.11... 2012/06/29 ... Schedule Finksh
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« Restore NAS Configuration

This is a useful feature if the system configuration needs to be restored to a brand new unit. Let’s go
thru the following example to see how it works.

The original source system has 3 RAID volume, “RAID’,'/RAID10" and “RAID20", and has backed up the
system configurations to the target server.
RAID Managemant

.l Create | (- 3Edit | 7} G@obal Hot Spane

Mg, .. o BAID il Disks Tatal Data
AAID Level ASENE Used Capacky | Capacky
@ - RAID ] Healthy 1a 929 8 114 GB [ 928.7 GB
HAIDOL ] Healthy Ed 929 od 928.5 6B
RAIDZ2O ] Heaalthy :* 92068 928.5GB

The brand new source unit only has a 1 RAID volume 'RAID".

RAID Managemeankt

JiCreate | (Z3Edit | 7 Gobal Hot Spare

Mas, .. o RAID Stabus Disks Taka Daka
FAID Lavel B Used Capaciy | Capaciy
@ RAID ] Healthy 10 929 GB 11.4 G f 928.7 GB

1. When adding a new backup task with “Full backup” or “Custom backup”and enabling the
option “Backup NAS Config”as shows below, the source unit system configurations are then
backed up to the designed path on the target system every time the task is executed.

| Remote Backup > Full Backup

‘g . Task Mame: FullBackup
F

|14 | Backup Type: © Realtime O schedule

Sync Type: @ Sync () Incrernental
Compress: @ off ©on

Backup MAS Configs: [0 off @ on

Resume Partial Files: @ Off ©on

Handle Sparse Files: @ off (@)oy]

Keep &CL Settings: @ oOff ) 0n

Log Location: w

Speed Limit: il E/Sec( set O to unlimit)
Timeout Limit: 500 (==l

|_|Enable Schedule

[ Previous |[  Fimsh || Comcel |

2. Click on“Restore NAS Configuration”and the screen shown below will appear. Input the
target server’s [P address where the system configuration has been backed up, and necessary
authentication info. Confirm by doing a “Connection Test” to make sure the communication
between the source and the target server works.

(@ add iEdit @ Remove * Start = L Restore [§Log L Restore NAS Configuration
Task Mame Source Path Source Folder Target Path Last Run Time Backup Type Status



Full Backup

Rernote Target:
Encrypt with SSH:
Account

Password

Connection Test

[172.16.64.131 | Port:

[e73 |

@ Off ©on

3. Click"Next"and a screen will appear as shown below. It has the listed available system
configuration backup files. Select the one you want and click next. You also have the option
to download the current system configuration before restoring from the backup file.

| custom Backup

Attention

¥

the list,

Diogmload

[Marme

Config Files List

MNSS50_00:14:F0: 16:8F:84_fullback...

Date

na Restore config will reset all configs. You can click the under button to
download current config file. Then select the config you want to restore from

2013/01/22 10:19:04

b

)

4. After clicking “Next’, a screen will appear as shown below. Listed on the left hand side, you
will see the configuration backup details which contain the 3 RAID volumes. On the right
hand side, you will see a list of single "RAID" volume. You may roll back to previous page to

recall the example we have taken.



Custom Backup

‘(" ) Backup Folder - RAID Mapping et
F.

s The under list shiowes the RAID setting in config file, You can simply click the
right: colurnn to change the setting.

RAID setting in config file RAID
RAID #AID
RAIDDRL =Al0
RATDZD RAID

System needs to be reboot after configuration restoring,

b

| Previous |[  Finsh [ Comeel |

5. The backup configuration has different numbers of RAID volume than the current system (3
vs 1). It can be kept as the RAID volume mapping arranged by the system, then carry on to
click“Finish”. This means that all 3 RAID volumes configuration such as share folder etc. will all
restore to the current unit in the RAID volume “RAID".

6. In other circumstances, if the current unit contains 2 RAID volumes, then it can be chosen

from the left hand side of system backup configuration RAID volume list which RAID volume
to map to the current system.

Let’s see the following screen to make it clearer.

The current system has 2 RAID volumes, “RAID" and "RAIDa". Select the RAID volume from the backup
configuration volume list which is going to be mapped to the RAID volume of the current system.
Simply click on the right hand side of "RAIDa” and a drop down list will appear. Now you can choose
which volume to map with. In this case the “RAIDO1” volume from the system backup configuration
will be mapped to the volume "RAIDa" of the current unit. Once again, it means all the shares that
were created in the volume “RAIDO1" will be restored to volume "RAIDa" of the current system.

Custom Backup I

‘(" ) Backup Folder - RAID Mapping ) I
F.

na The under list shows the RAID setting in config file, vou can simply click the
tight calumi to change the setting,

RAID setting in config file RAID
RATD RAID
FAI001 | FAIDa w
RAICET RATD

RATDE

System needs to be reboot after configuration restoring.

Freviois | [ Finish ][ Cancel




3.8.3 Data Guard (Local Backup)

The Thecus product provides complete backup solution between Thecus NAS systems as well as
between folders of local systems.

G Add IEdn QhRemove F et B L festore [ElLog ¥ Restore MAS Configuration
Task Name Source Path Source Faolder — Target Path Last Run Tine  Backup Type Status

= Cadegery: locsl (3§

Remote Data backup

Item Description

Add Add a new task.

Edit Edit selected task.

Remove Remove selected task.

Start Click on start to start a scheduled scan task right away.

Stop Stop the associated running task. Also can be used if a task has been setup as real-time, clicking “Stop”
can terminate the running process. Simply click ‘Start”to re-start the real-time operation.

Restore Restore the associated task.

Log Click to view the associated task process details.

Restore NAS Configuration Click to restore the system configurations from a selected destination to a source unit.

From the Data Guard function list, select Add. The data backup setup wizard appears as below, click
on “Local Backup”:

Data Backup Wizard

‘,5_ e | | Remote Backup
1 1 Backup to a remote NAS

| Local Backup

| 4 b
\ﬁ : Backup to folders | devices [ iSCSI targets on local
[HAaS
Amazon 53
amazon

web services Backup to Amazon 53 Service

The local backup has 6 different selection you can choose from.

Local Backup

‘,s . =3 1mport

Ejj External devices directly import to the NAS, and generate a new shared fol

m

iz r," Copy
]

| Copy between folders according to the source and destination of your chaig

"' \ Realtime Backup
o3 O
a 'J Backup NAS Data Immediately A

_. Schedule Backup
L}

Backup NAS Data At Schedule Time

4| i [

T | ———
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Local Data backup

folder level.

Item Description

Import This is associated with external devices which are added to the system such as USB disk. You can select a
folder from an external device and import it to the NAS as a share folder.

Copy Copy folder to folder or NAS folder to external device or external device to NAS folder. This backup is within

Realtime Backup

The task will be executed on the fly between the source and the target. In other word, any changes made
at the source will sync to the destination immediately.

Schedule Backup The task will be executed on schedule between the source and the target.
iSCSI Backup The iSCSI volume will be backup to the destination as a single file.
iSCSI Import The iSCSI file can be imported from the iSCSI backup back to the destination as an iSCSI volume.

1. Import: click on “Import”and a screen will appear as below.
If there is an external device installed on system such as USB disk, then it will be listed in the
Source pane.

Local Backup > Import
‘rs Boures Targat
o & Generic_USB Flash Diskl -
P = & Orap
L _1a)
& C RAIDGO

Please select source folders

Previous ] [ Cancel

Click on the associated external device and the contain folders will be listed. Select the folders that
are going to be imported to the NAS and select the available RAID volume which is listed in Target

pane.

Local Backup > Import

¥

% Return to Parent Falder

[ mtel_ Graphi...
J Clisvm_o3
_J Cin1osso
J T n4200PRO_02
_J DInasoo
] T nssso

I O n7510

Please select source folders

Sourcs [ Setect At

':D Asmedia_USB3... ‘

Tarzat

:—-;- @ RAID
:‘ﬁ © RAIDGO

In here, we have selected the “Intel Graphi..." and “N10850" folders from the external device and
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imported them to the NAS under the RAID60volume.

Local Backup > Import

15 . e [ Select All Target

% Return to Parent Folder  — :‘: © RAID

N [C] Asmedia_USB3...

N [ Intel_Graphi... =
N[Ol Lsvmz_o3

N [ n10850 4
I [ n4200PRO_02

I [ n4soo

I [l ness0

B [Cn7s10 8

Total share folder count : 15

[E— — ——

Next, please select the path from the drop down list to save the log. Also, give the access permission
whether these selected folders will be “Public” or not after the import.

Local Backup > Import

. . Set Public: @ Off D on
¥
Fi

' Log Location: [intel_Graphics ve14105398 xp e
Intel_Graphics_V61410 *
MAS_Public

Reandy

USBCopy

USBHDD
_Module_Folder_
_NAS_Module_Source_
_MAS_Picture_
andy_local

eSATAHDD
ISCS1_iscsivs02 =n
iTunes_music =

m

4| 1 L2

Read the notes and check the “"Accept” box for confirmation. If a share name already exists for the im-
port, then the import will be rename automatically to “existing share name -1".

For esample, if the NAS RAID volume "RAID60” already has a folder named “Intel_Graphics_
V614105398_XP” the import folder will then be rename to:“Intel_Graphics_V614105398_XP-1".
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Local Backup > Import

"S. n Announce

1. To perform system backup, the destination file in the same directory wil be
overwritten or deleted, please confirm before running backup.

2. Destination path name exists in a different set of tasks, can lead to itself or
other tasks to perform improperky.

3. Destination or source of the system files cannot be deleted; otherwise it
will cause the task to run improperly.

4. System wil autormatically list the destination directory name of the duplicate
to avoid data coverage errors.

Duplicated Folder List

Origin Folder:Intel Graphics_V614105398_XP Wil be rename
to:Intel Graphics_V614105398 XP-1

pr— p— p—

Now, you will see in the data guard task list that you have created a task .

Task Name Source Path Source Folder  Target Path Last Run Time  Backup Type Status

= Category: local (1)
import Generic_USB ... Intel Graphic... RAID&0 2012/07/25 ... Import Finish

And that the system has created 2 new share folders from the task just created.

©Add | qgedit | @Remove S re | "M samba (i@)snapshot .:?—I.

Folder name » RAID ID File System = Public Description

> ] Intel_Graphics_V&14105398_XP RAIDGD extd yes

> ] Intel_Graphics_V&614105398_XP-1 RAIDED extd yes

> [CIN10850 RAIDE0 exts yes

> (ZINAS_Public RAID extd yes 3

2. Copy: click on“Copy”and this screen appears.
3 different options can be selected, folder to folder, folder to external device or external
device to folder.
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Local Backup > Copy

¥

RAID Folder -> RAID Folder

To select more than one folder to copy to a single destination fold

RAID Folder -> External Device

To select more than one folder to copy to a single external device

External Device -> RAID Folder

Choose external device to copy to a single folder

n | 3

. Folder to Folder

Praviou: ] [ Cane=l

|Lom|3admp>copy>RAmFoldertommFolder

| ¥

. Folder to external device

Sourcs Tarzst
&S RAID & RAID
[ = [ =
& RAIDGO B RAIDGO
®d [ =]

Local Backup > Copy > RAID Folder to External Device

Bource Tarzet
&8 RAID K @) i
b= ‘ ) Generic_USB ...
&3 RAIDGO
wd

. External device to Folder

Local Backup > Copy > External Device to RAID Folder

Boiie [7] 8elect Al Tazzet
"‘ [Tl Generic_USB ... :: e
3 RAIDGO
-
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Let’s take “Folder to External device” as an example. In the source pane, select the desired RAID
volume and its associated folder list will appear; same method in the target pane for the associated
external device.

Local Backup > Copy > RAID Folder to External Device

SO 7] Beteet All Target
& Return to Parent Folder # Retum to Parent Folder
== g
..!11: tel_Graphi., " LEVMZ_03
= Fa e
_IJ Intel_Graphi.. FJ N10&50
JJ = naosso _5’ 71 N4Z0OPRO_02 ]
T
__|J| [ rBandy ] © Reandy
@) Reattak LAN_...
ol aaltak_LAN_.
B & w2008 W7
]
: ’J' 7! ggofactory
? ) temp -

| Bravaom Jl Caneal |

Select a folder from the source pane which is going to be copy over, then select in target pane it's
destination.

Lol Backup > Copy > RAID Folder to External Device

Sowmra 7] Beflect ALl Tagel
_j Osvma oz ‘
& Return to Parent Folder =
& N1oe50
j [ Intel_Graphi., —
— O nazoopro_o2
' L Intal_Graphi..
W ) RGandy
; 2 H10850 -
_'-’J' ) Reattek_LAM_...

: ::-: REzndy

waiaa_\Wy
d |
J © ggofactoey

Wit

o)
B ) xp3264-v5.71...
|

|peviow J[ 2ew J[ coeu |

Choosing the sync type, “Incremental”or ‘Sync’, and select the log path from the drop menu list.
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Local Backup > Copy > RAID Folder to External Device

Sync Type: @ Incrementzl ) Sync
Lag Location: | ted Grohice VE14105308 KPR

Inkal Graphics V61410 =
Inted_Graphics_w61410| |
H10B50
HAS_Publc
Réandy
USECopy
USBHOD E|
_Migdule_Folder_
_MNAS_Mpdule_Saurca_
_HNAS Pictura_
andy_jocal
2SATAHDD
SCSL_imcsi502 e
Tunas_music L
I T — [

(| p—— -

Read the notes and check the "Accept” box for confirmation.

Local Backup > Copy > RAID Folder to External Device

’;. . Announce

1. To perform system backup, the destinabion file in tha same directory wil be
ovenwrtten or dekted, please confirm before unning badeup.

2. Destination path name exists in a different set of tasks, can lead to kseF or
other tasks to pesfarm improperly.

3. Destnaton or source of the systam fles @nnot be deleted; otharwie i©
will cause the task to run improgery.

4, Systam wil aubomaticaly st the destination directory name of the duplcate
to awod date coveraga armors,

9] Aiccent

[P | T |

Now, you will see in the data guard task list that you have created a task.

G3 Add IEdt ighRemove ® Start ‘W Stop hRestore [ Log ¥L, Restore MAS Configurabon
Task Name Source Path Source Folder  Target Path Last Run Time Badkwp Type @ Status

= Cadegory: locsl (2)
mport Genenc_USH ... Intel Graphic.. RAIDGO 2012/07/25 ... Import Frizh
copy RAIDGD Rbandy Generic_USH .., 2012707/25 ... Copy Frish

3. Realtime Backup: click on “Realtime Backup”and this screen will appear.
2 different options can be selected from, folder to folder, folder to external device.

Let’s take “Folder to Folder”backup for example. Select from the source pane the folder “NAS_
Public’, then select its destination in the target panefolder “Réandy”.
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Local Backup > Realtime Backup > RAID Folder to RAID Folder

Souree ! Tane
& Return to Parent Foldar & Retum to Parent Folder
o] ® tas_Publc ] © Intel Graphi...
[ | Nl | & s

__j J USBCopy " Intal_Graphi
_.E ) _Moduda_Foldar_ J ) N10850

0o E il Reandy
ol © _nas_moduls_ j il Reandy

ol © _NAS_Picture_

J O andy_loal

_J 2 Tunes_music

...E'-' snapshot -

e —— —r—

Next, fill in the task name and related settings.
Local Backup > Realtime Backup > RAID Folder to RAID Folder

N ) T e

| Sync Tvpe: @ Incramantzl T3 Sync

Backup Symbokc @ off &2 on
Link:
Log Location: IEE:'TEE@T}'EH l-'.'IE.'!EI_E__E:"’
Fillter
[T e Szg
[ Iha'udr:F-ie Type
Docurment Picturs Video Music

[ Exchude Fie Typa

Docurmant Pictura Vidao Musc

l Peaviom “ Mt “ LCanzal ]
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Realtime Backup

Item Description

Task Name Input the task name, length limited to 4~12 characters.

Sync Type Select“Incremental” or “Synchronize”

Backup Symbolic Link Choose to backup symbolic link which is included in the source.

Filter The filter can be set to be executed only in certain circumstances. If none of them has been selected, it

will do the real time backup from the source to the destination in full.

File size: From xx ~ xxx
If xx=1 and xxx blank then only file size > xx will execute real time backup.
If xx=1 and xxx=2 then only size in between xx and xxx will execute real time backup.
If xx blank and xxx=2 then only file size < xxx will execute real time backup.

Include File Type: Only the associated file format will do the real time backup.

Exclude File Type: The excluded file format won't be included in the real time backup.

For document file format: doc, xIs, pdf, docx, xlsx, txt, ppt, pptx, html, htm

For picture file format: jpg, bmp, tif, png, pbm, tga, xar, xom

For video file format: avi, mpg, mp4, mkv, fli, flv, rm, ram

For music file format: mp3, wav, wma, acc, dss, msv, dvf, m4p, 3gp, amr, awb

User defined can be input in other box.

Read the notes and check the "Accept”box for confirmation.

Local Backup > Copy > RAID Folder Lo External Device

-ﬁ. v Announce

1. To perform system backup, the destingbion il n the same diractory wil be
overwricten or delated, please confirm before mnning badup.

2. Destination path name exists in a differant set of tasks, can lead to kse¥F or
othar tasks to pesform mproparty.

3. Destmaton or source of the systam fles cannot be deleted; otherwise i€
wil cause the task to run improgery.

4, System will autormaticaly st the dastination directory name of the dupicate
to avoid date coverage emors,

[¥] Bccent

| Frevious ” Femish ][ Cancel |

Now, you can see in the data guard task list that your created task is listed. The task status will say
"Processing” untill the “Stop” button is pressed.
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wiadd et S Remave  Start W Stop i Restore (5 Log ¥L festore NAS Configuratian
Task Name Source Path Source Folder  Target Path Last Run Time  Backup Type Status

o Category: loeal £3)

mport Genenc_USH ... Intel Graphic.., RADGH 2012/07/25 ... Import Finish
copy RADGD REandy Genenc_USH ... 2012/07/25 ... Copy Fiizh
readacki 1 RAID HAS_Public RAIDGORGandy 2012/07/25 ... Raaltime Frocassng

4. Schedule Backup: click on“Schedule Backup”and this screen will. 2 different choices can be
selected from, folder to folder, folder to external device.
Let's use "Folder to External device”backup for our example. From the NAS volume RAID in
the Source pane select the folder “"NAS_Public’, then in the target pane select the external
USB disk folder “N10850"

Local RBackup > Schedule Backup > RAID Folder to External Device

Sowza [T] Sebect All Tanet
# Return to Parent Folder = # Retum to Parent Folder
= DUl & LswMz_03
M = HAs_Public ol O LSWMZ_
0 M ik
JJ I usacapy L BT
BT Modue Foder B D) a200PRO_02
- T 5 c — e
B2 _nas module .. (B N © reandy
_I_I‘. [ _HAS_Picture_ _f; 7 Realtak_LAN_...
_L“_ andy_locs F; 71 W2008_W7
E. iTumes_music _I;! 71 goofactory
Jj (2 snapshot iz J© temp -

l Do ” Hant J[ Cansal

Next, fill in the task name and related settings.

Schedule Backup

ltem Description

Task Name Input the task name, length limited to 4~12 characters.

Create Sub-folder If you choose to create a sub-folder, then it will use the task name as folder name then copy the source
under it. Or it will copy the source to the same level as the destination.

Sync Type Select“Incremental” or “Synchronize”.

Log Location Select from the drop down list where the task log will be stored.

Enable Schedule Click to enable. If it is not checked, the task won't start unless you select the associate task and click “Start”
from the task list page.

Time Specify the time for the backup to start.

Schedule Can choose daily, weekly or monthly.
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Local Backup > Schedule Backup > RAID Folder to External Device

Task Marme: shdbackl |
Creata Subfolder: @ Create(named as task (0 Don not oeate{directly
name} backup to tangat)
Syne Type: ® Incramantsl 2 Sync
Log Locatan: Sandy |+
¥ Enable Schedule
Time: 100 || : o0 [~
Schedule: 2 Manthly ) wWeekly ] pai

| ¥,

[T | g

Read the notes and check the “Accept” box for confirmation.

Local Backup > Copy > RAID Folder to External Device

Announce

1. To parform system backup, the destinabion fis in tha same directory will be
overwriten or delated, please confirm before unning badwp.

2. Destination path name exists in a different set of tasks, can lead to ksef or
othar tasks to peflorm mproparly.

3. Destnabon or source of the system fles @nnot be deleted; otherwse ©
will cause the task to run improgery.

4, Systam wil autormaticaly kst the dastination diractory name of the dupicate
to avoid date coveraga armors.

¥ Bccaat
] i it
Now, you will see in the data guard task list that you have created a task.

G add [GEdiE ShRemove T St W oo %k Restore [Hlog ¥, Rastora MAS Configurabon
Task Name Source Path Source Folder | Target Path Last Run Time | Backup Type @ Status
B Category: local (4)
import Genenc_USE ... Intel Graphic... RAIDGD 2012/07f25 ... Tmport Finsh
copy RAIDGD REandy Generic_USB ... 2012/07/25 ... Copy Finish
reabackit RAID MAS_Publbc RAIDGO/RGandy 2012/07/25 ... Realtime Procassing
shdbackol RAID MNaS_Publc Generc_US8 ... 2012/07/26 ... Schedule Finish

5. iSCSI Backup: click on“iSCSI Backup”and screen appear as below.

It can be backup to two different storage pool, iSCSI to folder, iSCSI to external device.
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Lol Badoup > (SC51 Backup

. =
g M @ Ei BC5] -2 RAD
'l -
¥ a

r..
‘. 15053 +» External Desice
o]

Let's take example to have “iSCSI to Folder” backup, from existed iSCSI volume “iSCSI_iscsiv502” to

volume RAID folder “andy_local"

The source pane listed “iSCSI_iscsiv502” and “iSCSI_iscsiv50” where are iscsi volume has existed in this

system with name “iISCSI_+iscsi target volume name”.

Local Bacdkup = iSC51 Backup > SCS1 to RAID Folder

@ & ELE EcETa

GCSI_scsw30

Somrce Target

@ Retum to Parent Falder

aul
: _5' =) USBCopy
ri-‘i'_' Module_Foider

—a
a

B & HAS_Publc

2} _MAS_Madule_...

) _RAS_Picturi_

iTunes_musc

| ]
|
m
W& andy_local
| ]
4
|

°) snapshot -

|- Pruvino ”

Next, provide the task name and where the task log will store.

Haxt ][ Cancal ]

Lol Backup > iSCS1 Badkup > SCS1 bo RAID Folder

scsbackil
fias_pubig e
HAS_Pubhc
USECopy
USEHDLD
_Module_Folder
MAS Module_Saurce
MAS_Picture
andy_locl
eSATAHDD
ISCSI_fosteSa
SC51 t=csnad2
ITunes_music

Task Mame:

Log Location:

snapshat

|_ Praviom ”

o |

Reading the note and check on “Accept”for confirmation.
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Local Backup > Copy > RAID Folder to External Device

v. . Announce

1. To parform system backup, the destination filk n tha same directory wit be
overwrtten or deleted, please confirm before running badwp.

2. Destimation path name exists in a differant set of tasks, can lead to ek or
othar tasks to pesform mproparly.

3. Desonabon or source of the system fles annot be deleted; otherwse i©
will cause the task to run improparly.

4, Systam wil automaticaly it the dastination diractory name of the dupicate
to awoid date coversge ermors,

| Freviom | [ Fmin J[_ cance |

task list will have created task listed. To start the iSCSI volume backup, select the task and click “Start”
from task bar.

&9 Add LBt @Remove F start @ stop ¥ Restore [ElLog L, Restore MAS Configuration
Task Hame Source Path Source Folder  Target Path Last Run Time  Backup Type  Status

i Cafegory: locsl {3}

mport .stmn__-:la'.'fe._. HAS_Pubbc, u... RAIDI 2012/07/23 ... Import Fnkh
copy raidDiscsi) mews2 010 RAIDI/MAS_P... 2012/07/23 ... Copy Finish
scsibacknl GCSI_scsva02  RADandy_locl 15051

Once “Start” click, the associated iSCSI volume will not allow to I/O during backup processing. And
the task status will change to 'Processing’.

@ Add - 3Edit @Remove ¥ Start W Stop ¥bRestore [ log L, Restore NAS Configuratior
Task Name Source Path Source Folder | Target Path Last Run Time | Backup Type Status

= Category: local (3)

import siicon_-powe... NAS_Public, u... RAID1 2012/07/23 ... Import Finish
copy raiddiscsid msvs2010 RAID1/MAS_P... 2012/07/23 ... Copy Finish
iscsibackil iSCSI_iscsiva02  RAID/andy_local iSCSI Processing

States change to “Finish” after task complete.

i Add 3Edt GdRemave = Strt ® S YhRestore (5 log L, Restore MAS Configura
Task Mame Source Path Source Folder  Target Path Last Run Time  Backup Type | Status

o Category: local (3§

mport shcon_-powe... NAS_Publc, u... RADI 2012§07/23 ... Import Finish
copy raiddiscsi) mevsz 10 RAIDI/MAS P... 2012/07/23 ... Copy Finish
sosiback0l SCSI_iscshes02  RADfandy_local 201270726 ... 12051 Finish

From the RAID volume folder ‘andy_local; it has backup iSCSI volume file stored. This backup iSCSI
volume file is needed while it required import to storage. Next topic will describe about this.
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= andy_local on MES0Opm (172,16.64.191)

aamrﬁ I’il' }?m:'l'-mdn -

Adcress | 1172.06.6+ 191 jerdy_locdl

Edit Wiew Favorkes

@Eﬂﬂi - '.‘,_;' i?‘ ..-:'\'m || Folders -
Address |00 ﬁ‘,]??.lﬁ.ﬁ‘?.l?]ﬁi_‘xﬂﬂlﬁcﬁﬂ_ﬁﬁﬁz

e | iBosa0201
File and Folder Tasks i m =

2,097,152 kB
2 Mk new Foldesr
&) Fublish this Foldar ta the
Weh

Tods  Help

6. iSCSIImport: click on“iSCSI Import”and screen appear as below.

It can be imported from two different storage pools, folder to iSCSI or external device to iSCSI. It is
depend on where iSCSI volume has backup to.

Lol Backup > (5651 Import

AR -

.?:T' y {j RAND Foldar -= RANY
.."

I ' j Extemal Dewes -= RAD

Let's take example to import “RAID folder to iSCSI" which is the iSCSI volume we have backup earlier
to RAID volume folder andy_local than import to volume RAID.

Local Backup > ISCSI Import > RAID Folder to RAID Folder

Souree Tarzet
“# Return to Parent Fober = E " RAIDS
Jr'_‘.- HAS_Puhiic PP
- & SEn
__I @ USBCHpY 5
ﬂ £ RADED
Jt'h _Module_Foldar_
__i & _HAS_Module_...
E
J & _NAS_Pacture_
@ nov_bal S Return to Parent Folder

O Mones e || o ST BT
J ) snapshot

| owviow J[ vt J[ canet ]
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Next, provide where the task log will store.

Local Backup > iSCSI Import > RAID Folder to RAID Folder

‘s - Log Location: MNAS_Public :
R 7
O i

Reading the note and check on "Accept”for confirmation.

Local Backup > Copy > RAID Folder to External Device

o Announce
T- iy

i. To parform system backup, the destination file in the same directory wilt be
overwntten or deleted, please confirm before unning badeup.

2. Destination path name exists in a different set of tasks, can lead to kseF or
othar tasks to pesform improparly.

3. Destmation or source of the system fles cnnot be deleted; ctherwse it
will cause the task to run improparly.

4, Systam wil autornaticaly kst the dastination directory name of the dupicata
to avord date coverage errors.

[¥] Bicent
| Freviows “ Eamish ][ Cancsl
Now, from the data guard task list will have created task listed.
Wi Add [JEdt S Remove F Start W Stop b Restore [HLog "L Restore MAS Configuration
Task Name Source Path Source Folder  Target Path Last Run Time  Backup Type Status
= Caregory: locxl (5)
mport Genenc_USH ... Intel Grphic... RAIDGO 2012/07/25 ... Import Finish
copy RAIDGD Riandy Generic_UUSB .., 2012707125 ... Copy Finish
reafackd] RAID HWAS_Pubhc RADGO/RGandy 2012/07/26 ... Realtime Lose target
shdbadkil RAD HAS_Public Genenc_USH ... 2012/07/26 ... Schaduk Finish
mport_iscsi RAIDfandy_local SCS[_scsw5l2  RAID 2012/07/26 ... 15051 Impoet Finizh

3.8.4 ACL Backup and Restore

The ACL backup and restore feature enables the system ACL (Access Control List) to be backed up
on the RAID volume based to other location and restored if needed.

Let’s look at the example bellow to see how it works.

We have one system with a RAID volume “RAID’, select “Backup” to backup this RAID volume's ACL to
other location. The current RAID volume “RAID" has share folder as listed on right hand screen shot.
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ACL Backup/Restore () add g E}Edit Sire
ACL Service: @) Backup () Restare Falder name
Raid Marme: w File Systen:aunts b CMAS_Public
Uplaadt: | =) b FIUSBCopy
Recursive:
( Applies ACL to all contained sub-folders as well, May extend restoration time., ) 4 D LISEHDD
b (] _MAS_Picture_
] _MAS_Piczza_
Description b [T _MAS_twionky_upload_
= When the backup ACL raid status must be healthy/degraded/recovery.
» When the Restore ACL‘,raid status must be healthy/degraded, b _F‘2F‘_DOWﬂLDad_
s Recursive ACL restoration does not apply to the WSEBHDDYusbhdd folder,
s Vhile the RAID partition is restoring/backing up ACL, its folders wil not be shown within the LI, B D baCkUp
e ACL restoration/backup cannot be applied to stacked folders,

b (CiTunes_music

For the ACL restore, it can be restored in the same system or used in another unit. For example, let’s
restore the ACL backup file to another unit. This unit has a RAID volume “RAIDpm” with share folders

as listed on right hand screen shot.

Shared Folders

— ACL Backup/Restore Qndd | Hedt | @ner
ACL Service: 12 Backup @ Restore Folder name
Raid Name: RAIDpm [ File Systemxfs JInsync
Upload: [c fukepattidoléer_sclbin =) CJusbhdd
Recursive: [F] ¢ Applies ACL to all contained sub-folders as well. May extend restorbon time. ) (Jusbcopy
[ naswabsita
[JiTunas_music
r— Description 2 _Module_Folder_
= Raid status must be healthy/degraded. = .
« ACL restoration from a ZFS file system can only be appled to another ZFS file systam. [(J_NAS_Module_Source_
= Recursive ACL restoration does not apply to the USBHDD/usbhdd folder. - =
« Whie the RAID partition i restorinafbacking up ACL, its folders wil not be shown within the UT. Jpm3
= ACL restoration/backup cannot be appled to stacked folders. = nmi
[

After inputting the ACL backup file and clicking the “Next” button, the system will show another
screen to list the matched folders in between the backup file and this RAID volume. Just select the

desired folders for the ACL restore.

ACL Backup/Restore

s |
¥ Folder name

[# _Module_rolder_

[ _MAS_Module_Source_
[# iTunes_music

[V] naswebste

[¥1| nsync

& pm1

[ usbeopy

[ usbhdd

*Motice: The target RAID partition & not the onginal RAID partiion.

to its sub-layer.

apply to all of its sub-folders with the same permission.

The ACL backup will only back to share folder level; it does not apply

. If recursive has been checked during the ACL restoration, it will
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3.8.5 Data Burn

The data burn is featured to support 3 different modes of data burning for files/folders to and from
image file and physical optical disk.

The 3 different modes are “Write Files/folders to disc”, “Write image to disk”and “Write files/folders to
image”.

dpm e lop
Add data to start burning process:
@AM et @i @
Hame Paih

NHitw Disg

Total glze: 0

Disc: | Salect:

] (s
1. Write Files/folders to disc
(dpem || clpem | J
Ad{ yrite file ffolders to disc [Process:

| @ Add fRedic @ Remove @ Remove Al

Name
&' New Disc
Add data to start burning process 3
EEew~ | - Search] !
239 narms |
B[ ONAS_Public
= HAS_Publ
& (CIUSBCopy '__1 ey
B (JUSBHOD & USBlopy
i (]_Module_Folar_ ] U58HDD
B _NAS_Module_Source_ ] _Madula_Falder_
@ (]_MAS_Picture_ pua
() eSATAHDD 3 _MAS_Module_Source_
B (SC5_prml 23 _NAS_Picture_
@ (Z]5Cs1_pm2
g = SATAHDD
B iTunes_music S
BEap? ) 5CST_pml
& Captest o BCsI_pm2
@ Csnanshot [ [Tunes_musc
(] test
g G2
& ieptest
(1 snapshot
3 ‘test
] m *
Salact Camzal

a. Click the Add button and the NAS share list appears.

b. Select files/folders which you would like to burn. All of the selected folders/files will be
seen under the disc label name “New Disc”. The disc label name can be changed by
clicking on it and press “Edit"from menu bar. The selected folders/files also can be
removed by clicking on them and then pressing “remove” or “remove all”for all selected
items.
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Jeprm [ o2 I -
Add data to st buming peocess:

[+ L RS - o Rermgve A1

fearsa (0

S New D
1 Product Meeting Weekly Repert fraiifidataAS_FubscFroduct W estng Weskdy Repart
s frakdfydmtar FAS Pefuna_lfaos

c.  Select from the installed USB burning devices. Please click the "detect disc” button to
check the status once the disc is inserted.

d. Select the burning speed from the drop down list.

Disc: | MSE WD BRIVE Y0882 '+ [ Ziovecs dine
Disc mfemstion: C0-R (Empty), Disc space:702.82 MB
Speed: IE ¥

Disc data varificabion: (¥

e. Select whether disc data verification is required or not.
f. Click"Burn”to start disc burning.

2. Write image file to disc.

e | clpim | (=

150 fila: | | wirite image fie to dic | |
Disc: | - Select |v

Disc information; Unknown

Speed: &

e
Disc data ]}
verification:

a. Click"Browser”and the NAS share list will appear to locate the desired image file to
burn.
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1S0 path b

Eview | 4 Bearch

k= A
S NAS Pubkc :
- l Alnat BS00PRO
) Afnet GGO0PRO &l
@] Praduct Meating \Wa | (21 Product Masting Weekly Repart:

(" dom_backup_log ] HenSencar-.00-instal-cd.iso
OO ICRah 00 3 dom_backup_log
@ [CJUsBCopy - - -
i (] USBHOD [ dom_repar_kbg
5|

B (] _Module_Folder_
] _WAS_Mpdufe_Source_
B2 _MNAS_Pickura_
B ] eSATAHDOD

B [ ]SC5E pml

& JEC5_pm2

@ (] iTumnes_music
 (ap2

H (] aprest

i () snapshaot

B ] test

productmaatbnpimages.iso

b. Select the ISO file.
Ipem | c|pem | (ds
IS0 file: d0/ data/NAS_Public/XenServer-6.0.0-instalkcd.is0 | [ gromes
. er6.0.0nstabcd 0] prome.. |

c.  Select from the installed USB burning devices. Please click the "detect disc” button to
check the status once the disc is inserted.

d. Select the burning speed from the drop down list.
e. Select whether disc data verification is required or not.
Click“Burn”to start disc burning.

3. Create image file from files/folders

Jeprm |y 8 Jop

150 Ha: | Create image fie Som fiefolders |
Disc: | Salect: _|*-r |:|

Disc information: Unknown

Speed: l;v

Disc data |
varification:

gt

a. Click the Add button and the NAS share list will appear.

b. Select the files/folders which you would like to burn. All of the selected folders/files will
appear under the disc label name “New Disc”. The disc label name can be changed by
clicking on it and pressing “Edit”from the menu bar. The selected folders/files also can
be removed by clicking on them and pressing “‘remove” or “remove all” for all the
selected items.
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agpim i I =

Add dars to stit buming piocess:

Sans e S S eracive 41
fare Puti
S News Dise

1 Product Maeting YWegily Repart 5_FutdaFroduct Westing Weekdy Repart

T

¢.  Input the path where the ISO file is going to be stored, you can press the “Browse”
button to have the share list appear.

d. Input the ISO file name for burned image file.
e. Click"Burn”to start the ISO file burning.

@ The data burn does not support rewriteable media if it has been burned
with left space. On the other hand, the used rewriteable media will be
erased first then carry on with burning.

3.9 External Devices

The Thecus IP storage supports printer server and UPS via USB interface. The integrated Print Server
allows you to share a single USB printer with all users on the network. For the UPS, Thecus IP storage
support via USB, Series and Network interface. The following section shows you how.

3.9.1 Printers

From the External Devices menu, choose the Printer item, and the Printer Information screen ap-
pears. This screen provides the following information about the USB printer connected to the USB
port.

Printer Information

Printer 1

Manufacturer: A

Maodel: M8

Status: Mo Printer Detected
Rermove document from quevs: Bemove

Restart printer service:

Printer Information

Item Description

Manufacturer Displays the name of the USB printer manufacturer.
Model Displays the model of the USB printer.

Status Displays the status of the USB printer.

Remove document from Queue | Click to remove all documents from printer queue
Restart Printer service Click to restart printer service

If a corrupt print job is sent to a printer, printing may suddenly fail. If your print jobs seem to be
locked up, pressing the Remove All Documents button to clear the print queue may resolve the is-
sue.

You can configure Thecus IP storage to act as a printer server. That way, all PCs connected to the net-
work can utilize the same printer.
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Windows XP SP2

To set up the Printer Server in Windows XP SP2, follow the steps below:

1.

O e

Connect the USB printer to one of the USB ports (preferably the rear USB ports; front USB
ports can be used for external HDD enclosures).

Go to Start > Printers and Faxes.

Click on File > Add Printer.

The Add Printer Wizard appears on your screen. Click Next.

Select the "A network printer, or a printer attached to another computer” option.

Select“Connect to a printer on the Internet or on a home or office network’, and enter “http://
Thecus IP storage IP_ADDRESS:631/printers/usb-printer”into the URL field.

Your Windows system will ask you to install drivers for your printer. Select the correct driver
for your printer.

Your Windows system will ask you if you want to set this printer as “Default Printer”. Select Yes
and all your print jobs will be submitted to this printer by default. Click Next.

Click Finish.

Note that if a multi-function (all-in-one) printer is attached to the Thecus
IP Storage, usually only the printing and fax functions will work. Other
features, such as scanning, will probably not function.

Windows Vista

To set up the Printer Server in Windows Vista, follow the steps below:

1.

2.

Open Printer Folder from the Control Panel.

== oy =
L) 8+ conrorpanet » | -

3 System and Maintenance
S e vy

Metwark and Internet
ﬁ“ and tasks

Fase of Access

Additional Options

i
rren 2
i %
18|

Click the right mouse button in anywhere on the Printers folder and then select Add Printer.
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3. Select Add a network, wireless or Bluetooth printer.

4. Select The printer that | want isn't listed.

E=H o8|~ 8

Favonte Links

| Documents

B Music
Mare »
Folders v
B Desktop
fae
1. Public
M Computer
& Network
E Control Panel
7] Additional Opt,
By Appearance ar
& Clock, Languar—
& Ease of Access
#%) Hardware and
g AutoPlay
B personalizati
3 Pawer Optio =

>

Name

O—C) [« Hardware and Sound » Printers

Documents

7 Fax

E Pictures < Ready

Status Comments Location Model

Microsoft XPS Document
% Writer

View

Sort By

Group By
Stack By
Refresh

Paste

Paste Shortcut

Undo Copy

" Run as administrator »

Add Printer...

Server Properties...

~ [#2] [ Search »]

Ctri+Z

@ @ Add Printer

= Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically
installs USB printers when you plug them in.}

Choose a local or network printer

2 Add a network, wireless or Bluetooth printer
Make sure that your computer is connected to the network, or that your Bluetooth
or wireless printer is turned on.

(e (o]

@ @ Add Printer

Searching for available printers...

s

< The printer thatIwant isn't listed

You can press The printer that | want isn't listed to go into next page without waiting for Searching
for available printers to finish.

5.

Click Select a shared printer by name.
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@ = Add Printer

Find a printer by name or TCP/IP address

() Browse for a printer
(@ Select a shared printer by name

http: ff<Thecus_MAS_IP >:631fprinters fusb-printer

Example: \\computername \printername or
http: /fcomputername fprinters fprintername /. printer

() Add a printer using a TCP/IP address or hostname

Type http://<Thecus_NAS>:631/printers/usb-printer in the box, where <Thecus_NAS_IP> is the IP
address of Thecus IP storage. Click Next.

6. Select orinstall a printer and then press OK.
Add Printer Wizard
Select the manufacturer and model of your printer, [ your printer came with

:ﬁj an installation diske, click Have Disk. f your printer is not listed, consult your
- printer documentation for a compatible printer.

Marufacturer i Prirters “
HP | | BFHP DeskJet 615C B
IBM m 3}' HP DeskJet 640C/642C/648C i
infotec 55 HP Deskiet 6500 Series

Konica Sk 1P Naclelat RENC >
KONIC A MINOLTA = [l allfs -t

;g- This driver iz digitally signed.

Tell me why driver signing is important

EoKk 1| Caneel |

7. Windows will attempt to connect to the printer.

Windows Printer Installation

Connecting to
http://172.16.66.64:631/printers/usb-printer

Cancel

8. You can choose to set this printer as the default printer by checking the Set as the default
printer box. Click Next to continue.



Type a printer name

Printer name: [usd-printer on http://172. 16.66.64:631

[V]Bet as the defauit printer;
This printer has been installed with the HP Deskjet 6500 Series driver.

Donel Click Finish.

To see if the printer is working correctly, or to see troublest

a test page.
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3.9.2 Uninterrupted Power Source

From the External Devices menu, choose the Uninterrupted Power Source item and the UPS Setting
screen appears. Make any changes you wish, and press Apply to confirm changes.

See the following table for a detailed description of each item.

UPS Settings
UPS Monitoring: () Enable
Remote UPS Monitaring: Enable

Remote UPS IP:
Manufacture:

Model:

Battery Status:
Power:

o i
o

*product has been tested for compatibility

A
/A

Seconds between power failure and first notification

Seconds between subsequent power failure notifications

Shutdown the systemn when the battery charge is less than

Apply

@ Disable

@ Disable

S5s
205
5 %

UPS Setting

Item

Description

UPS Monitoring

Enable or disable UPS monitoring.

Remote UPS Monitoring

Enable or disable Remote UPS monitoring.

Remote UPS IP

Input the IP address of the NAS that the UPS device is connected to via USB or RS232.Input the

|P address of your network UPS.

Manufacturer Choose the UPS manufacturer from the dropdowns.
Model Choose the UPS model number from the dropdowns.
Battery Status Current status of the UPS battery

Power Current status of the power being supplied to the UPS

Seconds between power fail-
ure and first notification

Delay between power failure and first notification in seconds.

Seconds between subsequent
power failure notifications

Delay between subsequent notifications in seconds.

Shutdown the system when
the battery charge is less than

Amount of UPS battery remaining before system should auto-shutdown.

Apply

Press Apply to save your changes.
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¢ Appendix A: Customer Support

If you are still experiencing problems with your Thecus IP storage, or require a Return Merchandise
Authorization (RMA), feel free to contact technical support via our Technical Support Website:

http://www.thecus.com/sp_tech.php]

Customers in the US should send all technical support enquiries to the US contact window included
in the following web page:

http://www.thecus.com/sp_tech.php]

For Sales Information you can e-mail us at:

kales@thecus.cony

Thank you for choosing Thecus!

Thecus,


http://www.thecus.com/sp_tech.php
http://www.thecus.com/sp_tech.php
mailto:sales@thecus.com?subject=N1200 Support

+ Appendix B: RAID Basics

o Overview

A Redundant Array of Independent Disks (RAID) is an array of several hard disks that provide data
security and high performance. A RAID system accesses several hard disks simultaneously, which
improves I/0O performance over a single hard disk. Data security is enhanced by a RAID, since data
loss due to a hard disk failure is minimized by regenerating redundant data from the other RAID hard
disks.

« Benefits

RAID improves I/0O performance, and increases data security through fault tolerance and redundant
data storage.

+ Improved Performance

RAID provides access to several hard disk drives simultaneously, which greatly increases /0
performance.

- Data Security

Hard disk drive failure unfortunately is a common occurrence. A RAID helps prevent against the loss
of data due to hard disk failure. A RAID offers additional hard disk drives that can avert data loss from
a hard disk drive failure. If a hard drive fails, the RAID volume can regenerate data from the data and
parity stored on its other hard disk drives.

« RAID Levels

The Thecus IP storage supports standard RAID levels 0, 1, 5, 6, 10 and JBOD. You choose a RAID level
when you create a system volume. The factors for selecting a RAID level are:

+ Your requirements for performance

+ Your need for data security

+ Number of hard disk drives in the system, capacity of hard disk drives in the system
The following is a description of each RAID level:

RAID 0

RAID 0 is best suited for applications that need high bandwidth but do not require a high level of
data security. The RAID 0 level provides the best performance of all the RAID levels, but it does not
provide data redundancy.

RAID 0 uses disk striping and breaking up data into blocks to write across all hard drives in the vol-
ume. The system can then use multiple hard drives for faster read and write. The stripe size parame-
ter that was set when the RAID was created determines the size of each block. No parity calculations
complicate the write operation.

RAID 1

RAID 1 mirrors all data from one hard disk drive to a second one hard disk drive, thus providing com-
plete data redundancy. However, the cost of data storage capacity is doubled.

This is excellent for complete data security.



RAID 5

RAID 5 offers data security and it is best suited for networks that perform many small I/O transactions
at the same time, as well as applications that require data security such as office automation and on-
line customer service. Use it also for applications with high read requests but low write requests.

RAID 5 includes disk striping at the byte level and parity information is written to several hard disk
drives. If a hard disk fails the system uses parity stored on each of the other hard disks to recreate all
missing information.

RAID 6
RAID 6 is essentially an extension of RAID level 5 which allows for additional fault tolerance by using
a second independent distributed parity scheme (dual parity)

Data is striped on a block level across a set of drives, just like in RAID 5, and a second set of parity is
calculated and written across all the drives; RAID 6 provides for an extremely high data fault toler-
ance and can sustain two simultaneous drive failures.

This is a perfect solution for mission critical applications.

RAID 10
RAID 10 is implemented as a striped array whose segments are RAID 1 arrays. RAID 10 has the same
fault tolerance as RAID level 1.

RAID 10 has the same overhead for fault-tolerance as mirroring alone. High 1/O rates are achieved by
striping RAID 1 segments.

Under certain circumstances, RAID 10 array can sustain up to 2 simultaneous drive failures

Excellent solution for applications that would have otherwise gone with RAID 1 but need an addi-
tional performance boost.

JBOD

Although a concatenation of disks (also called JBOD, or “Just a Bunch of Disks") is not one of the num-
bered RAID levels, it is a popular method for combining multiple physical disk drives into a single
virtual one. As the name implies, disks are merely concatenated together, end to beginning, so they
appear to be a single large disk.

As the data on JBOD is not protected, one drive failure could result total data loss.

Stripe Size

The length of the data segments being written across multiple hard disks. Data is written in stripes
across the multiple hard disks of a RAID. Since multiple disks are accessed at the same time, disk strip-
ing enhances performance. The stripes can vary in size.

Disk Usage

When all disks are of the same size, and used in RAID, Thecus IP storage disk usage percentage is
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listed below:

Appendix B: RAID Basics

RAID Level Percentage Used
RAID 0 100%

RAID 1 1/n x 100%
RAID 5 (n-1)/n x 100%
RAID 6 (n-2)/n x 100%
RAID 10 50%

JBOD 100%

n: HDD number




% Appendix C: Active Directory Basics

o Overview

With Windows 2000, Microsoft introduced Active Directory (ADS), which is a large database/
information store. Prior to Active Directory the Windows OS could not store additional information
in its domain database. Active Directory also solved the problem of locating resources; which
previously relied on Network Neighborhood, and was slow. Managing users and groups were among
other issues Active Directory solved.

« What s Active Directory?

Active Directory was built as a scalable, extensible directory service that was designed to meet
corporate needs. A repository for storing user information, accounts, passwords, printers, computers,
network information and other data, Microsoft calls Active Directory a “namespace” where names
can be resolved.

ADS Benefits

ADS lets Thecus IP storage integrate itself with the existing ADS in an office environment. This means
the Thecus IP storage is able to recognize your office users and passwords on the ADS server. Other
major benefits ADS support provides include:

1. Easy integration of Thecus IP storage into the existing office IT infrastructure
The Thecus IP storage acts as a member of the ADS. This feature significantly lowers the over-
head of the system administrator. For example, corporate security policies and user privileges
on an ADS server can be enforced automatically on Thecus IP storage.

2. Centralized user/password database
The Thecus IP storage does not maintain its own copy of the user/password database. This
avoids data inconsistency between Thecus IP storage and other servers. For example, without
ADS support, an administrator might need to remove a specific user privilege on Thecus IP
storage and each individual server. With ADS support, the change on an ADS server is known
to all of its ADS members.
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¢ Appendix D: Licensing Information

o Overview

This product included copyrighted third-party software licensed under the terms of GNU General
Public License. Please see THE GNU General Public License for extra terms and conditions of this
license.

Source Code Availability

Thecus Technology Corp. has exposed the full source code of the GPL licensed software. For more
information on how you can obtain our source code, please visit our web site, http://www.thecus|

Ford
« Copyrights

This product includes cryptographic software written by Eric Young (pay@cryptsoft.com).
This product includes software developed by Mark Murray.

This product includes software developed by Eric Young (pay@cryptsoft.com).

This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org/).

¢ This product includes PHP., freely available from (http://www.php.net).

+ This product includes software developed by the University of California, Berkeley and its
contributors.

+ This product includes software developed by Winning Strategies, Inc.

+ This product includes software developed by the Apache Group for use in the Apache
HTTP server project (http://www.apache.org/).

¢ This product includes software developed by Softweyr LLC, the University of California,
Berkeley, and its contributors.

+ This product includes software developed by Bodo Moeller.

¢ This product includes software developed by Greg Roelofs and contributors for the book,
"PNG: The Definitive Guide," published by O'Reilly and Associates.

¢ This product includes software developed by the NetBSD Foundation, Inc. and its contribu-
tors.

¢ This product includes software developed by Yen Yen Lim and North Dakota State Univer-
sity.

¢ This product includes software developed by the Computer Systems Engineering Group at
Lawrence Berkeley Laboratory.

+ This product includes software developed by the Kungliga Tekniska Hogskolan and its con-
tributors.

+ This product includes software developed by the Nick Simicich.

¢ This product includes software written by Tim Hudson ((jh@cryptsoft.com).

¢ This product includes software developed by Christopher G. Demetriou for the NetBSD
Project.

* 6 o o
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e CGIC License Terms

Basic License

CGIC, copyright 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004 by Thomas Boutell and Boutell.
Com, Inc.

Permission is granted to use CGIC in any application, commercial or noncommercial, at no cost.
HOWEVER, this copyright paragraph must appear on a “credits” page accessible in the public online
and offline documentation of the program. Modified versions of the CGIC library should not be
distributed without the attachment of a clear statement regarding the author of the modifications,
and this notice may in no case be removed. Modifications may also be submitted to the author for
inclusion in the main CGIC distribution.

GNU General Public License
Version 2, June 1991

Copyright © 1989, 1991 Free Software Foundation, Inc.
51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but chang-
ing it is not allowed.

« PREAMBLE

The licenses for most software are designed to take away your freedom to share and change it.
By contrast, the GNU General Public License is intended to guarantee your freedom to share and
change free software--to make sure the software is free for all its users. This General Public License
applies to most of the Free Software

Foundation's software and to any other program whose authors commit to using it. (Some other
Free Software Foundation software is covered by the GNU Library General Public License instead.)
You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give



the recipients all the rights that you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the original, so that any problems in-
troduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the pro-
gram proprietary. To prevent this, we have made it clear that any patent must be licensed for every-
one's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License. The
"Program”, below, refers to any such program or work, and a "work based on the Program" means
either the Program or any derivative work under copyright law: that is to say, a work containing
the Program or a portion of it, either verbatim or with modifications and/or translated into another
Language. (Hereinafter, translation is included without limitation in the term "modification”) Each
licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the Program (independent of having been
made by running the Program).

Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an ap-
propriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this
License and to the absence of any warranty; and give any other recipients of the Program a copy of
this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer



warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of Sec-
tion 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third par-
ties under the terms of this License.

Q) If the modified program normally reads commands interactively when run, you must cause
it, when started running for such interactive use in the most ordinary way, to print or display an an-
nouncement including an appropriate copyright notice and a notice that there is no warranty (or
else, saying that you provide a warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License. (Exception: if the Program itself is
interactive but does not normally print such an announcement, your work based on the Program is
not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Program, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent is to exercise the right to control the distribution of derivative or collective
works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you also do one
of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must
be distributed under the terms of Sections 1 and 2 above on a medium customarily used for soft-



ware interchange; or,

b)  Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete machine-
readable copy of the corresponding source code, to be distributed under the terms of Sections 1
and 2 above on a medium customarily used for software interchange; or,

Q) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you re-
ceived the program in object code or executable form with such an offer, in accord with Subsection
b above)

The source code for a work means the preferred form of the work for making modifications to it. For
an executable work, complete source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception, the source code distributed need
not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License. However, parties who have re-
ceived copies, or rights, from you under this License will not have their licenses terminated so long
as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based
onit.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose any further restrictions on the recipi-
ents' exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License.



7. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order, agree-
ment or otherwise) that contradict the conditions of this License, they do not excuse you from the
conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not distrib-
ute the Program at all. For example, if a patent license would not permit royalty-free redistribution
of the Program by all those who receive copies directly or indirectly through you, then the only way
you could satisfy both it and this License would be to refrain entirely from distribution of the Pro-
gram.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to de-
cide if he or she is willing to distribute software through any other system and a licensee cannot im-
pose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by pat-
ents or by copyrighted interfaces, the original copyright holder who places the Program under this
License may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License in-
corporates the limitation as if written in the body of this License.

0. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number
of this License which applies to it and "any later version®, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10.  If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make ex-
ceptions for this. Our decision will be guided by the two goals of preserving the free status of all de-



rivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11, BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN
WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS I1S" WITH-
OUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TGO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK'AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PRO-
GRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCU-
RATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMYS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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