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No part of this publication may be reproduced in any form or by any means, whether
electronic, mechanical, photocopying, or recording without the written consent of OvisLink
Corp.

OvisLink Corp. has made the best effort to ensure the accuracy of the information in this
user’s guide. However, we are not liable for the inaccuracies or errors in this guide.
Please use with caution. All information is subject to change without notice

All Trademarks are properties of their respective holders.
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FCC Statement

Federal Communication Commission Interference Statement This equipment has been
tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules.

These limits are designed to provide reasonable protection against harmful interference in
a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one of the
following measures:

® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

® Consult the dealer or an experienced radio/TV technician for help.

FCC Caution

Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation. For product available in the USA/Canada market, only channel 1~11 can be
operated. Selection of other channels is not possible.

This device and its antenna(s) must not be co-located or operation in conjunction with any
other antenna or transmitter.

IMPORTANT NOTE
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

@ €)Bluetooth © 2009 OvisLink Corporation, All Rights Reserved

Mira
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1 Introduction

1.1 Overview

N.MINI is a pocket size IEEE802.11b/g/n router with 1 fast Ethernet ports, which provides a
powerful high-speed wireless connection for compatible wireless-enabled devices into the
network with the freedom to roam. With web-based Ul, this wireless router is easy to be
setup and maintained. All functions can be configured within the easy and friendly user
interface via web browser. Via the fast wireless network speed up to 300 Mbps, you can be
very comfortable to have experience of high speed web surfing, files downloading, online
game playing, and video conference session and streaming high quality multimedia
materials. The wireless router provides WPA/WPA2, 64/128 bit WEP encryption and
IEEE802.1x which ensures a high level of security to protect users’ data and privacy when
you are traveling.

If not specify, “Wireless Router” means N.MINI in the following paragraph.
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1.2 Features

If you encounter a technical issue that can not be resolved by information on this guide, we
recommend that you visit our comprehensive website support at www.airlive.com. The
tech support FAQ are frequently updated with latest information.

In addition, you might find new firmwares that either increase software functions or provide
bug fixes for N.MINI. You can reach our on-line support center at the following link:
http://www.airlive.com/support/support 2.jsp

Since 2009, AirLive has added the “Newsletter Instant Support System” on our website.
AirLive Newsletter subscribers receives instant email notifications when there are new
download or tech support FAQ updates for their subscribed airlive models. To become an
AirLive newsletter member, please visit: http://www.airlive.com/member/member_3.isp

Instant Support . Subscribe Language @ | select.. w

ClAll Products

Product Main Category Eruduct SO hodel MO
ategory

Print Server A 11 big/n Indoor ML

Router 11a/biy Cutdoor

Security Gateway 11b/g Indoor

Skype 11bfy Outdoor

Switches o ||PEEA -

wolP

Yyireless Indoor
YWireless Accessory
Yireless Outdoor
YWWISP bl

Figure 1.4: AirLive Newsletter Suppport System

1.3 Features

Create temporary, personal, wireless access in your hotel room or a coffee shop hotspot
High security with build-in: WEP 64/128, WPA, WPA2 mixed, 802.1x and 802.11i
Support AP,Router and Client Mode

Wireless Quality of Service (QoS) - 802.11e,WMM

Support WPS (Push button/ Pin code)

Slide switch to change mode (Router/AP(Bridge + Repeater)/Client) easily

AirLive N.MINI User’s Manual
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1.4 Physical Details

1. Introduction

1.4.1 Top LED
é A
(> £
P © © O O O Y
4 \J
WPS button

Press the physical WPS button on the Wireless Router once, or go
to enable the WPS function via web configuration (Go to Wireless >
WPS page), then the LED will start to flash. Please make a
connection with other WPS supported device within 2 minutes.

LED Behavior

LED Printed Color Behavior Indication

Off Power off
POWER PWR Green On Power on

Blinking Power saving mode starting

On Press reset button two seconds

the LED will on, keep on pressing

System SYS Green Vrvicl)lrset:;tatr; ?;I-aSSEeconds, the LED

Blinking System CPU is busy

3
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Off WLAN function off
\&'ﬁ'ess WLAN Green On WLAN link / active
Blinking WLAN traffic transmitting
Off WPS Off
WPS WPS Green Blinking WPS is enabled to make a
connection
Off No Ethernet cable connecting
Ethernet Ethernet Green On Ethernet cable connected
Blinking Receiving/ sending data
1.4.2 Bottom Switch
s Y
(@]
——
)
——————
 —
 —

Reset button and switch bar

Reset Keep on pressing the Reset button more than 3 seconds, the
Wireless Router will set all setting back to factory default values.
Switch User need to MANUALLY switch the bar into the mode preferred,

Router, AP or Client mode, then the device will reboot automatically
into the mode selected.

AirLive N.MINI User’s Manual
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1.4.3 Side Panel

[iLiliLikikL

| |
1
©

| i
I='E =J
Ethernet and power ports
Ethernet When the mode be set to AP or Client modes, use standard LAN

cables (RJ45 connectors) to connect your PCs to this port. If
required, any port can be connected to another hub. Any LAN port
will automatically function as an "Uplink" port when necessary.
When the mode be set to Router mode, connect the ADSL or Cable
Modem here with RJ45 cable. If your modem came with a cable, use
the supplied cable, otherwise, use a standard LAN cable (RJ45
connectors).

Power (5V) Connect the supplied power adapter here.

AirLive N.MINI User’s Manual
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2 Operation Modes

This device provides operational applications with Router, AP and Client modes, which are
mutually exclusive. This device is shipped with configuration that is functional right out of
the box. If you want to change the settings in order to perform more advanced configuration
or even change the mode of operation, you can manually switch to the mode you desire by
the manufacturer as described in the following sections. The default setting mode is AP
mode.

7 N

2.1 Router Mode

When set to Router mode, ensure you are using the wireless LAN interface, connect the
Wireless Router with computer via radio frequency. In this mode, the device is supposed to
connect to internet via ADSL/Cable Modem. Connect the ADSL modem to the Ethernet port
of the Wireless Router by Ethernet cable. After connected successfully, user can login the
web page of the Wireless Router to set up the Internet connection by using PPPoE, DHCP
client, PPTP client , L2TP client or static IP.

AirLive N.MINI User’s Manual
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Router Mode

2.2 Access Point Mode

When acting as an Access Point (AP), this device connects all the stations (PC/notebook
with wireless network adapter) to a wireless network.

P

;;;”/

Access Point Mode
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2.3 Client Mode

If set to Client (Infrastructure) mode, this device can work like a wireless station when it's
connected to a computer so that the computer can send packets from wired end to wireless
interface.

Client Mode

AirLive N.MINI User’s Manual
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3 Installation

3.1 Hardware Connection

3.1.1 AP/ Client Mode
Connect via cable ...
Step1. Connect one end of the Ethernet cable to the Ethernet port(act as a LAN port here)

of the Wireless Router, another end to your PC or notebook.
Step2. Then, connect the Wireless Router with a power to an outlet.

AP/ Client Mode

3.1.2 Router Mode

Connect via wireless...

Step1. Power on the wireless router first, connect the Wireless Router with a power to an
outlet.

Step2. Then, connect the computer with the wireless router via wireless LAN interface.
Step3. After make a connection and set up(please refer to TCP/IP Settings> WAN Interface
Setup) successfully, connect the ADSL or cable modem with an cable to the
Ethernet port(act as WAN port here). If your modem came with a cable, use the

supplied cable.

AirLive N.MINI User’s Manual
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Router Mode

3.1.3 Bridging the Network
Configure one N.MINI as AP and the other as Client...

Step1. Please set one N.MINI to AP mode and the other N.MINI to Client mode. Using the
hardware switch in the back of the APs.

Step2. Wait for about 2 minutes for both AP to finish reboot

Step3. Connect the "AP mode" N.MINI to the Internet by Ethernet cable

Step4. Connect the "Client mode" N.MINI to an electronic device such as PC, game
console, media player, or IP Set-top box.

Step5. Press the WPS push button on the "AP mode" N.MINI until the WPS LED blinks.

Step6. Then, press the WPS push button on the "Client mode" N.MINI until the WPS LED
blinks

Step7. Wait for 2 minutes for the connection to establish between 2 N.MINIs.

AirLive N.MINI User’s Manual 10
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" WPS Connection

/i /’)_j Instants

// Establish/| '
."/' - ° .- i | - 8
‘ 37 | ap Client

ADSL Modem AirMedia350

3.2 Login

Step1. Make sure the connection between your computer and Wireless Router setup
successfully.

Step2. Start your Web Browser.

Step3. In the Address box, enter the IP address of the Wireless Router, as in this example,
which uses the Wireless Router's default IP address:

AP or Router Mode IP | 192.168.1.254

Client Mode IP: 192.168.1.253

File Edit Wiew Faworites Tools  Help

_,,;' \_,/'I \ﬂ \ELI _;\] J,,F Cearch

Addresy | @] http:jf192,168.1,254

Step4. After connected successfully, the following screen will show up. Simply enter the
username “admin” without password to login(case-sensitive).

11
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Connect to 192.168.1.254

username: adrin

User riame | € admin “‘Jaf|

Password: |

[ Rermaribier my password

[ ok, J[ CAnCe| ]

After login successfully, please click the Setup Wizard item that provides a primary
configuration of this device. You may enter each screen to change the default settings step

by step.

N.MINI 11b/a/n Mini-AP

English =] Apply

= Setup Wizard

[ Setup Wizard

<] WWireless

D TCRAP Settings The setup wizard will guide you to configure access paint for first time. Please fallow

D Management the setup wizard step by step.

E] Lagout

] Reboat Welcome to Setup Wizard. The Wizard will guide you the through fellowing

steps. Begin by clicking on Next.

1. et Wireless Metwork Mame
2. Select Wireless Security Mode

AirLive N.MINI User’s Manual 12
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3.3 Default Settings

The default settings of N.MINI are listed below:

e AP or Router Mode IP: 192.168.1.254
e Client Mode IP: 192.168.1.253

e Username: admin

o Password: airlive

e SSID: airlive

If you cannot connect...

If the Wireless Router does not respond, please check following:

. Step1. The Wireless Router is properly installed and connection with computer is OK,
and it is already powered ON. You can test the connection by using the "Ping"
command:

Step2. Please go to Start>Run...> Enter “cmd” command in the column to open the
MS-DOS window.

- Twpe Ehe name of a program, folder, docurment, ar
Internek resource, and Windows will open it for you,

Cipen; | cmd |

[ K ] l Cancel ] [ Browse.. ,

Step3. Enter the command: ping 192.168.1.254

cr - CAWINDOW Sisystem32cmd exe

:“\Docunents and Settings~al787 ping 192.168.1.254
Pinging 192 .168.1 .254 with 32 bytes of data:

Beply from 492 468.4 .254: hytes=32 time=Im= TTL=G(4
192 .168.1.254: hytes=32 time<{ims TTL=64

122 .168.1.254: bytes=32 time<ims TTL=6G4
Beply from 192 .168.1.2564: bytes=32 time=1im=s TTL=G4

Ping statistics for 192.168.1.254:

Packets: Sent = 4. Receiwved = 4, Lost = B {Bx loss).
ipproximate round trip times in milli-—seconds:=

Minimum = Bms, Maximum = ims,. Average = Bms

13
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Step4.

Stepb.

Step6.

Step?.

Step8.

If no response is received, either the connection is not working, or your PC's IP
address is not compatible with the Wireless Router's IP address. (See next item.)
If your PC is using a fixed IP address, its IP address must be within the range
192.168.1.1 to 192.168.1.253 to be compatible with the Wireless Router's default
IP Address of 192.168.1.254. Also, the Network Mask must be set to
255.255.255.0. See Chapter 4 - PC Configuration for details on checking your
PC's TCP/IP settings.

Ensure that your PC and the Wireless Router are on the same network segment.
(If you don't have a router, this must be the case.)

When set to AP/Client mode, ensure you are using the wired LAN interface,
connect the computer by Ethernet cable to the Ethernet port of the Wireless
Router.

When set to Router mode, ensure you are using the wireless interface, connect
the Wireless Router with computer via radio frequency. The Wireless interface
can only be used if its configuration matches computer’s wireless settings.

3.4 Common Connection Types

3.3.1 Cable Modems

Type Details ISP Data required

Dynamic IP Your IP Address is Usually, none.

Address aILocated automattlc;ally, However, some ISP's may require you to
w 6?83(:?“ connect to use a particular Hosthame, Domain
you : name, or MAC (physical) address.

Static (Fixed) IP Your ISP allocates a IP Address allocated to you.

Address fermanent IP Address Some ISP's may also require you to use a
O you. particular Hostname, Domain name, or

MAC (physical) address.

3.3.2 DSL Modems

Type Details ISP Data required
Dynamic IP Your IP Address is None.
Address allocated automatically,
when you connect to
you ISP.
Static (Fixed) IP Your ISP allocates a IP Address allocated to you.

14
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Address permanent IP Address
to you.

PPPoE You connect to the ISP | User name and password.
only when required. The
IP address is usually
allocated automatically.

PPTP Mainly used in Europe. | 1. PPTP Server IP Address.
You connect to the ISP | 2. User name and password.
only when r_equwed. The 3. IP Address allocated to you, if Static
IP address is usually (Fixed)
allocated automatically, '
but may be Static
(Fixed).

L2TP Mainly used in Europe. | 1. L2TP Server IP Address.
You connect to the ISP | 2. User name and password.
only when rgquwed. The 3. IP Address allocated to you, if Static
IP address is usually (Fixed)
allocated automatically, '
but may be Static
(Fixed).

3.3.3 Other Modems (e.g. Broadband Wireless)

Type Details ISP Data required
Dynamic IP Your IP Address is None
Address allocated automatically,

when you connect to
you ISP.

Static (Fixed) IP
Address

Your ISP allocates a
permanent IP Address
to you.

IP Address allocated to you.

15
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Web Configuration

After login successfully, please click the Setup Wizard item that provides a primary
configuration of this device. You may enter each screen to change the default settings step
by step.

www.airlive.com

N.MINI 11b/g/n Mini-AP

=-é ]

[ Setup Wizard Se.tup Wizard

1:] Wireless

{:] TCP/AP Settings The setup wizard will guide you to configure access point for first time. Please follow
1 Management the setup wizard step by step.

[ Logout

[ Reboot Welcome to Setup Wizard. The Wizard will guide you the through foellowing

steps. Begin by clicking on Next.

1. Set Wireless MNetwork Mame
2. Select Wireless Security Mode

4.1 Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow the
setup wizard step by step.

AirLive N.MINI User’s Manual 16
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4.1.1 Router Mode

4. Web Configuration

Setup Wizard

The setop wizad will guide yom o configure ancess point for first time, Flesse follow the setop wizad

siEp by sED.

Welcome to Setop Wizard.

The Wizard will gnide you the through following steps. Begin by clicking on Next.

1. WAN Interface Setop

Step 1- WAN Interface Setup
User can select the WAN access type here for internet connection.

1. WAN Interface Setup

This page 15 vaed o configure the pasmeter: for Infemet netwodk which connects o the W AN port of

wour Acress Point,

WAN Access Type: IPPPoE TI

User Hame:

Password:

Cancel ==Back Finished

WAN Access Type

If the PPPoOE be selected, user have to set up the user name and
password according to the ISP that provided the related
information. User Name: Enter the username that provide by your
ISP provider. Maximum input is 32 alphanumeric characters (case
sensitive).

Password: Enter the password that provide by your ISP provider.
Maximum input is 32 alphanumeric characters (case sensitive).

User Name Enter the username that provide by your ISP provider. Maximum
input is 32 alphanumeric characters (case-sensitive).
Password Enter the password that provide by your ISP provider. Maximum

input is 32 alphanumeric characters (case-sensitive).

17
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4.1.2 AP/Client Mode

Setup Wizard

The semp wisard will zuide vou o confignme access point for ficst time, Flease follow the setp wisand
step by step.

Welcome o Setop Wizard.
The Wizard will zuide yon the through following steps. Begin by clicking on Next.

1. Set Wieless Metwork Mamne
2, Select Wireless Security Mode

Step 1- Set Wireless Network Name
User can setup the network name of the Wireless Router here.

1. Set Wireless Network Name

“em can enter the Wireless Network Mame of AT,

Wireless Network Name(SS1D): IN'M]NI

Cancel | <oBack | Nea{t:»:bl

Wireless Network A SSID is referred to a network name because essentially it is a
Name (SSID) name that identifies a wireless network (case-sensitive).

Step 2- Select Wireless Security Mode

User can setup the security here, it is strongly recommended to set up security mode to
prevent any unauthorized accessing.

AirLive N.MINI User’s Manual 18
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2. Select Wireless Security Mode

This page allows vou setup the wireless secudty, Tom on WEP or WEA by using Encryption Eeys
conld prevent any wnanthorized access o your wirless network,

Encryption: I HNeng :I‘

Cancel <=Back Finizhed

Encryption Select desired security type from the pull-down menu None,
WEP, WPA, WPA2 and WPA2-Mixed. The default setting is
None. It is strongly recommended to set up security mode (WEP,
WPA, WPA2 and WPA2-Mixed) to prevent any unauthorized
accessing.

WEP

Encryption: IWEP :I‘
Eey Length: Bd-hit |-
Eey Format- Hex =

Key Length: Select key length 64-bit or 128-bit.

Key Format:
Hexadecimal (WEP 64 bits): 10 Hex characters (0~9, a~f).
Hexadecimal (WEP 128 bits): 26 Hex characters (0~9, a~f).
ASCII (WEP 64 bits): 5 ASCII characters (case-sensitive).
ASCII (WEP 128 bits): 13 ASCII characters (case-sensitive).

Key Setting: Enter the key in the key setting field.

WPA/WPA2/WPA2 Mixed

Encryption: |szmmed ,|
Pre-Shared Eey Format: IPSSSphrase j
Fre-Shared Eey: |

Key Length: Select key length 64-bit or 128-bit.

19
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Key Format:
Hexadecimal (WEP 64 bits): 10 Hex characters (0~9, a~f).
Hexadecimal (WEP 128 bits): 26 Hex characters (0~9, a~f).
ASCII (WEP 64 bits): 5 ASCII characters (case-sensitive).
ASCII (WEP 128 bits): 13 ASCII characters (case-sensitive).
Key Setting: Enter the key in the key setting field.
4.2 Wireless

4.2.1 Basic Settings

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters.

[ Disable Wireless LAN Interface

Band: |2.f1 GHz (B+3+1) =
Mode: Ifﬁ.P 'I Multiple AF |
Network Type: Ihafrasmmre "I

SSID: [MMINI
Channel Width: IW
Control Sideband: | Upper =
Channel Number: 11 =

Broadcast SSI1D: Enahled | =

WMM: IEnabla:l vI
Data Rate: Iﬁuto 'I

Associated Clients: Sher Active Clients I

™ Enable Mac Clone {Single Ethernet Client)

Il Enable Universal Repeater Mode {Acting as AP and client
simultaneouly)

SS5I1D of Extended Interface: |

Apply Changes | Reset |

AirLive N.MINI User’s Manual 20
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Disable Wireless
LAN Interface

Check to disable the wireless function. If the wireless LAN
interface be disabled, the WLAN LED on the top will be off.

Band

You can choose one mode of the following you need. The default
is
2.4GHz (B+G+N) mode.
2.4GHz (B): 802.11b supported rate only.
2.4GHz (G): 802.11g supported rate only.
2.4GHz (N): 802.11n supported rate only.

2.4GHz (B+G): 802.11b supported rate and 802.11g
supported rate.

2.4GHz (G+N): 802.11g supported rate and 802.11n
supported rate.

2.4GHz (B+G+N): 802.11b, 802.11g and 802.11n supported
rate.

Mode

Under Router operation mode, user can select AP, WDS, and
AP+WDS from the pull-down list. For AP mode, user can select
AP, Client, WDS and AP+WDS mode. Under Client mode, there
is only Client mode can be selected.

Multiple APs

This page shows and updates the wireless setting for multiple
APs

Multiple APs

This page shows and updates the wireless setting for multiple AFs,

|E’— [24 Gt B [ [akoen | [Betel ] (Bt | [ g [ [
|:| Wz ) | B ||Aut0 J| |Enabled [~ ||Enabled Bl [ ’T
bes| O PrcEEca B [k | [0 | [Bobied B [Bwted | [COvwan | BB
i [77 Oz Bty ] [Takoned | [ave ]| [Eobi B |[Eetied [ [ENWal B Show
pes] B 21TE B a0 M| FE=neH [Eme g Cvay | B

Apply Changss @

User can set up the multiple AP here. To enable one of the APs
from 1~4, then setup the wireless settings from the pull-down list.

Network Type

If the mode be set to Client mode that the network type can be set
to Infrastructure or Ad hoc.

Network Name
(SSID)

A SSID is referred to a network name because essentially it is a
name that identifies a wireless network(case-sensitive).

Channel Width

This function will be available under 2.4GHz (N), 2.4GHz (G+N),
2.4GHz (B+G+N) mode. Select 20MHz the channel number will
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be form 5~11 and auto; Select 40MHz channel width the channel
number will be form 1~11 and auto. Default is 40MHz.

Control Sideband

This function will be available under 2.4GHz (N), 2.4GHz (G+N),
2.4GHz (B+G+N) mode. Select upper or lower form the pull-down
list, default is upper.

Channel Number

The channel number base on the channel width you select.

Broadcast SSID

Enabled: This Wireless Router will show its network name(SSID)
to stations.

Disabled: This Wireless Router will hide the network name to
stations. If stations want to connect to this Wireless Router, this
Router’s network name(SSID) should be known in advance to
make a connection.

WMM The Wi-Fi Multiple Media function is available under 2.4GHz (B),
2.4GHz (G) and 2.4GHz (B+G) band, and it is disabled under
2.4GHz (N), 2.4GHz (G+N) and 2.4GHz (B+G+N) band.

Data Rate There are several data rate that you can select from the pull-down

menu.

Associated Clients

Click  Show Active Clients | button to show all connected clients.
Active Wireless Client Table

This table shows the MAC address, transmission, receiption packet counters and encrypted
status for each associated wireless client.

[o0:4tE9:c4:8a:0d  [11g [i1s3 [i7e7 5 [no [300

Refresh | Close |

Enable Mac Clone
(Single Ethernet
Client)

This function will be enabled under Client mode.

Enable Universal
Repeater Mode
(Acting as AP and
Client
simultaneously)

This function will be enabled under AP mode.

22

AirLive N.MINI User’s Manual



4. Web Configuration
>
L 3 - ®
Air Live
4.2.2 Advanced Settings

Wireless Advanced Settings

These settings are only for more technically advanced users who have a sufficient
knowledge about wireless LAM. These settings should not be changed unless you
know what effect the changes will have on your Access Point.

Fragment Threshold:  [2346 (256-2348)

RTS Threshold: 2347 (0-2347)

Beacon Interval: 10 (20-1024 ms)

Freamble Type: @ Long Preamble € Short Preamble
IAPP: @ Enabled © Disabled

Protection: T Enabled @ Disabled
Aggregation: @ Enabled © Disabled

Short GI: @ Enabled © Disabled

WLAN Partition: T Enabled @ Dizabled

STBC: C Enabled @ Disabled

20/40MHz Coexist: T Enabled @ Disabled

RF Output Power: ®100% C70% Cs0% Caswm C1s%

Apply Changes | Resst

Fragment Threshold | Fragmentation mechanism is used for improving the efficiency
when high traffic flows along in the wireless network. If the
802.11g MIMO Wireless Router often transmit large files in
wireless network, you can enter new Fragment Threshold value to
split the packet. The value can be set from 256 to 2346. The
default value is 2346.

RTS Threshold RTS Threshold is a mechanism implemented to prevent the
“Hidden Node” problem. If the “Hidden Node” problem is an issue,
please specify the packet size. The RTS mechanism will be
activated if the data size exceeds the value you set.

Warning: Enabling RTS Threshold will cause redundant network
overhead that could negatively affect the throughput performance
instead of providing a remedy.

This value should remain at its default setting of 2347. Should you
encounter inconsistent data flow, only minor modifications of this
value are recommended.
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Beacon Interval

Beacon Interval is the amount of time between beacon
transmissions. Before a station enters power save mode, the
station needs the beacon interval to know when to wake up to
receive the beacon. Range 20-1024 ms, default is 100.

Preamble Type A preamble is a signal used in wireless environment to
synchronize the transmitting timing including Synchronization and
Start frame delimiter. You can select Long or Short for the
preamble type.

IAPP Select Enabled or Disabled to execute this function.

Protection Select Enabled or Disabled to execute the security function.

Aggregation Select Enabled or Disabled to execute this function.

Short Gl Select Enabled or Disabled to execute this function.

WLAN Partition

Select Enabled or Disabled to execute this function.

STBC Select Enabled or Disabled to execute this function. The default is
Disabled.
20/40MHz Coexist Select Enabled or Disabled to execute this function. The default is

Disabled.

RF Output Power

Select the transmitting power rate 100%, 70%, 50%, 35%, 15%.

AirLive N.MINI User’s Manual
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4.2.3 Security

Wireless Security Setup

4. Web Configuration

This page allows you setup the wireless secunty. Turmn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless netwark,

Select SSID:

Root 4P - NMINI 7|

Apply Changes |

Reset |

Encryption: WEAZ

Authentication Mode:

WPAZ Cipher Suite:
Pre-Shared Key Format: |P333phrase

Pre-Shared Key: IIIIII.IIII

C Enterprise (RADIUS) & Personal
(Fre-Shared Key)

I TikiP W AES

Security Mode

Select desired security type from the pull-down menu Disable,
WEP, WPA, WPA2 and WPA2-Mixed. The default setting is
Disable. It is strongly recommended to set up security mode
(WEP, WPA, WPA2 and WPA2-Mixed) to prevent any
unauthorized accessing.

Note:

WPA and WPAZ2 only support TKIP and AES as encryption
method. Shared Key only supports WEP as encryption
method. AUTO(Open/Shared) means AP can accept station
connect to it using OPEN-WEP or SHARED-WEP

WEP

Encryption:

802.1x
Authentication:

Authentication:  Open Systerm © Shared Key # Auto

Key Length: I&l—bit -I
Key Format: |Hex (10 charactess) j

Encryption Key: |**********

802.1x Authentication: Check the box to enable the 802.1x
authentication.
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Authentication: Select Open System, Shared Key or Auto.

Key Length: select key length 64-bit or 128-bit.

Key Format:
Hexadecimal (WEP 64-bit): 10 Hex characters (0~9, a~f).
Hexadecimal (WEP 128-bit): 26 Hex characters (0~9, a~f).
ASCII (WEP 64-bit): 5 ASCII characters (case-sensitive).
ASCII (WEP 128-bit): 13 ASCII characters (case-sensitive).

Encryption Key: Enter the key in the key setting field.

802.1x Authentication

Encryption:

802.1x
Authentication:

4

Authentication: @ Open System @ Shared Key & Auto

Key Length: 54 Bits ' 128 Bits

RADMUS Server IP Address: |

RADIUS Server Port: IIEIZ

RADMUS Server Passworid: |

Key Length: select key length 64 Bits or 128 Bits.

RADIUS Server IP Address: Enter the RADIUS Server’s IP
Address provided by your ISP.

RADIUS Server Port: Enter the RADIUS Server’s port number
provided by your ISP. The default is 1812.

RADIUS Server Password: Enter the password that the AP
shares with the RADIUS Server.

WPA/ WPA2/ WPA2-Mixed

Encryption:

) Erterprise (RADIUSY @ Personal

Authentication Mode: (Pre-Ghared Key)

WPA Cipher Suite: CTkiP M AES
WPA2 Cipher Suite: CTkiP M AES
Pre-Shared Key Format: | Passphrase j
Pre-Shared Key: Ii.........
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Personal (Pre-Shared Key)

Authentication Mode: Select Enterprise (RADIUS) or Personal
(Pre-Shared Key) mode.

WPA Cipher Suite: Here supported AES only.
WPAZ2 Cipher Suite: Here supported AES only.

Pre-Shared Key Format: There are two formats for choice to set
the Pre-shared key, Passphrase and Hex (64 characters). If Hex
is selected, users will have to enter a 64 characters string. For
easier configuration, the Passphrase (at least 8 characters)
format is recommended.

Pre-Shared Key : Pre-Shared Key serves as a password. Users
may key in 8 to 63 characters string if you selected passphrase.
Pre-shared key format to set the passwords or leave it blank, in
which the 802.1x Authentication will be activated.

Make sure the same password is used on client's end.
Enterprise (RADIUS)

Encryption: I WPA-Mixed 'I

Authentication @ Enterprise (RADIUS) © Personal (Pre-Shared
Mode: Key)

WPA Cipher Suite: [ TkIP W AES
WPAZ Cipher Suite: TP M AES

RADMUS Server IP Address: |

RADIUS Server Port: IIEIZ

RADIUS Server Password: |

RADIUS Server IP Address: Enter the RADIUS Server’s IP
Address provided by your ISP.

RADIUS Server Port: Enter the RADIUS Server’s port number
provided by your ISP. The default is 1812.

RADIUS Server Password: Enter the password that the AP
shares with the RADIUS Server.
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4.2.4 Access Control

Wireless Access Control

If you choose ‘Allowed Listed’, only those clients whose wireless MAC addresses are
in the access control list will be able to connect to your Access Foint. When Teny
Listed' is selected, these wireless clients on the list will not be able to connect the
Access Paint.

Wireless Access Control Mode: IDisable 'I

MAC Address: | Comment: |

Apply Changss | Reset |

Current Access Control List:

DeleeSelecied | Deleesll | Reset |

Wireless Access Select Allow Listed or Deny Listed form the pull-down menu to
Control Mode enable access control function. Default setting is Disabled.
MAC Address Enter the MAC address (12 characters) of a station that is allowed

to access this Wireless Router.

Comment You may enter up to 20 characters as a remark to the previous
MAC address.

Current Access This table displays you the station MAC information.
Control List

Delete Selected Click Delete Selected to delete items which are selected.
Delete All Click Delete All to delete all the items.

Reset Click Reset to rest.

4.2.5 WDS Settings

Wireless Distribution System uses wireless media to communicate with other APs, like the
Ethernet does. To do this, you must set these APs in the same channel and set MAC
address of other APs which you want to communicate with in the table and then enable the
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To use WDS function:
1. The APs must support WDS function.

2. To set the same SSID (Network name).

3. The channel must be set to the same on the APs.
4. To set the same Wireless MAC address (BSSID) on the APs.
5. To set same security (WEP or WPA) on the APs.

Note

To setup WDS must use the same wireless products (the same model will
be better); due to different wireless products might support different WDS
settings.

Thus, it is suggested that to use the same wireless products that support
WDS function.

WDS Settings

Wireless Distribution Systern uses wireless media to communicate with other AFs,
like the Ethernet does. To do this, you must set these AFs in the same channel and
set MAC address of other APs which you want to communicate with in the table and
then enable the WDS.

I Enable WDS
MAC |
Address:
Data
Rate:

Comment:|

Ly -

Apply Changes | Reset | SetSecurity | Show Swtistics |

Current WDS AP List:

DeleeSelecied | Deleesll | Reset |
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Step1. Users would like to set up the WDS function, please go to Wireless > Basic Settings
page to set up the Mode into WDS or AP+ WDS (Repeater) mode, and set the APs
into the same SSID (Network Name) and Channel Number(If set to WDS mode, the
SSID do not need to change). After setting up, please click Apply Changes button
to execute.

www.alrlive.com

N.-MINI 11b/g/n Mini-AP

[English =]  Apply
=
g Ch et Wireless Basic Settings
Ta=11=1
----- [ Basic Settings I
..... T Advanced metings This page is used to configure the parameters for wireless LAN clients which may
..... [ Security connect to your Access Point. Here you may change wireless encryption settings as
..... [ WDS Settings well as wireless netwoark parameters.
----- [ site Sumey
% \Sp“;igdule [ I Disable Wireless LAN Interface ]
-] TCRAP Settings Band: | 24 GHZ.(.EE+G+N).:J
-1 Management - —
_____ E Lugnugt Mode: AP - Multiple AF
----- [ Reboot Network Type: |"[g;asgugu.r§ B
SSID: fairlive

Channel Width: | 40kAHz -"l
Control Sideband: |L_J_p_p_e_r '-i

[Channel Number: 11 [
Broadcast SSID: |EnE_LbIe__d *']
WHMM: |'Emh|iad' ]

Step2. Then go back to Wireless > WDS Settings page to check Enable WDS box to
enable WDS function and then enter Wireless MAC address (please make sure the
BSSID of the other WDS supported AP) 12 characters to each other to make the
WDS connection. Please click Apply Changes button to execute.
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N.MINI 11b/g/n Mini-AP

----- [ Setup Wizard
i) Wireless

[Engiish =] | Appls

WDS Settings

----- [] Basic Settings
----- [ Advanced Settings ¥ Enable WDS ]
ﬂ Secyity YWireless Distribution System uses wireless media to communicate with other APs,
[ ----- D WDS Settings like the Ethernet does. To do this, you must set these APs in the same channel and
i )| G R Y set MAC address of other APs which you want to communicate with in the table and
..... [ wrs then enable the WDE.
B [ Schedule
= Idc;j’:gefn'j:tngs | MAC Address: [00aBa000007 |
..... D Logout Data Rate: Auto _j
..... [ Reboot Comment: R
ApplyChanges || Resst | SetSecuiy | _Show Statistics |
Current WDS AP List::
 MACAddress  TxRate (Mbps)  Commemt  Select
Dalste Selacted | Dislete Al | RaaEﬁl

Enable WDS Check the box to enable the WDS function.

MAC Address MAC Address: Enter the Wireless BSSID (MAC) 12 characters of
the other wireless AP that you want to connect with. To check
your wireless router's MAC address, please go to Status >
Wireless Configuration to find your BSSID (Wireless MAC
address.)

Wireless Configuration

Mode APHWDS

Band 2.4 GHz (B+G+M)

SSID LU-MINI

Channel Number ]
_Encryption Disabled (AP0, DisabledWWDS)
BSSID 00 Af 63 c1:4f:cO

Associated Clients 1

Data Rate Select the data rate form the pull-down list.

Comment Enter a description for the device.

Apply Changes After completing the settings on this page, click Apply changes
button to save the settings.
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Reset After completing the settings on this page, click Apply changes
button to save the settings.
Set Security Enable the WDS function and then click Set Security button to set
up the WDS security.
WDS Security Setup

This page allows you setup the wireless security for WDS. When enabled, you must
make sure each WDS device has adopted the same encryption algorithm and Key.

Encryption: MNone -
WEP Key Format: | ASCIL (5 characters) -]
WEP Key: |

Pre-Shared Key
Format:

Passphrase

Pre-Shared Key: |

Apply Changes | Reset |

Encryption: Select the encryption type None, WEP 64 bits, WEP
128 bits, and WPA2 from the pull-down menu.

WEP
WDS Security Setup

This page allows you setup the wireless security for YWDOS. When enabled, you must
make sure each WDS device has adopted the same encryption algorithm and key.

Encryption: WEF &dbits =
WEP Key Format: | ASCI (3 chararters) =
WEP Key: [reerx

Pre-Shared Key Iﬁ
Format: Passphrese

Pre-Shared Key: |

Apply Changes | Reset |

WEP Key Format: For WEP 64 bits and WEP 128 bits encryption
type, the selection of WEP Key Format are Hex and ASCII.

WEP Key: If select Hex if you are using hexadecimal numbers
(0-9, or A-F).

Select ASCII if you are using ASCII characters (case-sensitive).
Hexadecimal (WEP 64 bits): 10 Hex characters (0~9, a~f).
Hexadecimal (WEP 128 bits): 26 Hex characters (0~9, a~f).
ASCII (WEP 64 bits): 5 ASCII characters (case-sensitive).
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ASCII (WEP 128 bits): 13 ASCII characters (case-sensitive).
WPA2

WDS Security Setup

This page allows you setup the wireless security for WDS. YWhen enabled, you rmust
make sure each WDS device has adopted the same encryption algorithm and Key.

Encryption: WEAZ (AES) =

WEP Key Format: [ ASCIL(E characters) -]

WEP Key: =

Pre-Shared Key
Format:

Passphrase -

Pre-Shared Key: |

ApplyChangss | Reset |

Pre-Shared Key Format: The Pre-shared Key Format will be
enabled when WPA (TKIP) and WPA2 (AES) encryption be
selected. There are two formats for choice to set the Pre-shared
key, Passphrase and Hex (64 characters). If Hex is selected,
users will have to enter a 64 characters string. For easier
configuration, the Passphrase (at least 8 characters) format is
recommended.

Pre-Shared Key: Pre-Shared-Key serves as a password. Users
may key in 8 to 63 characters string to set the passwords or leave
it blank, in which the 802.1x Authentication will be activated.
Make sure the same password is used on client's end.

Show Statistics Click Show Statistics to show the current WDS AP table. This
table shows the MAC address, transmission packets and errors,
reception packets and Tx Rate (Mbps) counters for each
configured WDS AP.

WDS AP Table

This table shows the MAC address, transmission, receiption packet counters and
state information for each configured WWDS AP.

Eefiesh | Close |

Refresh: Click to renew the counters information.
Close: Click to leave the screen.

Current WDS AP List | Here shows the current WDS AP information.

Delete Selected Click Delete Selected to delete the selected AP information.
33
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Delete All Click Delete All to delete all the items.
Reset Click Reset to restore the settings.

4.2.6 Site Survey

Wireless Site Survey

This page provides tool to scan the wireless netwark. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

List of APs:

LU-301R LR T 4
00:4f.62: ff.c7: ed (B+G+) AP PWWRPADZ-PSK| T3
Airtdaxz 00:4fE2: 11:43:fc | 3 (B+G) AP PWWRAZ-PSK | 44
WL-54604P 00:4f62:2b:73:cf |11 (B+G)| AP fo 40
WL-5470PoE 00:4f62: d5:29:e1 | B (B+G) AP fo 28
Air3i 00:4f.62: d5:29:e2 | B (B+E) AR WA, 26

o AF Rl e b
Airlive2 00:4f.62:a4: be: bE (BHG+N) AP YWEP 24
Airlive 00:4£62:11:11:11 | 9 (B+E) AR WEP 20

Eefiesh Commect

Refresh

Check this button to renew all the listed access point.

Connect

Under the client mode and select a site that you would like to
communicate, and then click the Connect button to make a
connection.
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Wi-Fi Protected Setup

This page allows you to change the setting for YWPS (Wi-Fi Protected Setup). Using
this feature could let yvour wireless client automically syncronize its setting and
connect to the Access Point in a minute without any hassle.

I Disable WPS

ON @ Configured @ UnConfigured
Reset to UnConfigured |
Self-PIN Number: 45704793

Push Button Configuration: wtart PBC

Aprly Changes | Reset |

Current Key Info:

|Dpen

INane [

Client PIN Number: St PT |

Disable WPS Check the box to disable the WPS function, default setting is
enabled.
WPS Status Here shows the current status of the WPS function. Default

setting is Configured, click Reset to UnConfigured to
re-configured the WPS connection.

Self-PIN Number

Here shows the 8-digit numbers PIN code of the router itself.
Enter the Self-PIN Number to client (Registrar) end and click the
PIN button at the client end to make a WPS connection. It will
connect with the wireless router within two minutes and get IP
address.

Push Button
Configuration

Click Start PBC button (or press the physical WPS button on the
Wireless Router once), meanwhile, the client should also click the
PBC button simultaneously within 2 minutes.

Current Key Info

This table shows the security status of the Wireless Router. If user
would like to set up the security, please go to Wireless > Security.

Client PIN Number

Enter the client (Enrollee) PIN code into the blank field then click
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the Start PIN button to make a WPS connection with client. Then,

the wireless router will connect to client within 2 minutes and get
IP address.

4.2.8 Schedule

Wireless Schedule

This page allows you setup the wireless schedule rule. Please do not forget to
configure system time before enable this feature,

"l Enable Wireless Schedule

Days:
I~ Everyday

Time:
© 24 Hours

FSun Pvdon T Tue Bved 7 Thu T Fri 7 Sat

Fme|mj:|mj Tn|mji|mj

Apply Changes | Reset |

Enable Wireless
Schedule

Check the box to enable the schedule function. Set up the time to

schedule the wireless access rule. Select the day and time you
want to enable the wireless function.

AirLive N.MINI User’s Manual
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4.3 TCP/IP Settings
4.3.1 LAN Interface

LAN Interface Setup

This page is used to configure the parameters for local area netwark which connects
to the LAM port of your Access Point. Here you may change the setting for [P
addresss, subnet mask, DHCP, etc..

IP Address: |19'2.163.1.254

Subnet Mask: [255.255.255.0

Default Gateway: |CI.CI.[].IZI

DHCP: SErVEr  w

DHCP Client Range:  [192.168.1.100 = [152.168.1.200 Show Client
Static DHCP: Set Static DHCP |

Domain Name: [llnROubEI

802.1d Spanning Tree: |Disabled =
Clone MAC Address: [Wﬂ

Aprly Changes | Reset |

IP Address Shows the IP address of the Wireless Router. Default IP address
is 192.168.1.254 (Router/AP mode) or 192.168.1.253 (Client
Mode).

Subnet Mask The subnet mask of the Wireless Router (Default subnet mask is

255.255.255.0.)

Default Gateway Enter the Gateway |IP address here.

DHCP Disable: Select to disable this Wireless Router to distribute IP
addresses to connected clients.

Server: Select to enable this Wireless Router to distribute IP
Addresses (DHCP Server) to connected clients. And the following
field will be activated for you to enter the starting IP address.

DHCP Client Range | The starting address of this local IP network address pool. The

pool is a piece of continuous IP address segment, the device will

distribute IP addresses from 192.168.1.100 to 192.168.1.200 to

all the computers in the network that request IP addresses from
37
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DHCP server (Router). The end IP address maximum is 253.
Note:
If “Continuous IP address pool starts” is set at 192.168.1.1 and
the ““Number of IP address in pool end” is 253, the device will
distribute IP addresses from 192.168.1.100 to 192.168.1.253 to
all the computers in the network that request IP addresses from
DHCP server (Router).
Click Show Client button to show Active DHCP Client Table. The
table shows assigned IP address, MAC address and time expired
for each client.
Active DHCP Client Table
This table shows the assigned IP address, MAC address and time expired for each
DHCP leased client.
IPAddress  MACAddress  Time Expired(s)
[192.168.1.100 | 00:4f:69:c4:Ba:bd 857482
Fefiesh | Close |

Refresh: Click this button to refresh the table.
Close: Click this button to close the window.

Static DHCP Check the box to enable the Static DHCP function, default setting

is disabled.

When set to enabled, user can click Set Static DHCP button to set
the Static DHCP function.

Static DHCP Setup

This page allows you reserve IP addresses, and assign the same IP address to the network device with the specified
MAC address any time it requests an IP address. This is almost the same as when a device has a static |P address
except that the device must still request an IP address from the DHCP server.

¥ Enable
Static DHCP

IP Address:
MAC Address:
Comment:

Apply Changes | Reset |

Static DHCP List:

Delete Selected | | Delee 1 | Reset |

IP Address: Enter the fixed IP address that DHCP server
assigned to a certain connected station.

MAC Address: Enter the MAC address of a certain station, and
then the DHCP server will to distribute a fixed IP address to the

AirLive N.MINI User’s Manual
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station automatically once they connected.

Comment: You can enter a comment to description above IP
address or MAC address.

Apply Changes: After completing the settings on this page, click
Apply changes button to save the settings.

Reset: Click Reset to restore to default values.

Static DHCP List: Here shows the static IP address that have
been assigned according to the MAC address.

Delete Selected: Click Delete Selected to delete items which are
selected.

Delete All: Click Delete All button to delete all the items.
Reset: Click Reset button to rest.

Domain Name Enter the network area name here.
802.1d Spanning Select Disabled or Enabled form the pull-down list.
Tree

Clone MAC Address | Your ISP may require a particular MAC address in order for you to
connect to the Internet. This MAC address is the PC’s MAC
address that your ISP had originally connected your Internet
connection to. Type in the MAC address to replace the WAN MAC
address with the MAC address of that PC.
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4.3.2 WAN Interface

WAN Interface Setup

This page is used to configure the parameters for Internet netwark which connects to the YWAN
port of your Access Paint. Here you may change the access method to static IP, DHCFP,
PPPoE, PFTF or L2TF by click the item walue of WARN Access type.

WAN Access Type: DHCP Client 'I

Host Namie: |11nR-::-ute:c

MTU Size: 145 (1400-1492 bytes)

@ Attain DNS Automatically
 Set DNS Manually

DNS 1: |152.162.0.254
DNS 2: |162.95.1.1
DNS 3: |

Clone MAC Address: |r:m:r:ccmcm
W  Enable UPnP

M Enable IGMP Proxy

M Enable Ping Access on WAN

" Enable Web Server Access on WAN

M Enable IPsec pass through on VPN connection
M Enable PPTP pass through on VPN connection
M Enable L2TP pass through on VPN connection

Apply Changes | Reset

WAN Access Type DHCP Client

WAN Access Type: DHCF Client =

Host Name: |11nR01.11EI
MTU Size: 1452 (1400-1492 bytes)

If the DHCP Client connection be selected, the PC will obtain the
IP address automatically.
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Host Name: Enter the network area name in the column.

MTU Size: The most appropriate MTU (Maximum Transmission
Unit) namely the maximum packet size, the default value is 1492
for your application. Reducing the packet size can help
connecting to certain web sites or speeding up packet transfer
rate. If the incorrect packet size is entered, you may not be able to
open certain web sites.

Static IP

WAN Access Type:

IP Address: |192.163.0.19

Subnet Mask: [255.255.255.0

Default Gateway: |192.168.0.254

MTU Size: [0 | (1400-1500 bytes)
DNS 1: |192.168.0.254
DNS 2: |168.95.1.1
DNS 3: |

If the Static IP be selected, user have to set up the IP address,
subnet mask and default gateway according to the ISP (Internet
Service Provider) that provided the related information.

IP Address: Enter the WAN IP address provided by your ISP here.

Subnet Mask: Enter the subnet mask here. Default Gateway:
Enter the default gateway IP address provided by your ISP here.

MTU Size: The most appropriate MTU (Maximum Transmission
Unit) namely the maximum packet size. Reducing the packet size
can help connecting to certain web sites or speeding up packet
transfer rate. If the incorrect packet size is entered, you may not
be able to open certain web sites.

DNS 1: Enter the DNS server IP address(es) provided by your
ISP, or you can specify your own preferred DNS server IP
address(es).

DNS 2/ DNS 3: These servers are optional. You can enter another
DNS server’s IP address as a backup. DNS 2 and 3 servers will
be used when the DNS 1 server fails.
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PPPoE

WAN Access Type: FFFoE 'I

User Name: |12345678 @hinet net

Password: I TTITT

Service Name: |Hinet

Connection Type: |G0nﬂ'nu0u3 j Commect | Dizsconnect

Idle Time: 5 (1-1000 minutes)
MTU Size: 1452 (1360-1492 bytes)

C Attain DNS Automatically
@ Set DNS Manually

DNS 1: |152.168.0.254
DNS 2: |168.95.1.1
DNS 3: |

If the PPPoOE be selected, user has to set up the user name and
password according to the ISP that provided the related
information.

User Name: Enter the username that provide by your ISP
provider. Maximum input is 32 alphanumeric characters (case
sensitive).

Password: Enter the password that provide by your ISP provider.
Maximum input is 32 alphanumeric characters (case sensitive).

Service Name: Enter the Internet service provider name in the
column.

Connection Type: Select the connection type Continuous,
Connect on Demand or Manual from the pull-down menu. If
selected Manual user can click Connect button to make a
connection.

Idle Time: It represents that the device will idle after the minutes
you set. The time must be set between 1~1000 minutes. Default
value of idle time is 5 minutes. This function will be available when
the Connection Type is selected to Connect on Demand.

MTU Size: The most appropriate MTU (Maximum Transmission
Unit) namely the maximum packet size, the default value is 1452
for your application. Reducing the packet size can help
connecting to certain web sites or speeding up packet transfer
rate. If the incorrect packet size is entered, you may not be able to
open certain web sites.
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PPTP
WAN Access Type: FFIF -
IP Address: 172112
Subnet Mask: [255.255.255.0

Server IP Address: |1’.7"2.1.1.1

User Name: |

Passworil: |

Connection Type: |C0nti.11u0u$ j Commect | Disconnect

Idle Time: 5 (1-1000 minutes)
MTU Size: 14&0) (1400-1450 bytes)

"' Request MPPE Encryption [ Request MPPC Compression

If the PPTP be selected, user has to set up the server IP address,
user name and password according to the ISP that provided the
related information.

IP Address: Enter the WAN IP address provided by your ISP here.
Subnet Mask: Enter the subnet mask here.

Server IP Address: Enter the PPTP Server IP Address in this
column.

User Name: Maximum input is 20 alphanumeric characters (case
sensitive).

Password: Maximum input is 32 alphanumeric characters (case
sensitive).

Connection Type: Select the connection type Continuous,
Connect on Demand or Manual from the pull-down menu. If
selected Manual user can click Connect button to make a
connection.

Idle Time: It represents that the device will idle after the minutes
you set. The time must be set between 1~1000 minutes. Default
value of idle time is 5 minutes. This function will be available when
the Connection Type is selected to Connect on Demand.

MTU Size: The most appropriate MTU (Maximum Transmission
Unit) namely the maximum packet size, the default value is 1460
for your application. Reducing the packet size can help
connecting to certain web sites or speeding up packet transfer
rate. If the incorrect packet size is entered, you may not be able to
open certain web sites.
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L2TP

WAN Access Type: L2TP -

IP Address: 172112
Subnet Mask: [255.255.255.0
Server IP Address: |1’F"2.1.1.1

User Name: |

Passwori: |

Connection Type: | Comtinuons j ommect | Dizconmect

Idle Time: 5 (1-1000 minutes)

MTU Size: 1460 (1400-1460 bytes)

If the L2TP be selected, user has to set up the server IP address,
user name and password according to the ISP that provided the
related information.

IP Address: Enter the WAN IP address provided by your ISP here.
Subnet Mask: Enter the subnet mask here.

Server |IP Address: Enter the L2TP Server IP Address in this
column.

User Name: Maximum input is 20 alphanumeric characters (case
sensitive).

Password: Maximum input is 32 alphanumeric characters (case
sensitive).

Connection Type: Select the connection type Continuous,
Connect on Demand or Manual from the pull-down menu. If
selected Manual user can click Connect button to make a
connection.

Idle Time: It represents that the device will idle after the minutes
you set. The time must be set between 1~1000 minutes. Default
value of idle time is 5 minutes. This function will be available when
the Connection Type is selected to Connect on Demand.

MTU Size: The most appropriate MTU (Maximum Transmission
Unit) namely the maximum packet size, the default value is 1460
for your application. Reducing the packet size can help
connecting to certain web sites or speeding up packet transfer
rate. If the incorrect packet size is entered, you may not be able to
open certain web sites.

® Attain DNS
Automatically

Select to Attain DNS Automatically or select Set DNS Manually to
set the DNS server IP address at the following DNS  1~3
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® Set DNS Manually
® DNS 1
® DNS 2
® DNS3

columns. Default setting is Attain DNS Automatically.

Enter the DNS server IP address(es) provided by your ISP, or you
can specify your own preferred DNS server IP address(es).

DNS 2 server is optional. You can enter another DNS server’s IP
address as a backup. DNS 2 server will be used when the DNS 1
server fails.

Clone MAC address

Your ISP may require a particular MAC address in order for you to
connect to the Internet. This MAC address is the PC’s MAC
address that your ISP had originally connected your Internet
connection to. Type in this Clone MAC address in this section to
replace the WAN MAC address with the MAC address of that PC.

Enable uPNP... Check to enable the listed functions.

Apply Changes After completing the settings on this page, click Apply changes
button to save the settings.

Reset Click Reset to restore to default values.

4.4 Firewall

4.4.1 Port Filtering

Port Filter Settings

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing ar restricting your local network.

¥ Enable Port Filtering

Port Range: | -| Protocol: |B-;:rﬂ1 'I Comment:

tipply Changes | Reset |

Current Filter Table:

Delee Seleried | Deleeall | Resen |
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Enable Port Filtering

Check to enable Port Filtering function.

Port Range Enter the beginning of the range of port numbers used by the
service. If the service uses a single port number, enter it in both
the start and finish fields.

Protocol Select the protocol (TCP, UDP or Both) used to the remote
system or service.

Comment You may key in a description MAC address.

Apply Changes After completing the settings on this page, click Apply Changes
button to save the settings.

Reset Click Reset button to restore to default values.

Current Filter Table

Shows the current Port Forwarding information.

Delete Selected

Click Delete Selected button to delete items which are selected.

Delete All

Click Delete All button to delete all the items.

Reset

Click Reset button to rest.

4.4.2 IP Filtering

IP Filtering

Entries in this table are used to restrict certain types of data packets from vour local
network to Internet through the Gateway. UUse of such filters can be helpful in
securing ar restricting your local netwark,

I Enable IP Filtering

Loal IP Address: | Protocol: |E-::rﬂ1 vl Comment: |

Apply Changes |

Reset |

Current Filter Table:

Delete Selected |

Delee all | Reset |

Enable IP Filtering

Check to enable IP filtering function.
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Local IP Address Enter the local computer’s IP address.
Protocol Select the protocol (TCP, UDP or Both) used to the remote
system or service.
Comment You may key in a description for the port range.
Apply Changes After completing the settings on this page, click Apply Changes
button to save the settings.
Reset Click Reset button to restore to default values.

Current Filter Table Shows the current IP filter information.

Delete Selected Click Delete Selected button to delete items which are selected.
Delete All Click Delete All button to delete all the items.
Reset Click Reset button to rest.

4.4.3 MAC Filtering

MAC Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network,

Il Enable MAC Filtering
MAC Address: | Comment:

Apply Changes | Reset |

Current Filter Table:

Delete Seleced | Delewall | Reset |

Enable MAC Filtering | Check to enable MAC filtering function.

MAC Address Enter the client MAC address in the field.
Comment You may key in a description MAC address.
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Apply Changes After completing the settings on this page, click Apply Changes
button to save the settings.
Reset Click Reset button to restore to default values.

Current Filter Table Shows the current MAC filter information.

Delete Selected Click Delete Selected button to delete items which are selected.
Delete All Click Delete All button to delete all the items.
Reset Click Reset button to rest.

4.4.4 Port Forwarding

Enable Port Forwarding

Entries in this table allow you to automatically redirect cammaon network services to a specific
machine behind the MAT firewall. These settings are anly necessary if you wish to host some
sort of server like a web server or mail server on the private local network behind your
Gateway's NAT fireveall,

" Enable Port Forwarding

IP A{I{Iress:l Protocol: |Eo+h 'l Port Range: |_- |_
Comment: |

Apply Changes | Reset |

Current Port
Forwarding Table:

Delete Selorted | Deleesll | Reset |

Enable Port Forwarding | Check to enable Port Forwarding function.

IP Address Enter the IP address in the field.

Protocol Select the protocol (TCP, UDP or Both) used to the remote
system or service.

Port Range For TCP and UDP Services, enter the beginning of the range
of port numbers used by the service. If the service uses a
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single port number, enter it in both the start and finish fields.
Comment You may key in a description MAC address.
Apply Changes After completing the settings on this page, click Apply
Changes button to save the settings.
Reset Click Reset button to restore to default values.

Current Port Forwarding | Shows the current Port Forwarding information.
Table

Delete Selected Click Delete Selected button to delete items which are
selected.

Delete All Click Delete All button to delete all the items.

Reset Click Reset button to rest.

4.4.5 URL Filtering

URL Filtering

LIRL filter is used to deny LAN users fram accessing the internet. Block those LIEL=
which cantain keywords listed below.

"' Enable URL Filtering
URL Address: |

Apply Changes | Reset |

Current Filter Table:

Delete Selected | Deleeall | Reset |

Enable URL Filtering | Check to enable URL filtering function.

URL Address Enter the URL address in the field

Apply Changes After completing the settings on this page, click Apply Changes
button to save the settings.
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Reset

Click Reset button to restore to default values.

Current Filter Table

Shows the current URL address filter information.

Delete Selected

Click Delete All button to delete all the items.

Reset

Click Reset button to rest.

4.4.6 DMZ

DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains
devices accessible to Intemet trafic, such as YWeb (HTTF ) servers, FTP servers,
SMTF (e-mail) servers and DNS servers,

I Enable DMZ
DMZ Host IP h(l(lress:l

Apply Changes | Reset |

Enable DMZ

Check the box to enable DMZ function. If the DMZ Host Function
is enabled, it means that you set up DMZ host at a particular
computer to be exposed to the Internet so that some
applications/software, especially Internet / online game can have
two way connections.

DMZ Host IP Address

Enter the IP address of a particular host in your LAN which will
receive all the packets originally going to the WAN port/Public IP
address above.

Note

You need to give your LAN PC clients a fixed/static IP address for
DMZ to work properly.

Apply Changes After completing the settings on this page, click Apply Changes
button to save the settings.
Reset Click Reset button to restore to default values
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44,7 VLAN

VLAN Settings

Entries in below table are used to config vlan settings. %LAMs are created to provide the
segmentation services traditionally provided by routers. %LAMs address issues such as
scalability, security, and netwoark management.

[ Enable VLAN

r Wireless Primary AP LAM r |1 ID *I v
r Wirual AP1 LA r |1 ID *I ¥
r Wirtual AP2 LA r |1 ID vI ~
r YWirtual AP3 LA r |1 ID 'I V¥
r Yirtual AP4 LA r |1 ID *I ~
r Ethernet Forth WA r |1 IO *I ¥
Apply Changes | Reset |
Enable VLAN VLAN(Virtual Local Area Network) refers to a group of logically

networked devices on one or more LANs that are configured so
that they can communicate as if they were attached to the same
wire, when in fact they are located on different LAN segments.
Because VLANs are based on logical instead of physical
connections, it is very flexible for user/host management.

Enable this function to setup the virtual local area network.
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4.5 QoS

Use this section to configure QoS. The QoS settings improve your online gaming
experience by ensuring that your game traffic is prioritized over other network traffic, such
as FTP or Web.

Qos Setup

Entries in this table improve your online gaming experience by ensuring that your game traffic
is prioritized over other network traffic, such as FTF or Web.

" Enable QoS
¥ Automatic Uplink Speed

Manual Uplink Speed (Kbps): |512

T Automatic Downlink Speed

Manual Downlink Speed {Khps): ID

oS Rule Setting:
Address Type: &P ©MAC

Local IP Adidress: | = I

MAC Address: I—

Mode: | Guaranteed minirmm bandwidth ]
Uplink Bandwidth {Kbps): I—

Downlink Bandwidth {Kbps): I—

Comment: I—

Aprly Changes | Reset |

Current
o5 Rules
Table:

Delere Selected | Delewall | Reset |
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Enable QoS This function improves online gaming experience by ensuring that
game traffic is prioritized over other network traffic, such as FTP
or Web.
Automatic Check the box to enable the automatic uplink/ download speed

Uplink/Download
Speed

function.

Manual
Uplink/Download
Speed

You can manually enter the uplink/ download transmission
rate in the blank field.

Address Type

Select IP or MAC address type.

Local IP address
MAC address

Depend on the address type that selected, user can enter the IP
address or MAC address of client to set up the bandwidth of the
transmission.

Mode

Select Guaranteed minimum bandwidth or Restricted maximum
bandwidth modes.

Uplink Bandwidth
(Kbps)

Enter the Uplink Bandwidth (Kbps) in the column.

Downlink Bandwidth
(Kbps)

Enter the Downlink Bandwidth (Kbps) in the column.

Comment

Enter the note for the setting.
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Routing Setup

This page is used to setup dynamic routing protocol or edit static route entry.

I Enable Dynamic Route

NAT: & Enahled € Disabled
Transmit: & Dizabled TRIP1 TRIP2
Receive: & Dizabled TRIP1 TRIP2

Apply Changes | Reset |

" Enable Static Route
IP Address:

Subnet Mask:

"

Gateway:
Metric:
Interface:

Apply Changes | Reset | Show Route Table

Static Route
Table:

DeleeSelecied | Deleesll | Reset |

Enable Dynamic Dynamic routing performs the same function as static routing
Route except it is steadier. Dynamic routing allows routing tables in
routers to change as the possible routes change. There are
several protocols used to support dynamic routing including RIP
and OSPF.

NAT Network Address Translation (NAT) selects to enable or disable
this function.

Transmit Select to enable or disable RIP protocol for transmit.
Receive Select to enable or disable RIP protocol for receive.
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Enable Static Route | If you connect several routers with this Wireless Router, you
may need to set up a predefined routing rule to have more
effective network topology/traffic, this is called static route
between those routers and the Wireless Router.

To set static routers, enter the settings including route IP address,
route mask, route gateway and the route Interface from LAN or

WAN.

IP Address Set up the IP address that would like to send the packets pass
through.

Subnet Mask Set up the Subnet Mask that would like to send the packets pass
through.

Gateway Set up the gateway that would like to send the packets pass
through.

Metric It is used by a router to make routing decisions.

The metrics used by a router to make routing decisions. It is
typically one of many fields in a routing table. Router metrics can
contain any number of values that help the router determine the
best route among multiple routes to a destination. A router metric
typically based on information like path length, bandwidth, load,
hop count, path cost, delay, Maximum Transmission Unit (MTU),
reliability and communications cost.

Interface Select the interface of the setting path.

4.7 Management

4.7.1 Status
This page shows the current Wireless Router settings information.
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Access Point Status

This page shows the current status and some basic settings of the
device.

Uptime Oday0h5Sm29s
Firmware Version v 1.11.00.72_ b1

Build Time Jul 9 14:00:50 CST 2010
Wireless Configuration

Mode AP+WDS

Band 2.4 GHz (BE+G+N)

SSID LIT-MINI

Channel Numhber ]

Encryption Disabled(AP), DisabledWDS)
BSSID 00:4169:c1:4f:c0
Associated Clients 1

WAN Configuration

Attain IP Protocol PPPoE Disconnected

IP Address 0000

Subnet Mask 0.00.0

Default Gateway 0.0.0.0

MAC Adidress 00:4f:59:c1:4f.ch

4.7.2 Statistics

This page shows the packet counters for transmission and reception regarding to wireless
and Ethernet networks.

Statistics

This page shows the packet counters far transmission and reception regarding to
wireless and Ethernet networks.

_ |Sent Packets 19127
Wireless LAN
|F;'ecea'ved Packets |1 20095
|5‘ent Fackets |285
Ethernet WAN
|Hece."ved FPackets |EI
Eefresh
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4.7.3 Dynamic DNS

Dynamic DNS Setting

Dynamic DNS is a service, that provides you with a valid, unchanging, internet domain
name (an UREL) to go with that (possibly everchanging) [P-address.

¥ Enable DDNS

Service Provider : | DynDRS =

Domain Name : |1udwig]jn.selﬂp.org

User Name/Email: |1udwig]jntw
Password/Key: |l....l..l..l

Mate:
For 120, vou can have a 30 days free tnal here or manage your 120 account in control pane!
For DipnlN S, you can create your DynDNS account here

Apply change | Resst |

Enable DDNS Check to enable the DDNS function.

Service Provider Select the desired DDNS Service Provider DynDNS or TZO from
the pull-down list.

Domain Name Here shows the domain name of the service provider.

User Name/Email Enter your email that you registered in service provider website.

(You can refer to below Note information to apply a account form
the service provider website.)

Password/Key Enter your passwords that you registered in service provider
website. Maximum input is 30 alphanumeric characters (case
sensitive).

Apply Changes After completing the settings on this page, click Apply Changes
button to save the settings.

Reset Click Reset button to restore to default values.
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4.7.4 Time Zone Setting

Time Zone Setting

You can maintain the system time by synchronizing with a public time server over the

Internet.

Current Time : Yij2010 Mon (7 Day|3 Hrfl5 Mn|9 Sec|4
Copy Computer Tirme |

Time Zone Select: | (GMT+08:00)Taipei -

"' Enable NTP client update
T Automatically Adjust Daylight Saving
NTP server : @ |192.5.41.41 - Morth America ]
O] (Manual IP Setting)

Aply change | Resst | Refiesh |

Current Time Enter the current time of this wireless router or click the Copy
Computer Time button to synchronize the time with the connected
computer automatically.

Time Zone Select Select the local time zone from the pull-down menu.
Enable NTP client Check to enable NTP (Network Time Protocol Server) client
update update function.

Automatically Adjust | Check the box to enable this function.
Daylight Saving

NTP server Manual You may choose to select NTP server from the pull-down menu or
IP Setting enter an |IP address of a specific server manually.

Apply Changes After completing the settings on this page, click Apply Changes
button to save current settings.

Refresh Click Refresh button to renew current time.

AirLive N.MINI User’s Manual 58



—>
Air Live

4.7.5 Denial of Service

Denial of Service

4. Web Configuration

A denial-ofserice (DoS) attack is characterized by an explicit atternpt by hackers to prevent
legitimate users of a service from using that semvice.

" Enable DoS Prevention

-

B A AN AN NN REDEMD

Whole System Flood: SYN
Whole System Flood: FIN
Whole System Flood: UDP
Whole System Flood: ICMP
Per-Source IP Flood: SYN
Per-Source IP Flood: FIN
Per-Source IP Flood: UDP
Per-Source IP Flood: ICMP
TCP/UDP PortScan

ICMP Smurf

IP Land

IP Spoof

IP TearDrop

PingUfDeath

TCP Scan

TCP SynWithData

UDFP Bomb

UDP EchoChargen

Selert AIL | Clear A1L

I[]i Packets/Second
I[]— Packets/Second
Ili]_ Packets/Second
I[]— Packets/Second

|[]_ Packets/Second
ICI— Packets/Second
I[]i Packets/Second
I[]— Packets/Second
[Lov -]

Lo o] Sensitivity

" Enable Source IP Blocking |D Block time (sec)
Apply Changes |
Enable DoS DoS (Denial of Service) attacks can flood your Internet connection
Prevention with invalid packets and connection requests, using so much

bandwidth and so many resources that Internet access becomes
unavailable. The Wireless Router incorporates protection against
DoS attacks. This screen allows you to configure DoS protection.
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Check the box to enable the DoS settings.
Select All After you enabled the DoS prevention, you can click to select all
DoS preventions.
Clear All After you enabled the DoS prevention, you can click to uncheck
all DoS preventions.
Apply Changes After completing the settings on this page, click Apply Changes
button to
save current settings.
4.7.6 Logs
System Log

This page can be used to set remote log server and show the system log.

M Enable Log
M system all ™ Wireless I DosS

" Enable Remote Log Log Server IP Address: |

Apply Changes |

Befiesh Clear
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Enable Log Check to enable logging function.
System all Activates all logging functions.
Wireless Only logs related to the wireless LAN will be recorded.
DoS Only logs related to the DoS protection will be recorded.

Enable Remote Log

Only logs related to the Remote control will be recorded.

Log Server IP Only logs related to the server will be recorded.

address

Apply Changes After completing the settings on this page, click Apply Changes
button to save current settings.

Refresh Click Refresh button to renew the logs.

Clear Click Clear button to delete the logs.

4.7.7 Upgrade Firmware

Upgrade Firmware

This page allows you upgrade the Access Point firrmware to new version. Please
note, do not power off the device during the upload because it may crash the

systerm.

Firmware Yersion:

wi1.11.0.0.1e_b1

Select File: Browse. .
Upload |  Reset |
Select File Click the Browse button to find and open the firmware file (the
browser will display to correct file path.)
Upload Click the Upload button to perform.
Reset Click Reset button to restore to default values.
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4.7.8 Save /Reload Settings

Save/Reload Settings

This page allows you save current settings to a file or reload the
settings from the file which was saved previously. Besides, you
could reset the current configuration to factory default.

Save Settings to File: SANE,.,

Load Settings from |
File:

Reset Settings to
Default: ﬂl

Brnwse._l Uploedl

Save Settings to File | Click the Save button to save the current settings file in the PC.

Load Settings form Click the Browse button to find and open the previous saved file

File (the browser will display to correct file path.) Then, click Upload
button to upload the previous file.

Reset Settings to Click Reset button to set the device back to default settings.
Default

4.7.9 Password

Password Setup

This page is used to set the account to access the web server of Access Paint.
Empty user name and password will disable the protection.

User Name: |

New Password: |

Confirmed Password: |

bpply Changes | Reset |
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User Name Key in a new login user name in the blank field. User can empty
the user name and password columns to disable the access.

New Password Maximum input is 30 alphanumeric characters (case sensitive.)

Confirmed Password | Key in the password again to confirm.

4.8 Log out

Click the Logout button to leave the web configuration page.
Logout

This page is used to logout

Do youwantto logout

Apply change |
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5 PC Configuration

5.1 Overview

For each PC, the following may need to be configured:
® TCP/IP network settings

® Internet Access configuration

® \Wireless configuration

5.2 Windows Clients

® This section describes how to configure Windows clients for Internet access via the
Wireless Router.

® The first step is to check the PC's TCP/IP settings.

® The Wireless Router uses the TCP/IP network protocol for all functions, so it is
essential that the TCP/IP protocol be installed and configured on each PC.

5.2.1 TCP/IP Settings — Overview

If using default Wireless Router settings, and default Windows TCP/IP settings, no changes
need to be made.

® By default, the Wireless Router will act as a DHCP Server, automatically providing a
suitable IP address (and related information) to each PC when the PC boots.

® For all non-Server versions of Windows, the default TCP/IP setting is to act as a DHCP
client.

If using a Fixed (specified) IP address, the following changes are required:
® The Gateway must be set to the IP address of the Wireless Router.
® The DNS should be set to the address provided by your ISP.

5.2.2 Checking TCP/IP Settings - Windows 2000
1. Select Control Panel - Network and Dial-up Connection.

2. Right - click the Local Area Connection icon and select Properties. You should see a
screen like the following:
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Local &rea Connection Properties EHE
General ]

Connect using
| B¥ SHMCEZ Card 10700 [SMCT1211TH])

Components checked are used by this connection:

[+ .'E Chent for Miciozoft Metwaorks
T ot File and Printer Shamg 3
g Iriternet Protocal [TCF AR

soft Mabworks

Irtall,.. nirztall Proparties

— Dezcripbion
Transmizzion Control Protocol/ nternet Protocol. The default

wide ares netwark protocol that pravides commumcatian
across diverse nterconnected networks.

[ Show ican in taskbar when connecied

oK, | Cancel |

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. You should then see a screen like the following.

Internet Protocol {TOP/IP) Properties

Generd |

YVou can get |P zettngs assigred sutomatically if your network. supports
thiz capabiity, Othenyize, vou need bo ask wour netvsork admimizirator foe
the appropnate [P settings.

< :‘ Dbtar an IF addiess automaticaly b

IF address; I

Subnet mask I

[efansk gateway |

+ [Obtain DS server addiess sutomatical
T Lsze : ey

Freferred DS zenver, I

Altemate DNE server I

O, | T |

Ensure your TCP/IP settings are correct, as described below.
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Using DHCP

5. PC Configuration

® To use DHCP, select the radio button Obtain an IP Address automatically. This is the
default Windows setting. Using this is recommended. By default, the Wireless Router
will act as a DHCP Server.

® Restart your PC to ensure it obtains an IP Address from the Wireless Router.

Using a fixed IP Address ("Use the following IP Address") If your PC is already configured,
check with your network administrator before making the following changes.

® Enter the Wireless Router 's IP address in the Default gateway field and click OK. (Your
LAN administrator can advise you of the IP Address they assigned to the Wireless

Router.)

® |f the DNS Server fields are empty, select Use the following DNS server addresses, and enters
the DNS address or addresses provided by your ISP, then click OK.

5.2.3 Checking TCP/IP Settings - Windows XP
1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. You should see a screen

like the following:

-+ Local Area Connection Properties

Gereral | Authentication Advanced|

Connect using

B8 D-Link DFE-530T PCI Fast Ethernet Adapher rev.B]

T his conriection wses the follavwmg Rems:

v L—j Chent for M icrosoft Netw-:urks

[rezcriphan

Tranzmiszion Contnol Protocold/| nterret Protocol. The default
wide area network profocol that provides commurication
across diverse nterconnected networks.

[ 5how icon in notification area when connected

[ 0K ”_ Carcel J

3. Select the TCP/IP protocol for your network card.

4. Click on the Properties button. You should then see a screen like the following.
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Internet Protocol (TCPAIP) Properties

Genetd | Alesnate Conhiguration

ou can get [P settings assigned automaticalk if pour network suppoits
thiz capabiity, Dthenwize, you need to azk your rebwork admristrator for
lhe appeopaiate IP s2ltings.

(=) i0btain an |F address sutomahcaly

< () Optain DMS zerver address aut::umaticalD
) Use it

[ ok ]| Ccancel |

5. Ensure your TCP/IP settings are correct.

Using DHCP

5. PC Configuration

To use DHCP, select the radio button Obtain an IP Address automatically. This is the
default Windows setting. Using this is recommended. By default, the Wireless Router
will act as a DHCP Server.

Restart your PC to ensure it obtains an IP address from the Wireless Router.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the

following changes.

In the Default gateway field, enter the Wireless Router’s IP address and click OK. Your
LAN administrator can advise you of the IP Address they assigned to the Wireless

Router.

If the DNS Server fields are empty, select Use the following DNS server addresses,
and enters the DNS address or addresses provided by your ISP, then click OK.
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5.2.4 Checking TCP/IP Settings - Windows Vista

1.

5. PC Configuration

Go to Start > Control Panel> Network and Internet> Network and Sharing Center>
Manage Network Connections> Local Area Connection.

Right click the Local Area Connection icon and choose Properties. You should see a
screen like the following:

[ Metwarking

Connect using:
&¥ 55 900-Based PCI Fast Bthemet Adapter

=

i Configure...

This connection uses the following ftems:

] ""' Cliert for Microsoft Metworks

v Eaus Packet Scheduler

¥ J= Fie snd Printer Shaning for Microsoft Networks
-4 Fealtce FEIF‘rut 'i"'.I'L.n"'.N L.hlt:,' F'rnt:u:::ul Diver

b hanet Pmtml Version 4{TCFﬂPr4;:
™ = mpper L0 Driver
W i hrﬁc-i.a}ra' Topalogy Uscm'ety Responder

Install... _ Upinstall .’

Dazcription

Transmizsion Corfrod Profocol/intemet Profocal. The defzult
wide area network profocal that provides communication
acrass diverse intercannected nedworks.

8 I'<ZI I.'.<

. B anaI-AreaCnﬂnacfion{Pmpertgﬁ ]El

-
|

oK | Canical

’l

3. Select the Internet Protocol Version 4(TCP/IPv4) or 6 (TCP/IPv6) for your network card.
4. Click on the Properties button. You should then see a screen like the following.
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TIntemnet Protocol Version 4 (TCP/IPw) Properties 7

General | Allsrnate Configuration

You can get IP sattings assigned autormatically if vour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

@ Obtain an P address automatcally;

(@ Obtain DNS server address automatically

"1 Use the following DS server addresses:

5. Ensure your TCP/IP settings are correct.
Using DHCP

® To use DHCP, select Obtain an IP address automatically and Obtain DNS server
address automatically. This is the default Windows setting. Using this is recommended.
By default, the Wireless Router will act as a DHCP Server.

® Restart your PC to ensure it obtains an |IP address from the Wireless Router.
Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the
following changes.

® In the Default gateway field, enter the Wireless Router 's |IP address. Your LAN
administrator can advise you of the IP address they assigned to the Wireless Router.

® [f the DNS Server fields are empty, select Use the following DNS server addresses,
and enters the DNS address or addresses provided by your ISP, then click OK.

5.2.5 Checking TCP/IP Settings - Windows 7

1. Go to Start > Control Panel> Network and Sharing Center> Manage Network
Connections> Local Area Connection.

2. Right click the Local Area Connection icon and choose Properties. You should see a
screen like the following:
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[ Networking

Connect using:
¥ 55 900-Based PCI Fast Ethemet Adapter |

This connection uses the following tems:

vl 1% Client for Microsoft Metworks

% Qa3 Packet Scheduler

% File and Printer Sharing for Microsoft Networks
b i Fealtke FIIIPn:ﬂt WL-!'.N U;I|'F'f F'rutuml Driver

W Lirie-Lapyer Tapn&cgy Dsmueqf Responder

) [ wen G )

o .
ey ———

Transméssion Control Protocol/ntemet Protocol. The default
wide anea network protocal that pravides communication
aCmes divense interconnecied networks.

o) Lo )

3. Select the Internet Protocol Version 4(TCP/IPv4) or 6 (TCP/IPv6) for your network card.
4. Click on the Properties button. You should then see a screen like the following.

i Intemet Protocol Version & (TCR/IP) pmma @

' General | Altemate Configuration

You can get IP sattings assigned autormatically if vour network supports
this capability. Otherwise, you need to ask vour network administrator

for the apprapriate [P settings.

@ Obtain DNS server address automatically

(71 Use the folowing DNS server addresses:

o) (oo )
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Using DHCP

® To use DHCP, select Obtain an IP address automatically and Obtain DNS server
address automatically. This is the default Windows setting. Using this is recommended.
By default, the Wireless Router will act as a DHCP Server.

® Restart your PC to ensure it obtains an IP address from the Wireless Router.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the
following changes.

® In the Default gateway field, enter the Wireless Router 's |IP address. Your LAN
administrator can advise you of the IP address they assigned to the Wireless Router.

® [f the DNS Server fields are empty, select Use the following DNS server addresses,
and enters the DNS address or addresses provided by your ISP, then click OK.

5.2.6 Internet Access
To configure your PCs to use the Wireless Router for Internet access:

® Ensure that the ADSL modem, DSL modem, Cable modem, or other permanent
connection is functional.

® Use the following procedure to configure your Browser to access the Internet via the
LAN, rather than by a Dial-up connection.

For Windows 2000
1. Select Start menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select "l want to set up my Internet connection manually, or | want to connect through a
local area network (LAN)" and click Next.

4. Select "l connect through a local area network (LAN)" and click Next.

5. Ensure all of the boxes on the following Local area network Internet Configuration
screen are unchecked.

6. Check the "No" option when prompted "Do you want to set up an Internet mail account
now?"

7. Click Finish to close the Internet Connection Wizard. Setup is now completed.

For Windows XP

1. Select Start menu >Control Panel > Network and Internet Connections.
2. Select Set up or change your Internet Connection.

3. Select the Connection tab, and click the Setup button.

4. Cancel the pop-up "Location Information" screen.
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5. PC Configuration

Click Next on the "New Connection Wizard" screen.
Select "Connect to the Internet" and click Next.

For Windows Vista

1.

o kDb

Select Start menu > Control Panel > Network and Internet> Network and Sharing
Center.

Select Set up a connection or network.
Select Connect to the Internet and click Next to continue.
Select Broadband (PPPoE).

Enter User name and Password that provided by the ISP, then click Connect to make a
connection.

For Windows 7

1.

o kDN

Select Start menu > Control Panel > Network Sharing Center.
Select Set up a new connection or network.

Select Connect to the Internet and click Next to continue.
Select Broadband (PPPoE).

Enter User name and Password that provided by the ISP, then click Connect to make a
connection.

Accessing AOL

To access AOL (America On Line) through the Wireless Router, the AOL for Windows
software must be configured to use TCP/IP network access, rather than a dial-up
connection. The configuration process is as follows:

1.

AirLive N.MINI User’s Manual

Start the AOL for Windows communication software. Ensure that it is Version 2.5, 3.0 or
later. This procedure will not work with earlier versions.

Click the Setup button.

Select Create Location, and change the location name from "New Locality" to "
Wireless Router ".

Click Edit Location. Select TCP/IP for the Network field. (Leave the Phone Number
blank.)

Click Save, then OK.
Configuration is now complete.

Before clicking "Sign On", always ensure that you are using the " Wireless Router "
location.
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5.2.7 Macintosh Clients

From your Macintosh, you can access the Internet via the Wireless Router. The procedure
is as follow

1. Open the TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field
can be left blank.

4. Close the TCP/IP panel, saving your settings.

Note

If using manually assigned IP addresses instead of DHCP, the required changes are:
® Set the Router Address field to the Wireless Router 's IP Address.

® Ensure your DNS settings are correct.

5.2.8 Linux Clients

To access the Internet via the Wireless Router, it is only necessary to set the Wireless
Router as the "Gateway".

Ensure you are logged in as "root" before attempting any changes.
Fixed IP Address

By default, most Unix installations use a fixed IP Address. If you wish to continue using a
fixed IP Address, make the following changes to your configuration.

® Set your "Default Gateway" to the IP Address of the Wireless Router.

® Ensure your DNS (Domain Name server) settings are correct.

To act as a DHCP Client (Recommended)

The procedure below may vary according to your version of Linux and X -windows shell.
Start your X Windows client.

Select Control Panel — Network.

Select the "Interface" entry for your Network card. Normally, this will be called "ethQ".
Click the Edit button, set the "protocol" to "DHCP", and save this data.

To apply your changes:

Use the "Deactivate" and "Activate" buttons, if available.

e &6 0~ WM =

OR, restart your system.
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5.2.9 Other Unix Systems
To access the Internet via the Wireless Router:

® Ensure the "Gateway" field for your network card is set to the IP Address of the
Wireless Router.

® Ensure your DNS (Name Server) settings are correct.

5.2.10 Wireless Station Configuration

® This section applies to all wireless stations wishing to use the Wireless Router 's
access point, regardless of the operating system that is used on the client.

® To use the Wireless Router, each wireless station must have compatible settings, as

following:

Mode The mode must be set to Infrastructure.

SSID (ESSID) The network name must match the value used on the Wireless
Router.

Note
The SSID is case- sensitive.

Disable If there is no security is enabled on the Wireless Router, the
security of each station should be disabled as well. And, you can
connect the Wireless Router without security, but it is NOT
recommended.

WEP By default, WEP on the Wireless Router is disabled.
® |f WEP remains disabled on the Wireless Router, all stations

must have WEP disabled.
® |f WEP is enabled on the Wireless Router, each station must
use the same settings as the Wireless Router.

WPA RADIUS Server: RADIUS is an authentication, authorization and

WPA2 accounting client-server protocol. The client is a Network Access

. Server that desires to authenticate its links. The server is a server

WPA-Mixed that has access to a user database with authentication

802.1x information. Each station must set up the RADIUS Server’s IP
address, port and passwords that provided by your ISP.

Note

By default, the Wireless Router will allow 802.11b, 802.11g and 802.11n connections.
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Appendix A: Troubleshooting

Appendix A:
Troubleshooting

This chapter covers some common problems that may be encountered while using the
Wireless Router and some possible solutions to them. If you follow the suggested steps
and the Wireless Router still does not function properly, contact your dealer for further

advice.

General Problems

Problem 1:

Can't connect to the Wireless Router to configure it.

Solution 1:

Check the following:

® Check the Wireless Router is properly installed, LAN
connections are OK, and it is powered ON.

® Ensure that your PC and the Wireless Router are on the
same network segment.

® |[f your PC is set to "Obtain an IP Address automatically"
(DHCP client), please restart it.

® |[f your PC uses a Fixed (Static) IP address, ensure that it is
using an IP Addresswithin the range 192.168.1.1 to
192.168.1.252 and thus compatible with the Wireless
Router's default IP Address. About the Router’s default
settings, please refer to 3.3 Default Settings in this manual.

Also, the Network Mask should be set to 255.255.255.0 to match
the Wireless Router.

In Windows, you can check these settings by using Control
Panel-Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1:

When | enter a URL or IP address | get a time out error.

Solution 1:

A number of things could be causing this. Try the following
troubleshooting steps.

® Check if other PCs work. If they do, ensure that your PCs IP
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settings are correct. If using a Fixed (Static) IP Address,
check the Network Mask, Default gateway and DNS as well
as the IP Address.

® |If the PCs are configured correctly, but still not working,
check the Wireless Router. Ensure that it is connected and
ON. Connect to it and check its settings. (If you can't connect
to it, check the LAN and power connections.)

® |f the Wireless Router is configured correctly, check your
Internet connection (DSL/Cable modem etc) to see that it is
working correctly.

Problem 2: Some applications do not run properly when using the Wireless
Router.
Solution 2: The Wireless Router processes the data passing through it, so it

is not transparent.

Use the Content Filter Settings feature to allow the use of Internet

applications, which do not function correctly.

If this does solve the problem you can use the DMZ function. This

should work with almost every application, but:

® |tis a security risk, since the firewall is disabled.

® Only one (1) PC can use this feature.

Wireless Access

Problem 1:

My PC can't locate the Wireless Router.

Solution 1:

Check the following:

® Your PC is set to Infrastructure Mode. (Access Points are
always in Infrastructure Mode)

® The SSID on your PC and the Wireless Router are the same.

® Remember that the SSID is case-sensitive. So, for example
"Workgroup" does NOT match "workgroup."

® Both your PC and the Wireless Router must have the same
setting for security. The default setting for the Wireless
Router security is disabled, so your wireless station should
also have security disabled.

® |[f security is enabled on the Wireless Router, your PC must
have security enabled, and the key must be matched.

® To see if radio interference is causing a problem, see if
connection is possible when close to the Wireless Router.

AirLive N.MINI User’s Manual
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Remember that the connection range can be as little as 100
feet in poor environments.
Problem 2: Wireless connection speed is very slow.
Solution 2: The wireless system will connect at the highest possible speed,

depending on the distance and the environment. To obtain the
highest possible connection speed, you can experiment with the
following:

® \Wireless Router location
Try adjusting the location and orientation of the Wireless Router.
® Wireless Channel

If interference is the problem, changing to another channel may
show a marked improvement.

® Radio Interference

Other devices may be causing interference. You can experiment
by switching other devices off, and see if this helps. Any "noisy"
devices should be shielded or relocated.

® RF Shielding

Your environment may tend to block transmission between the
wireless stations. This will mean high access speed is only
possible when close to the Wireless Router.
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BSS

BSS

A group of Wireless Stations and a single Access Point, all using the same ID (SSID), form
a Basic Service Set (BSS).

Using the same SSID is essential. Devices with different SSIDs are unable to communicate
with each other.

Channels

The Wireless Channel sets the radio frequency used for communication.

® Access Points use a fixed Channel. You can select the Channel used. This allows you
to choose a Channel which provides the least interference and best performance. In
the USA and Canada, 11 channel are available. If using multiple Access Points, it is
better if adjacent Access Points use different Channels to reduce interference.

® In"Infrastructure” mode, Wireless Stations normally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest
signal is used. (This can only happen within an ESS.)

Note
To comply with US FCC regulation, the country selection function has been completely
removed from all US models. The above function is for non-US models only.

Security

® WEP

WEP (Wired Equivalent Privacy) is a standard for encrypting data before it is transmitted.
This is desirable because it is impossible to prevent snoopers from receiving any data
which is transmitted by your Wireless Stations. But if the data is encrypted, then it is
meaningless unless the receiver can decrypt it.

If WEP is used, the Wireless Stations and the Access Point must have the same
security settings for each of the following:

WEP 64 Bits, 128 Bits.

Key For 64 Bits encryption, the Key value must match.
For 128 Bits encryption, the Key value must match.

WEP Authentication | Open System or Shared Key.
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® \WPA/WPA2/ WPA-Mixed

WPA/WPA2 (Wi-Fi Protected Access) is more secure than WEP. It uses a “Shared Key”
which allows the encryption keys to be regenerated at a specified interval. There are
several encryption options: TKIP, AES, TKIP-AES and additional setup for RADIUS is
required in this method. The most important features beyond WPA to become standardized
through 802.11i/WPAZ2 are: pre-authentication, which enables secure fast roaming without
noticeable signal latency.

If WPA or WPAZ2 is used, the Wireless Stations and the Access Point must have the
same security settings.

® 802.1x

With 802.1x authentication, a wireless PC can join any network and receive any messages
that are not encrypted, however, additional setup for RADIUS to issue the WEP key
dynamically will be required. RADIUS is an authentication, authorization, and accounting
client-server protocol. The client is a Network Access Server that desires to authenticate its
links. The server is a server that has access to a user database with authentication
information.

Wireless LAN Configuration

To allow Wireless Stations to use the Access Point, the Wireless Stations and the Access
Point must use the same settings, as follows:

Mode The mode must be set to Infrastructure.

SSID (ESSID) The network name must match the value used on the Wireless
Router.
Note

The SSID is case- sensitive.

Disable If there is no security is enabled on the Wireless Router, the
security of each station should be disabled as well. And, you can
connect the Wireless Router without security, but it is NOT
recommended.

WEP Open System/ | By default, WEP on the Wireless Router is disabled.

Shared Key/ Auto Shared Key only supports WEP as encryption method.

AUTO(Open/Shared) means AP can accept STA connect to it
using OPEN-WEP or SHARED-WEP.

® |f WEP remains disabled on the Wireless Router, all stations
must have WEP disabled.

® |f WEP is enabled on the Wireless Router, each station must
use the same settings as the Wireless Router.
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Personal
(Pre-Shared Key)

WPA
WPA2
WPA2-Mixed

WPA-PSK (TKIP/AES)/ WPA2-PSK (TKIP/AES:

If one of these securities is enabled on the Wireless Router. To
make a connection, each station must use the same algorithms
and pass phrase as the Wireless Router.

Pre-Shared Key Format:

There are two formats for choice to set the Pre-shared key,
Passphrase and Hex (64 characters). If Hex is selected, users will
have to enter a 64 characters string. For easier configuration, the
Passphrase (at least 8 characters) format is recommended.

Pre-Shared Key :

Pre-Shared Key serves as a password. Users may key in 8 to
63 characters string if you selected passphrase. Pre-shared key
format to set the passwords or leave it blank, in which the 802.1x
Authentication will be activated. Make sure the same password
is used on client's end.

Enterprise (RADIUS)

WPA

WPA2
WPA2-Mixed
802.1x

RADIUS Server: RADIUS is an authentication, authorization and
accounting client-server protocol. The client is a Network Access
Server that desires to authenticate its links. The server is a server
that has access to a user database with authentication
information. Each station must set up the RADIUS Server’s IP
address, port and passwords that provided by your ISP.
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